Date: 21.03.2016.

Personal Data Protection Agency in Bosnia and Herzegovina
Signing the Stabilization and Association Agreement with European Communities and its member states, Bosnia and Herzegovina has assumed the obligation to harmonize its legislation related to personal data protection with the Community Law and other European and international privacy legislation. This Agreement bounded Bosnia and Herzegovina to establish independent supervisory authority supplied with sufficient financial and human resources in order to implement national legislation on personal data protection.

The legislative framework which regulates personal data protection encompasses the Constitution of Bosnia and Herzegovina, adopted international documents and domestic regulations. The Constitution of BiH guarantees the protection of all human rights and fundamental freedoms predicted by the European Convention for the Protection of Human Rights and Fundamental Freedoms and its protocols, therefore the right to private and family life, home and correspondence: „The rights and freedoms set forth in the European Convention for the Protection of Human Rights and Fundamental Freedoms and its Protocols shall apply directly in Bosnia and Herzegovina. These shall have priority over all other laws“. 
Bosnia and Herzegovina has ratified the Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data (ETS 108), which is of key importance to guaranteeing the right to privacy. Convention 108 guarantees the right to privacy, therefore the right to personal data protection to every individual. 

Pursuant to the Constitution of BiH and above mentioned Convention 108, Bosnia and Herzegovina adopted a Law on Personal Data Protection (Official Gazette of BiH, No. 49/06)  The reason for adopting this Law was the harmonization of the Law on Personal Data Protection with the European Union law and other European and international legislation on privacy, which is one of the obligations of Bosnia and Herzegovina under the Stabilization and Association Agreement.

Personal Data Protection Agency in Bosnia and Herzegovina  was established under the Law on Personal Data Protection as an independent administrative organization, and it started operating in 2008. The Parliamentary Assembly of BiH adopted the Law on Amendments to the Law on the Protection of Personal Data (Official Gazette of  BiH, No. 76/11 and  89/11) which had, among other things, strengthened the independency of the  Agency. The agency's independence is reinforced by amending the Law on salaries and giving the same rights to the Agency as to other independent regulatory agencies in November 2013.

The domestic legislation reflects provisions of the Directive 95/46 EC of the European Parliament and the Council dated 24 October 1995 on the protection of individuals with regard to personal data processing and free movement of such data. By incorporating the Directive into domestic legislation, which is obligatory only for EU member states and candidate states, we proved that our country has formally achieved harmonisation with European standards. 

In Bosnia and Herzegovina, there are four criminal codes and every one of these laws defines the crime of "unlawful processing of personal data". The court protection of personal data is also secured through legal proceeding for non-pecuniary damages under the Law on Obligations. One of the basic principles of the administrative proceeding, namely the „protection of citizens’ rights and protection of public interest“ guarantees the protection of rights of the parties in the administrative proceeding, including lawful processing of personal data.

Competencies

The Personal Data Protection Agency in BiH is an independent administrative organization established to ensure the personal data protection in Bosnia and Herzegovina. In this sense, Article 40 of the Law defines the responsibilities of the Agency, as follows:

· to supervise the implementation of this Law and other laws on personal data processing;

· to act on data subject’s complaints;

· to submit to the Parliamentary Assembly of Bosnia and Herzegovina annual reports on personal data protection, which should be available to the public;

· to follow the personal data protection requirements by giving proposals as to enacting or amending legislation governing the data processing, give opinions on the proposed laws and take care of fulfilment of the criteria relevant to data protection originating from international treaties that are binding for Bosnia and Herzegovina.

Powers

In order to perform tasks and duties, the legislator has given the following powers to the Agency:

· perform supervision, through inspection, over fulfilment of obligations stipulated by this law;

· keep the Central Registry;

· accept incentives and complaints of citizens concerning breaches of this Law;

· adopt implementing regulations, guidelines or other legal documents in line with the Law;

· order blocking, erasing or destroying of data, temporarily or permanent ban of processing, issue warning or reprimand to the controller;

· impose penalties, i.e. file a request for filing the misdemeanour proceedings pursuant to this Law;

· provide advice and opinions in the area of personal data protection;

· co-operate with similar authorities in other countries;

· exercises other duties as foreseen by law;

· supervise the transfer of the personal data out from Bosnia and Herzegovina.

The budget of the Agency for 2015 amounted to 1.318.000 BAM, while the present staff at the Agency numberes 26 employees. 

In 2015 the Agency conducted 90 inspections and received 121 complaints. It initiated 44 procidures ex officio and issued 22 offence warrants. Agency continued with the training activities in the whole public sector to increase the capacity for personal data protection within the public administration and police. 

Regardless of all the deficiencies and problems it can be concluded that personal data protection in Bosnia and Herzegovina is making progress. This is corroborated by the number of submitted complaints by the citizens, as evidence of increased awareness of the importance of personal data, as well as Statistical figures of the Agency in all segments of the work. The increasing awareness of all subjects is evidenced by the large number of requests for an opinion.
Protection of personal data was also marked by negative tendencies of certain public bodies such as the Prosecutor’s Office of Bosnia and Herzegovina whose reactions were disturbing when it came to the activities undertaken by the Agency. However, this negative process should in the end strengthen the position of the Agency and show that a lack of understanding and ignorance of certain segments or holders of the public sector can not prevail in the understanding of European standards and their application in national law.

It should be recalled that states in a democratic light are best confirmed through the right attitude to human rights, which implies the relationship with the institutions dealing with the protection of human rights as well, and the Personal Data Protection Agency in BiH takes a significant place there.
Comparative data from 2009 to 2016
	INSPECTION TASKS

	
	2009
	2010
	2011
	2012
	2013
	2014
	2015

	 Total
	21
	40
	17
	99
	111
	88
	90

	Regular
	21
	15
	12
	34
	53
	43
	53

	Audit
	0
	21
	1
	  2
	  1
	2
	1

	Extraordinary
	0
	4
	4
	63
	57
	43
	36

	Complaints on decisions
	3
	3
	2
	14
	8
	2
	1
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Complaints
Pursuant to the law, each holder of personal data, the natural person to whom the data relate, is entitled to submit a complaint to the Agency when she/he learns or suspects that the controller or processor breached her/his rights or that there is a direct threat to the rights, under article 30 of the Law (Filing Complaints). In the reporting period 121 (one hundred and one) complaints from data subject were received. 64 (sixty four) complaints were filed against public authorities, while 57 (fifty seven) complaints were filed against other subjects, such as banks, microcredit organizations and other economic entities and individuals.
Comparative data for 2015
	COMPLAINTS

	
	2009
	2010
	2011
	2012
	2013
	2014
	2015

	Complaints in total
	7
	29
	35
	71
	107
	140
	121

	Decisions
	7
	17
	23
	55
	75
	87
	90

	Opinions
	0
	7
	1
	2
	1
	0
	0

	Referrals
	0
	1
	0
	0
	0
	0
	0

	Conclusions
	0
	0
	6
	15
	16
	19
	18

	Pending proceedings
	0
	1
	5
	2
	12
	34
	17

	Proceedings from the previous year
	0
	0
	1
	5
	12
	13
	34
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Procedures ex officio
Procedure ex officio is a procedure which the Agency initiates based on knowledge about unlawful or suspicion of unlawful personal data processing. That information can be obtained through reports by different subjects, including anonymous reports, observation on electronic and written media, Internet and other cases processed by the Agency and similar. 
In the reporting period, total of 44 (forty four) procedures ex officio were initiated, out of which 24 (twenty four) proceedings were initiated against public authorities, while 20 (twenty) were brought against other entities. For the proper and complete determination of the factual state, extraordinary inspection was performed in 17 (seventeen) proceedings, while 35 (thirty five) proceedings were resolved without inspection.
	PROCEDURES EX OFFICIO



	
	2009
	2010
	2011
	2012
	2013
	2014
	2015

	Procedures ex officio in total
	3
	6
	35
	26
	34
	29
	44
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Penalization – offence warrant

In 2015 the Agency continued with issuing offence warrants which to a large extent ensures the efficeincy of the Law. During reporting period 22 (twenty two) offence warrants were issued.

	OFFENCE WARRANT

	
	2009
	2010
	2011
	2012
	2013
	2014
	2015

	Offence warrants in total
	0
	0
	1
	10
	7
	12
	22

	Controller
	0
	0
	0
	0
	0
	1
	1

	Competent person
	0
	0
	1
	8
	6
	8
	6

	Employee
	0
	0
	0
	2
	1
	3
	15

	Public Institution
	0
	0
	1
	6
	5
	5
	20

	Legal entity
	0
	0
	0
	4
	2
	6
	2

	Natural person
	0
	0
	0
	0
	0
	0
	0
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Administrative disputes

In the reporting period, 8 (eight) administrative disputes were ended before the Court of BiH against the final decisions of the Agency, namely 4 (four) disputes initiated in 2013, 3 (three) in  2014 and 1 (one) in 2015.
In 5 (five) disputes complaints were rejected and final decision of the Agency confirmed, in 2 (two) disputes the complaint was accepted and the case remanded for a new resolution, while in 1 (one) dispute the complaint was partially accepted and the case remanded for a new resolution in the segment which was disputed.
	ADMINISTRATIVE DISPUTES

	
	2009
	2010
	2011
	2012
	2013
	2014
	2015

	Administrative disputes in total  
	4
	3
	2
	6
	13
	6
	11

	Settled
	4
	3
	2
	6
	9
	3
	1

	Resolved in favour of Agency
	4
	2
	2
	6
	11
	2
	1

	Resolved against Agency
	0
	1
	0
	0
	2
	1
	0

	Unsettled
	0
	0
	0
	0
	0
	3
	10
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Opinions

In the reporting period 246 (two hundred and forty six) opinions were issued upon request by different controllers and personal data subjects. Public bodies were issued 75 (seventy five) expert opinions, legal persons were issued 26 (twenty six), and natural persons 145 (one hundred and forty five) expert opinions. 

	OPINIONS

	
	2009
	2010
	2011
	2012
	2013
	2014
	2015

	Total
	22
	89
	120
	185
	230
	290
	254

	Expert opinions
	22
	89
	117
	181
	215
	282
	246

	Public Institutions
	14
	47
	44
	56
	94
	80
	75

	Legal entities
	6
	14
	19
	41
	23
	18
	33

	Natural persons
	2
	28
	51
	84
	98
	184
	145

	Opinions on laws
	0
	0
	3
	3
	9
	6
	6

	Opinions on by-laws
	0
	0
	0
	0
	5
	1
	0

	Opinions on other legal acts
	0
	0
	0
	1
	1
	1
	2
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Central Registry

During 2015, 81 controllers were entered in the Central Registry. From its foundation to the end of 2015, 277 controllers and 1944 collections of personal data were entered in the Central Registry. 

	Controllers and collections entered into Central Registry

	
	2010
	2011
	2012
	2013
	2014
	2015
	Ukupno

	 Controllers
	14
	19
	76
	66
	21
	81
	277

	Collections of personal data  
	55
	205
	713
	270
	203
	498
	1944
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