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I. INTRODUCTION
1.1 General notes
Pursuant to Article 40, paragraph (1), item c) of the Law on Personal Data Protection (“Official Gazette of BiH” No. 49/06, 76/11 and 89/11) (hereinafter: the Law), the Agency for Personal Data Protection in Bosnia and Herzegovina (hereinafter: the Agency), submits the Report on Personal Data Protection for 2020 to the Parliamentary Assembly of Bosnia and Herzegovina. This is the thirteenth Report submitted by the Agency to the Parliamentary Assembly of Bosnia and Herzegovina. 

The protection of personal data, in terms of protection of privacy, is one of the basic values of any democratic society and an aspect of human rights of great importance and aims to protect privacy in terms of personal data processing.

The European Convention for the Protection of Human Rights and Fundamental Freedoms, in Article 8. The right to respect for private and family life, reads as follows:
1. Everyone has the right to respect for his/her private and family life, home and correspondence. 

2. Public authority shall not interfere with the exercise of this right, unless such interference is provided for by law and is a necessary measure in a democratic society in the interests of national security, public security, economic well-being, prevention of disorder or crime, protection of health and morals or protection. the rights and freedoms of others.
Every person in the territory of Bosnia and Herzegovina, regardless of citizenship or residence, has the right to protection of personal data relating to them.

Privacy issues are present in every aspect of an individual's life, especially because modern living conditions enable the availability of a large amount of data. We are aware that we live in a world based on data and we are witnessing great changes caused by globalization and technological progress, especially in the information and digital world. In the process of globalization, information knows no borders, so it is difficult to ensure a balance between privacy and security, supporting both access to information and protection of personal data.
1.2 International legal sources
International legal regulations in the field of personal data protection exist at the level of the Council of Europe and the European Union, where the reform of legislation has been completed after more than four years of work. This reform replaced the previous Data Protection Directive 95/46/EC, which dates back to 1995, and the new legislation began to be applied in the European Union in 2018. 

At the level of the European Union, two regulations were adopted in 2016, which have been in force since 2018. The European Parliament and the Council of the European Union adopted Regulation (EU) 2016/679 on the protection of individuals with regard to the processing of personal data and on the free movement of such data and repealing Directive 95/46/EC (hereinafter: the General Data Protection Regulation). The General Data Protection Regulation (GDPR) entered into force on May 25, 2016 taking into account that its provisions came into force directly in all EU Member States two years after May 25, 2018. 
The European Parliament and the Council of the European Union have also adopted Directive (EU) 2016/680 on the protection of individuals with regard to the processing of personal data by the competent authorities for the purpose of preventing, investigating, detecting or prosecuting criminal offenses or imposing criminal sanctions, repealing Council Framework Decision 2008/977 / JHA (hereinafter: the Police Directive). The Police Directive entered into force on May 6, 2016 and member states had two years until May 6, 2018 to enact laws and other regulations necessary for harmonization with the same. Thus, Member States had two years to transpose the provisions of the Police Directive into their national legislation.
Data protection reform at the Council of Europe level includes a modernized Council of Europe Convention 108, the modernization of which has been completed as a result of many years of work. Namely, the Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data (ETS 108) has been amended and modernized by adopting the Protocol amending the Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data (ETS 223), known and called Convention 108+, which is open for signature on October 10, 2018.
International legal regulations in this context, as part of "European law", include judgments of the European Court of Justice and the European Court of Human Rights.
1.3 Domestic legal regulations
The legislative framework related to the protection of personal data in Bosnia and Herzegovina includes the Constitution of Bosnia and Herzegovina
, adopted international documents and domestic regulations. 

The Constitution of BiH guarantees the protection of all human rights and fundamental freedoms provided by the European Convention for the Protection of Human Rights and Fundamental Freedoms and its protocols, and thus the right to private and family life, home and correspondence: "Rights and freedoms provided by the European Convention and fundamental freedoms and its protocols are directly applicable in Bosnia and Herzegovina. These acts take precedence over all other laws." 

Bosnia and Herzegovina has ratified the Council of Europe Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data (ETS 108) (hereinafter: Convention 108), which is crucial for ensuring the right to privacy. Convention 108 guarantees the right to privacy, and thus the protection of personal data of every natural person. 

Pursuant to the Constitution of BiH and the aforementioned International Convention 108, Bosnia and Herzegovina has enacted the Law. Currently, this Law reflects the provisions of Directive 95/46 EC of the European Parliament and of the Council of October 24, 1995 on the protection of individuals in relation to processing of personal data and on the free movement of such data, which was repealed by the adoption of the General Data Protection Regulation. 

There are four criminal laws in Bosnia and Herzegovina and each of these laws prescribes the criminal offense of unauthorized Use of Personal Data.“
 

Judicial protection of personal data is also ensured through civil proceedings for damages under the Law on Obligations.

One of the basic principles of the administrative procedure "protection of citizens' rights and protection of public interest" guarantees the protection of the rights of the parties in the procedure, as well as the lawful processing of personal data.
1.4   Obligation to harmonize with European standards
Bosnia and Herzegovina has not harmonized its legislation in the field of personal data protection with the newly adopted regulations of the European Union. 
With the entry into force of the Stabilization and Association Agreement between the European Communities and their Member States and Bosnia and Herzegovina, the obligation to harmonize legislation relating to the protection of personal data with Community law and other European and international privacy laws has been committed. With this Agreement, in Article 79, Bosnia and Herzegovina undertook to establish an independent supervisory body with sufficient financial and human resources in order to implement national legislation on personal data protection. 

In July 2020, Bosnia and Herzegovina signed the Protocol Amending Convention 108+ but did not ratify it. 
The opinion of the European Commission on BiH's application for membership in the European Union in the report for 2020, in Chapter 23: Justice and Fundamental Rights, in addition to statistical indicators on the work of the Agency, states the following:
“Bosnia and Herzegovina needs to harmonize its data protection regulations with EU regulations. In July, BiH signed Protocol 223 amending the Council of Europe Convention for the Protection of Individuals with regard to Automatic Processing of Data, which needs to be ratified. The Personal Data Protection Agency needs human resources and financial resources to perform their tasks effectively. After the introduction of the obligation to consult the Agency on draft regulations in the rules of procedure of the state parliament, such a practice has not yet been introduced at other levels of government. In April 2020, the Agency banned authorities at all levels from publicly disclosing data on persons who are positive for COVID-19 and persons who have received orders on isolation and self-isolation. They also state that although it is not illegal to publish a minimum of information about persons who violate laws or certain prohibitions, it is against the law to proactively and generally publish data on persons who violate restrictive measures.”
II. ACTUALITIES
In this chapter, we will pay special attention to certain topics in the protection of personal data, which were the most current in the reporting period. 

2.1 Obligations of public authorities in the adoption of new legal solutions until the adoption of the new Law on Personal Data Protection
The Report on Personal Data Protection in 2018 describes in detail the activities of the Agency on the drafting of the Law on Personal Data Protection in order to harmonize it with the newly adopted EU legislation. The Agency drafted the Bill, which was accepted by the Interdepartmental Working Group, where Agency's representative also participated, and submitted the Draft Law on Personal Data Protection to the BiH Ministry of Civil Affairs for further proceedings. In the Report for 2019, we also referred to the need to pass a new Law on Personal Data Protection, during which we emphasized the involvement of public authorities in adopting new legal solutions, in the meantime, until the adoption of a new Law on Personal Data Protection.

Since no new Law has been adopted in this reporting period, in the continuation of the presentation, we will repeat the parts of the Report on Personal Data Protection for 2019, which relate to this issue. Here we will emphasize the involvement of public authorities in adopting European standards in order to better protect personal data in Bosnia and Herzegovina. Despite the fact that the new Law on personal data protection has not been adopted, this does not represent an obstacle to more active participation of both the legislature and the executive, at all levels, on this issue. Here we primarily mean a valid legal basis for lawful processing of personal data, in various sectors, when processing is necessary to comply with the legal obligation of the controller and when processing is necessary to perform tasks of public interest or in the performance of official powers of controllers.

The transition period from the adoption to the implementation of the General Regulation and the Police Directive was two years, from 2016 to 2018. Member States, but not only them, have worked diligently and rapidly to analyze existing legal solutions and to amend, supplement or adopt entirely new laws. It is extremely important for the protection of personal data to adopt legal solutions that have the required quality. The Agency, of course, has a significant place in this by giving opinions on draft laws that prescribe the processing of personal data. However, the problem the Agency is facing is similar to the one with the controller's requests for opinions - who know neither the legal basis nor the purpose of the personal data processing they do themselves. It is not the Agency that should, in either case, offer solutions to specific situations. This is not the mission of the Agency and should not be imposed to do so. Therefore, it is important that lawmakers recognize their role and responsibility in creating certain legal solutions. The proposer of the law, usually the competent ministry, if the law regulates data processing, should perform a quality assessment of the impact on the protection of personal data and that this should be clearly stated in the explanation of legal solutions. Based on the information thus obtained the Agency could give a quality opinion and thus an appropriate contribution to make the Law high quality and functional. By simply and arbitrarily prescribing the processing of personal data, huge problems are created both for the subjects who enforce these laws and for the subjects to whom these laws apply, i.e. for the persons whose rights are limited. 
For the protection of personal data, laws prescribing the processing of special categories of personal data as well as laws restricting the rights of data subjects are of exceptional importance. In the first case, the basic principle is that the processing of special categories of personal data (racial or ethnic origin, political opinion, religious or philosophical beliefs or trade union affiliation), as well as the processing of genetic data, biometric data for the purpose of unique identification, health data or data on sexual life or sexual orientation) and that it is allowed only exceptionally. In the latter case, restrictions on the rights of data subjects may be exercised only if such restrictions respect the essence of fundamental rights and freedoms and if they are necessary and proportionate in a democratic society for some of the legitimate purposes: national security; defense; public safety; etc. Laws prescribing certain restrictions must contain special provisions, as appropriate, and at least on the following: purposes of processing or categories of processing; categories of personal data; the scope of the restrictions imposed; safeguards to prevent abuse or illegal access or transfer; the designation of the controller or the category of controller; retention period and protection measures that may be applied taking into account the nature, scope and purposes of the treatment or categories of treatment; risks to the rights and freedoms of data owners; and the right of the data owner to be informed of the restriction, unless this may be detrimental to the purpose of that restriction.
2.2 Activities in cooperation with Eurojust
In all reports on personal data protection, since 2014, we have highlighted the importance of personal data protection for cooperation with Eurojust, as well as all the problems that the Agency has encountered in relation to these activities. In the report for 2018 and 2019, we detailed all the activities that have been carried out, starting with the appointment of the Expert Group for Preparation of Work in the Negotiation Phase of the Cooperation Agreement between Eurojust and BiH, key institutions for progress in negotiations between the BiH Ministry of Justice and the Prosecutor's Office of BiH and the Agency, preconditions for starting negotiations, cooperation between these institutions as well as the contribution of the IPA 2017 Project Manager in this whole process. 

In this reporting period, one meeting of the Expert Group was held at the initiative of the IPA Project Manager 2017. In addition to the usual discussion and the conclusion that previously identified problems have not been resolved, two conclusions were adopted. One was that the BiH Minister of Justice should send a letter to the President of Eurojust in which he would present an initiative to formalize the current cooperation in the form of a memorandum of cooperation (so-called working arrangement) and the other that the Secretary of the BiH Ministry of Justice try to establish what can be done regarding the adoption of the New Law on Personal Data Protection.

There were no other activities.
The opinion of the European Commission on BiH's application for membership in the European Union for 2020, in Chapter 24: justice, freedom, security, states the following:
“Bosnia and Herzegovina does not have a co-operation agreement with Eurojust. Four contact persons for Eurojust were appointed. With the entry into force of the new Eurojust Regulation in December 2019, Bosnia and Herzegovina should resume negotiations with the Commission for an operational cooperation agreement with Eurojust. It is a precondition for Bosnia and Herzegovina to adopt a new Law on Personal Data Protection in line with the acquis and strengthen the operational capacity of the Personal Data Protection Agency. In addition, the Prosecutor's Office should adopt bylaws to more precisely define how the parties to the case can access their personal data through the Prosecutor's website.”
Bosnia and Herzegovina is the only country in the region not to have signed an agreement with Eurojust. 

2.3 Programming of the state program IPA 2019 - 2020 for Bosnia and Herzegovina - preparation of the sectoral Action Document for the IPA II Internal Affairs sector
At the beginning of 2019, the Ministry of Security of BiH informed the Agency that the European Commission submitted to the State Coordinator for IPA II the final list of priorities for funding from the budgets for IPA 2019 and IPA 2020 with allocations of funds. Within the IPA II of Internal Affairs sector, the priority of personal data protection is included in the final list. 

Activities to be undertaken by the Agency include: harmonization of existing national legislation on personal data protection with the EU acquis, transfer of experience and best practices, and comparative analyzes from EU Member States, organization of trainings, workshops and study visits, as well as awareness-raising activities the public on the rights and obligations related to the protection of personal data, which are aimed at citizens and the public and private sector in BiH.  

The Ministry of Security of BiH informed the Agency that the Annual State Program IPA 2020 for Bosnia and Herzegovina in the amount of 20 million euros has been adopted, and about the submission of the Financial Agreement for 2020. According to the mentioned information, the European Commission accepted the proposal of the sent Action Document for 2020, according to which the priority "Protection of personal data - in the amount of 1 million euros" (approved funds) is included in the annual budget.
2.4 Processing of personal health data at the time of the coronavirus pandemic 
At the beginning of the coronavirus pandemic, the Agency issued two press releases, drawing the attention of all competent bodies involved in the fight against the coronavirus to the fact that health data fall into a special category of personal data and as such have a special place in the law. In the context of the issue of publishing data on persons who violate certain prohibitions introduced by the Corona virus, it was clearly stated that the competent authorities are obliged to ensure lawful processing of personal data and that arbitrary decisions can cause irreparable damage to the values ​​they invoke or seek to protect. Attention was also drawn to the fact that the general and proactive publication of data on persons who do not act in accordance with the prohibition measures is illegal. In addition to the above, four more decisions were issued, three on the complaint of personal data subjects, which forbade the Federal Ministry of Health to include several persons in one quarantine decision and submit such a decision to various public bodies without a clear legal basis.
A misdemeanor order was issued to the mayor of the city of Trebinje, due to the illegal processing of personal data on health condition.
We would like to emphasize the Agency's decision to ban the publication of personal data on the health status of people who are positive for the corona virus, as well as people who have been assigned isolation and self-isolation measures due to the corona virus pandemic. In addition to the ban on publication, the competent authorities at all levels of government in Bosnia and Herzegovina, including the entity and cantonal civil protection headquarters, were ordered to immediately remove and block such published data. Namely, the Agency initiated the procedure ex officio, based on the citizens' report that the Civil Protection Headquarters of Canton 10 published personal data of persons who were issued an order on isolation and self-isolation, although the vast majority did not violate the order. A list with personal data of 238 persons was attached, from the Directorate for Inspection Affairs of Canton 10 and containing personal data on name, surname, year of birth, city / town, country of origin, date of isolation, telephone number. In addition to the above, some other competent authorities, such as in Trebinje, Konjic and Celic, published lists of people who are positive for the corona virus in the same or similar way, as well as people who were assigned isolation and self-isolation measures and did not violate the issued orders. 
Therefore, the competent authorities at all levels of government in Bosnia and Herzegovina, including the entity and cantonal civil protection headquarters and other authorities that acted in the emergency situation related to the coronavirus pandemic, are the controllers who processed the personal data of coronavirus-positive persons, as well as of persons who have been assigned isolation and self-isolation measures.
Public disclosure of personal data of persons who are positive for the corona virus and persons who have been issued orders on isolation and self-isolation, cannot be justified in the public interest, especially as certain competent authorities have done. The protection of personal data does not prevent the competent authorities from taking measures and activities in the fight against the coronavirus virus pandemic, however, it is up to the public authorities to ensure the lawful processing of personal data. 
Starting from the basic concepts prescribed by the Law, it was concluded that this is the processing of personal data on health status that fall into a special category of personal data and as such has a special place in the Law. Article 9, paragraph (1), prohibits the processing of a special category of personal data, except for the exceptions prescribed in paragraph (2), which, inter alia, stipulates that the processing of a special category of personal data is allowed if it is of special public interest or in other cases prescribed by law. In these cases, the law must contain specific provisions on adequate protection mechanisms.  

The decision states that publishing data on all persons under measures can undermine confidence in the health system. In order for the patient to contact the doctor and share with him information about the health condition, it is necessary to be convinced that the doctor will keep this information as a professional secret and that it will not be used for any purpose other than the one collected for the treatment. The very possibility that the environment in which the patient lives may have access to this information may be a deterrent for the person to consult a professional. This mistrust can result, when it comes to communicable diseases, in the spread of the disease to others.
In the context of respect for the right to privacy, it is important to point out the decision of the European Court of Human Rights in the case of Z. vs Finland from 1997, which emphasized that the protection of medical data is essential for the exercise of the right to privacy and that without such protection, those in need of medical care would refrain from providing information of a personal and intimate nature, even if such information is necessary, in order to receive medical treatment, thereby endangering their own health and endangering the health of the whole community.
 
2.5  Activities within the Regional Cooperation Council (RCC)
The Regional Cooperation Council (RCC), co-founded by the European Union, helps countries in various sectors to meet the conditions for Euro-Atlantic and European integration
 through regional cooperation in Southeast Europe. One of these activities is the first regional meeting on personal data protection and implementation of the General Data Protection Regulation (GDPR), which was held online on November 24, 2020. The meeting brought together representatives of the Western Balkans, namely the Republic of Albania, Bosnia and Herzegovina, Kosovo*, the Republic of Montenegro, the Republic of Northern Macedonia and the Republic of Serbia, who came from institutions responsible for personal data protection and information and communication technologies. The aim of the meeting was to formalize the structured regional dialogue on personal data protection and discuss the steps that need to be taken in the Western Balkans towards harmonization and implementation of new European regulations in the field of personal data protection (GDPR).
In order to start cooperation and take the most important steps, the RCC has previously commissioned a Report on the Assessment of the Compliance of Domestic Legislation with the GDPR of each Western Balkan country in particular. In addition to the current situation, this study included challenges and key recommendations for the future. 

After drafting the report, the RCC submitted it to each of the countries, including Bosnia and Herzegovina, and requested feedback and suggestions within a certain deadline. Although the Agency agrees with the vast majority of the statements presented in the Draft Report, it sent significant comments and suggestions, emphasizing that in order to make progress in this area, it is necessary, as a key precondition, to improve the Agency's human and material potential.  

In addition to commenting on the Draft Report and participating in the online meeting, representatives of the Western Balkan countries were requested to appoint two representatives to the Regional Working Group on Personal Data Protection and Privacy (RWG).
The Agency, through its representative, participated in the online conference, submitted comments and suggestions on the Draft Report and appointed two representatives to the Working Group, thus carrying out all activities assumed by the RCC in this reporting period.
2.6 Problems in the work of the Agency 
As before, in this Report we list the problems faced by the Agency in its work, which relate to the adoption of a new Rulebook on internal organization, procurement of official vehicles for inspections and accommodation facilities, repeating all that was stated in previous reports, since none of the highlighted problems have been solved.
Since its establishment, the Agency has had the support of the Parliamentary Assembly of BiH and the Council of Ministers of BiH and according to its independence, the Agency is a resource of the Parliamentary Assembly of BiH.

In the Reports for 2016, 2017, 2018, and 2019 we informed the Parliamentary Assembly of BiH and the public about the problems that call into question the work of the Agency. As a reminder, it was about the following:

1. In 2013, the Agency initiated the procedure of adopting a new Rulebook on internal organization. The reasons for drafting the new Rulebook are harmonization with the Decision on Principles for Determining the Internal Organization of BiH Administrative Bodies and the Decision on Classification of Jobs and Criteria for Job Description in BiH Institutions.
Taking into account the competencies and scope of work of the Agency, as well as limiting financial resources, the number of executors in the Agency remained the same, but the structure of employees was changed, in a way that reduced the number of employees and increased the number of civil servants. After the activities, the Agency, on 19.05.2016. submitted the Proposal of the Rulebook to the Council of Ministers of BiH, for approval.
General Secretariat of the Council of Ministers of Bosnia and Herzegovina, on December 6, 2019 informed the Agency about the conclusion of the Council of Ministers of BiH, from the 178th session held on November 12, 2019, which gave consent to the Rulebook on the internal organization of the Agency, with the accepted correction of the Ministry of Finance and Treasury of BiH to abolish the position of clerk - head of office. This and such consent of the Council of Ministers of BiH is unenforceable and prevents the Agency from legally adopting the Rulebook on Internal Organization. Namely, in accordance with the relevant provisions of the Law on Administration, the rulebook on the internal organization of the independent administrative organization is adopted by the head of the independent administrative organization, with the consent of the Council of Ministers of BiH. Also, the manager is obliged to ensure the legal and efficient performance of work, enact regulations and issue other acts for which he is authorized. Precisely adhering to the authorities and taking into account the responsibility, a rulebook was proposed in order to ensure the rational and efficient work of the Agency. On the other hand, the Council of Ministers of BiH, given the essence of agreement in the procedures for the adoption of acts by several bodies, is not authorized to interfere in the merits in this way in certain decisions. It would be legal if the Council of Ministers of BiH did not give its consent and explain it, after which the director of the Agency could propose a new solution.  
2. The Council of Ministers of BiH adopted the Rulebook on the conditions of procurement and manner of use of official vehicles in the institutions of BiH, which does not provide for vehicles for inspection supervision for the Agency. The Agency has three official vehicles, which does not meet its needs. Namely, the Ordinance stipulates that the Agency can only dispose of the already existing number and category of vehicles, and that the right to use has the Director, Deputy Director and for the purposes of courier - administrative affairs. Such a solution calls into question the performance of the Agency's core business. It should be borne in mind that the first authority of the Agency, prescribed by Article 40, paragraph (2), item a) of the Law is to "supervise the fulfillment of obligations prescribed by this Law through inspection". Article 2, paragraph (2) of the Ordinance defines that "official specialized vehicles" and vehicles for performing "... and inspection activities ...". Therefore, automatically, in Article 13 of the Rulebook, which lists the institutions of Bosnia and Herzegovina that perform inspection activities, the Agency should have been mentioned. It is not known why this was not done. The Agency tried to correct this, but with no success, because the Ministry of Finance and Treasury of BiH makes it impossible. The current situation is unsustainable, because the Agency is unable to exercise one of its basic powers, which calls into question the justification of its existence. Furthermore, there are proceedings before the courts for misdemeanors, trainings, various meetings, gatherings and the like, in which the participation of representatives of the Agency is necessary. The savings, to which the Ministry of Finance and Treasury of BiH refers, cannot jeopardize the legal work of the institutions and we do not understand the real reason for its negative opinion. The Agency does not dispute that the implementation of the Ordinance has made savings, on the contrary, we support any form of savings in the public sector, if it is realistic and reasonable.
3. Furthermore, the Agency's problems with office space have not been resolved. The Council of Ministers of BiH, at its 130th session held on January 18, 2018. adopted the Decision on the allocation of office space for the accommodation of BiH institutions in Dubrovacka 6 in Sarajevo. By the Decision in question, the Agency was allocated 11 offices, on the fourth floor of building "B", and one archive room, with a total area of 308.69 m2. 

We remind you that, according to the Rulebook on Internal Organization, the Agency consists of four basic and six internal organizational units. Among the managerial positions, the positions of Director, Deputy Director, three Assistant Directors and three Heads of Departments were filled. By the nature of the job, management also implies oral communication with associates, and it would be optimal to have a separate office for executives, which is now impossible to achieve. We cite, as an example, the current solution where the Head of the Section for Inspection Supervision and Complaints works in one office with five associates who do the most complex and responsible tasks within the competence of the Agency. Citizens 'complaints are also received in the same room, which is inadmissible, because submitting citizens' complaints implies discretion and a special room, as well as a help desk phone. Thus, the Agency does not have minimum requirements for legal and professional work. 

4. After reviewing the Report on Personal Data Protection in BiH for 2019, the House of Representatives of the Parliamentary Assembly of BiH, on September 15, 2020 adopted a conclusion, which, among other things, ordered the approval of the Rulebook on the internal organization of the Agency, which would enable the performance of tasks within the competence of the Agency. The Council of Ministers of BiH has on October 28, 2020 also adopted two conclusions, one of which refers to the Rulebook on the internal organization of the Agency. The same Conclusion states that the Council of Ministers gave its consent to the Rulebook on Internal Organization at the 178th session held on November 12, 2019. In this regard, "refers to the Agency, if it is necessary to draft a new text or amend the existing one, carry out the prescribed procedure and submit the Rulebook to the Council of Ministers of Bosnia and Herzegovina for approval.". 
The procedure for Amendments to the Rulebook on Procurement Conditions and Manner of Using Official Vehicles has been repeated, which would include the procurement of specialized vehicles for the needs of the Agency. 

Regarding accommodation capacities, the General Secretariat of the Council of Ministers of BiH on February 5, 2020 submitted a notification to the Agency that its Request for additional accommodation was removed from the initial agenda of the 4th session scheduled for February 6, 2020. At the request of the Collegium of the Council of Ministers of BiH because it is necessary that "the Agency in cooperation with the Service for Joint Affairs of Institutions of BiH examine the possibilities at the location and propose to the Council of Ministers of BiH specific acts that it would consider and declare.". 
The Agency held talks with the Service for Joint Affairs of BiH Institutions, at the level of the director, during which the readiness of the Service for Joint Affairs of BiH Institutions to propose the allocation of certain office space for the Agency at the same address was expressed. On that occasion, it was concluded that the final realization of the agreement will be possible with the adoption of the Law on the Budget of BiH Institutions and BiH's international obligations for 2021.
III. WORK OF THE AGENCY 
3.1 Competencies of the Agency
The Agency is an independent administrative organization established to ensure the protection of personal data in Bosnia and Herzegovina. In that sense, Article 40 of the Law defines the competencies of the Agency:

· to supervise the implementation of this Law and other laws on personal data processing; 

· to act on data subject’s complaints;

· to submit to the Parliamentary Assembly of Bosnia and Herzegovina annual reports on personal data protection, which should be available to the public;

· to follow the personal data protection requirements by giving proposals as to enacting or amending legislation governing the data processing, give opinions on the proposed laws and take care of fulfillment of the criteria relevant to data protection originating from international treaties that are binding for Bosnia and Herzegovina.

3.2 Powers of the Agency 
In order to perform duties and tasks, the legislator has given the following powers to the Agency:

· perform supervision, through inspection, over fulfillment of obligations stipulated by this law;

· keep the Central Registry;

· accept incentives and complaints of citizens concerning breaches of this Law;

· adopt implementing regulations, guidelines or other legal documents in line with the Law;

· order blocking, erasing or destroying of data, temporarily or permanent ban of processing, 

· issue warning or reprimand to the controller;

· impose penalties in misdemeanor proceedings, or submit a request for initiating proceedings in accordance with this Law,

· provide advice and opinions in the area of personal data protection;

· co-operate with similar authorities in other countries;

· exercises other duties as foreseen by law;

· monitor the transfer of the personal data out from Bosnia and Herzegovina.
These powers have made a real presumption for the Agency to adequately deal with personal data protection. In assessing the legality of personal data processing in each case, the Agency must fully answer four questions, namely: 

1. Is there any interference with this right? 

2. Is it in accordance with the Law? 

3. Whether processing is performed in order to achieve one of the legitimate aims?

4. Is it necessary and proportional in a democratic society?

3.3 Independence and capacities of the Agency  
The independence of the Agency is one of the key factors for implementation of international commitments and for efficient and proper functioning of the Agency. Its full independence gives the Agency the legitimacy to deal with assigned tasks. The importance of the independence of the Agency, as one of the key institutes of protection of personal data, imposes the need to refer to this segment in each Report on Personal Data Protection.

First of all, supervisory authority must have an independent organization. Article 35 of the Law in paragraphs (1) and (2) prescribes that: “The Agency is an independent administrative organization established for the purpose of ensuring the protection of personal data and is headed by its Director“ and „The Agency acts fully independently in performing the assigned duties.” Director and Deputy Director of the Agency are appointed by the Bosnia and Herzegovina Parliamentary Assembly, which may suspend and dismiss them prior to their mandate expiry, in cases specified in Article 45 of the Law. This solution strengthened the legitimacy of the Agency, backed by the Bosnia and Herzegovina Parliamentary Assembly. Namely, the Agency does not report to the Bosnia and Herzegovina Parliamentary Assembly about its work, but submits Report on personal data protection, in an attempt to avoid any influence on the Agency. This in no case excludes accountability and professionalism in the work of the Agency, on the contrary – it strengthens them. Independence means a ban for performing any profitable activities or any activity that may jeopardize the belief in its independence. We highlight the term „belief“, which is a subjective opinion of an individual about the independence of the Agency and which is therefore particularly demanding. Independence and responsibility are in direct proportion and function according to the system of connected vessels - the greater the independence, the greater the responsibility.

Financial independence of the Agency, as a special budget beneficiary, is secured through Article 36 of the Law, which regulates that funds necessary for the work of the Agency shall be secured from the budgets of the Bosnia and Herzegovina institutions and international commitments of Bosnia and Herzegovina. However, the procedure for the adoption of the budget opens up the possibility of an impact on the Agency, and it would be necessary to ensure a greater impact of the Parliamentary Assembly of Bosnia and Herzegovina in that part.  
The employees at the Agency enjoy the status of civil servants and employees. The problem is the current solution in the Law on Civil Service in the Institutions of BiH, where the Civil Service Agency is the main institution in the process of admission of civil servants. The participation of the Director is symbolic, which is certainly unacceptable and negatively influences the independence of the Agency. The Law on Civil Service in BiH institutions exempts the employees in Central Bank BiH and Office of the Ombudsman for Human Rights of BiH. However, a substantial question remains as why only these two institutions are exempt. Civil servants of the Agency deal with cases where the State Service Agency appears as the controller, which question their impartiality.

The Agency is not an ordinary administrative body, as its main task is to supervise the implementation of laws regulating processing and protection of personal data, including the assessment of lawfulness of personal data processing. These are only few basics parameters that significantly differentiate the Personal Data Protection Agency from other administrative organizations and the Agency should certainly be positioned as independent body in full capacity in all laws regulating this issue.

The Agency must have the capacity for performing the assigned duties and responsibilities. At the moment the Agency doesn’t have the necessary capacities (number of employees, budgets, accommodation, vehicles, etc.) in order to legally and efficiently perform the tasks entrusted to it. Activities such as inspection controls, complaints procedures, opinions, issuing misdemeanor orders, participation in court proceedings, maintenance of the Central Registry, etc. are very demanding and imply sufficient capacities. According to the Rulebook on Internal Organization, 45 jobs have been systematized in the Agency. In the reporting period, 27 civil servants and employees were employed, of which 11 civil servants were deployed to implement the Law, which speaks for itself about the human resources that the Agency has at its disposal.
The Agency is authorized to issue authoritative orders. When the Agency detects the illegal processing of personal data, it shall order measures which the controller is obliged to take within a specified period, and inform the Agency thereof. The same article stipulates that the Agency may require the controller or processor to provide it with information or to allow access to any document and records in which it may be personal data. The Agency has the right to enter the premises where the processing of personal data is being conducted, state and official secrets are not an obstacle for the Agency, and public authorities are obliged to assist the Agency at its request in the exercise of its competence. Of course this is adequately followed by penal provisions. The Agency's decisions are final and may be subject to evaluation only in the administrative dispute at the Court of BiH.     

One of the legal obligations of the Agency is to monitor the situation in the field of personal data protection, and in that regard to issue proposals, initiatives, and opinions. In the past, the Agency did so. However, the proponents of legislation regulating protection of personal data, by rule, do not submit their proposals to the Agency for its opinion and this problem needs to be systematically resolved. 

Within the framework of communication with the public, the dissemination of knowledge on personal data protection is one of the basic instruments that enable the effectiveness of the work of any supervisory body dealing with personal data protection. The Agency actively works on the promotion of rights arising from the protection of personal data, and regularly informs the public about its activities.

3.4 Inspections
	
	
	


In the reporting period, a total of 36 (thirty-six) direct inspections were performed, of which 25 (twenty-five) regular and 11 (eleven) extraordinary.

1.1.1. Regular inspections  

Regular inspections were performed on the basis of the Annual Work Plan for Inspections for 2020, in accordance with which the monthly work plans for July, August, September and October 2020 were adopted.
The annual plan of inspections is adopted with the aim of directing the activities in relation to this authorization towards precisely defined sectors in order to review the situation in that area. This year, regular inspections are planned at public bodies that have not fulfilled the obligations prescribed by the Law on Personal Data Protection, local self-government units, public and private educational institutions in Bosnia and Herzegovina, business entities that keep records of customers/service users.
The monthly work plans of the inspection set out inspections at the entity and cantonal bodies and public companies, in order to control the fulfillment of obligations prescribed by the Law on Personal Data Protection. 

Except for the four months mentioned, regular inspections were not planned during the reporting period, due to compliance with prescribed hygienic and epidemiological measures and recommendations of crisis headquarters regarding the coronavirus pandemic, and that inspectors resolved complaints procedures and performed other tasks within the Agency's competence.

In accordance with the monthly inspection plans, 25 (twenty five) regular inspections were performed at the controllers:
1. Federal Ministry of Environment and Tourism ;
2. Public company "Forests of RS" jsc. Sokolac ;
3. Institute of Public Health of FBiH;
4. PC Roads FBiH ;
5. Republic Administration of Civil Protection of RS, East New Sarajevo;
6. FBiH Chamber of Commerce;
7. Federal Ministry of Health;
8. PC „Institute for Textbooks and Teaching Aids“ jsc. East New Sarajevo; 

9. Federal Administration for Inspection Affairs;
10. Cantonal Public Utility Company „Sarajevogas“ ltd. Sarajevo;
11. Ministry of Culture and Sports of Sarajevo Canton;
12. Ministry of Veterans Affairs of Sarajevo Canton;
13. Ministry of Justice of RS;
14. Semi-open penitentiary Mostar;
15. Ministry of Education, Science, Culture and Sports of the Herzegovina-Neretva Canton; 
16. Semi-open correctional facility Sarajevo;
17. Doboj correctional facility;
18. Semi-open correctional facility East Sarajevo;
19. Office of the Government of FBiH for European Integration;
20. Ministry of Justice and Administration of Tuzla Canton;
21. Professional Service for Joint Affairs of Sarajevo Canton;
22. Ministry of Economy of Tuzla Canton;
23. Ministry of Finance of FBiH;
24. Ministry of Labor, Social Policy, Displaced Persons and Refugees of Sarajevo Canton;
25. Ministry of Transport of Sarajevo Canton.

For all performed regular inspections, decisions were made in 2020. Inspections found that most of these entities did not fulfill the formal legal obligations prescribed by the Law on Personal Data Protection, which means that they did not report personal data collections to the Central Registry of the Agency, did not adopt a Security Plan for personal data protection, or established special records on personal data given to a third party and the purpose for which they were given, and records of rejected requests of personal data subjects for access to their data. In accordance with the established, appropriate decisions have been made.

1.1.2. Audit inspections
During 2020, no audit inspections were performed.
1.1.3. Extraordinary inspections
A total of 11 extraordinary inspections were carried out. 

Extraordinary inspections were carried out in the procedure upon the complaint of personal data subjects and ex officio, when the circumstances of the specific case required the conduct of inspections in order to establish facts and circumstances important for resolving the procedure.

1.1.3.1. The controllers where the extraordinary inspection supervision was performed in the complaint procedure are:

1. Bosmal Arjaan by Rotana Hotel in Sarajevo. Surveillance was carried out on the circumstance of processing the fingerprints of workers in order to control the presence at the workplace;
2. Federal Institute for Pension and Disability Insurance. The subject of the inspection was to determine the facts and circumstances of submitting personal data on pensionable service and the amount of pension to a third party.

1.1.3.2. The controllers where extraordinary inspection supervision was performed in the ex officio procedure are:

1. “Foreo” ltd. Sarajevo. The subject of the inspection was the processing of personal data through video surveillance in the offices of the said company;

2. Cantonal Public Utility Company Markets ltd. Sarajevo. The subject of the inspection was the processing of personal data of fingerprints of employees in the said company;
3. Municipality of Old City Sarajevo. The subject of the inspection was the processing of personal data of employees through video surveillance cameras installed in the premises of the Municipality;
4. "Ideal taxi" Banja Luka. The subject of the inspection was the processing of personal data of employees using video surveillance in the premises of the controller;
5. Association of citizens "Maxi taxi" in Banja Luka. The subject of the inspection was the processing of personal data of employees using video surveillance in the premises of the controller;
6. “Bel taxi” Banja Luka. The subject of the inspection was the processing of personal data of employees using video surveillance in the premises of the controller; 

7. Euro Taxi Banja Luka. The subject of the inspection was the processing of personal data of employees using video surveillance in the premises of the controller;
8. Mobile Taxi Banja Luka. The subject of the inspection was the processing of personal data of employees using video surveillance in the premises of the controller;
9. Representative of the apartment owners of the residential building in Stupska Street no. 19c/I, 19c / II, 21 and 21a.
1.1.4. Comparative data of inspection activities 2011-2020
	INSPECTION ACTIVITIES 

	
	2011
	2012
	2013
	2014
	2015
	2016
	2017
	2018
	2019
	2020

	Total 
	17
	99
	111
	88
	90
	93
	83
	42
	16
	36

	Regular 
	12
	34
	53
	43
	53
	56
	53
	14
	0
	25

	Audit 
	1
	  2
	  1
	2
	1
	1
	0
	0
	0
	0

	Extraordinary 
	4
	63
	57
	43
	36
	36
	30
	28
	16
	11

	Complaints 
	2
	14
	8
	2
	1
	4
	0
	0
	0
	0
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3.5 Complaints
The right to complain is prescribed in Article 30 of the Law. Any subject of personal data, a natural person to whom the data relate, has the right to file a complaint to the Agency when he learns or suspects that the controller or data processor has violated his right or that there is a direct risk of violation.

1.1.5. Resolving complaints     
A total of 168 complaints were received, 108 complaint procedures were completed, of which 27 were fully accepted, while 7 complaints were partially accepted, 28 complaints were rejected, 21 conclusions were adopted, which ended the proceedings on the complaint, due to the suspension of the procedure or the existence of reasons for rejection. Twelve decisions were made that the complaint is considered not to have been filed, 11 complaints were notified that the subject of the complaint was resolved ex officio, one complaint was forwarded to the competent authority, and one complaint was answered.

In the reporting period, 60 complaints remained unresolved.
1.1.6. Complaints against public sector controllers
A total of 73 complaints were filed against public sector controllers. Eight complaints were adopted
1.1.6.1. Controllers against whom complaints were accepted as founded: 

1. Velika Kladusa Police Station, MOI USC, conducting the procedure of deleting the verdict on the fine from the criminal records;

2. PI BH Post, processing of ID number on the payment order without the knowledge and presence of the data subject; 

3. Federal Ministry of Health, submitting a decision with personal data of the complainant to unauthorized persons and deciding on quarantine of several persons, in one decision (3 decisions);
4. PI High School of Agriculture, Food, Veterinary and Service Activities - Sarajevo, submission of personal data by e-mail to unauthorized persons, during the Public Competition for the selection of the director;

5. Ministry of Interior of Tuzla Canton, processing of personal data on health status and trade union membership in disciplinary proceedings;

6. BH Telecom jsc. Sarajevo, failure to submit notifications regarding the processing of personal data;
7. Republic Administration for Geodetic and Property-Legal Affairs of RS, requesting an ID card from the complainant in the capacity of a representative, when submitting the submission at the counter of the reception office of the Banja Luka Regional Unit.
1.1.7. Complaints against controllers from private sector
A total of 95 complaints were filed against private sector controllers and 18 complaints were adopted. 
1.1.7.1. Controllers against whom complaints were accepted as founded:  

1. Bosmal Arjaan by Rotana Hotel fingerprint processing for the purpose of controlling working hours and attendance at work;

2. Natural person from Sarajevo, processing of personal data using video surveillance cameras installed on a residential building;

3. Ping ltd. Sarajevo, failure to submit information on the processing of personal data collected during the tender procedure;

4. Addiko Bank jsc. Sarajevo, sending SMS messages for the purpose of direct marketing;
5. Company B-One Solutions ltd. Sarajevo, failure to provide information on the processing of personal data processed within the tender procedure;

6. “Mogo Leasing” ltd. Sarajevo, publication of personal data contained in the Written Warning before the termination of the employment contract, published on the company's bulletin board;

7. Association of apartment owners in the 24. June street, no. 32 in Vogosca, processing of personal data using video surveillance cameras at the entrance to the building;

8. Ziraat Bank jsc. Sarajevo, processing of a copy of ID card;

9. American University of Bosnia and Herzegovina, keeping a biography on the official website after the termination of the business relationship;

10. Eos Matrix ltd. Sarajevo, processing of names, surnames, addresses, telephone numbers and contacting by phone;

11. Natural person from Banja Luka, processing of personal data via video surveillance cameras at the residential and auxiliary building;

12. Champion Fitness Center in Odzak, processing of personal data via video surveillance cameras in the gym;

13. Agram jsc. unauthorized use of personal data for the purpose of direct marketing;

14. Asa Insurance jsc. Sarajevo, publication of personal data of the complainant and minor children on the website, after purchasing online travel health insurance; 

15. Craft Agency for Premium Insurance Representation from Sarajevo, illegal collection of personal data and sending mail to the address of residence for the purpose of direct marketing;

16. Natural person from Konjic, processing of personal data through video surveillance cameras installed on the house;

17. Lawyer from Trebinje, unauthorized acquisition of personal data and processing of the same in the Proposal for execution in the procedure of collection of costs of civil proceedings. 
1.1.8.  Complaints from 2019 that ended in the reporting period 
From the previous year, 49 complaints were resolved, of which 21 were fully adopted, while 7 complaints were partially accepted. A total of 19 complaints were rejected as unfounded. One conclusion was passed rejecting the complaint, and one complaint is considered not to have been filed.

One complaint from 2018 was resolved as partially founded.
1.1.8.1. Controllers against whom complaints were accepted as founded and partially founded::

1. Group of tenants of the Lamela Sarajevo building, processing of personal data via video surveillance cameras, and identification for the purpose of issuing electronic cards for access to common areas. (2018);
2. A natural person from Sarajevo, due to the processing of personal data through video surveillance cameras installed on a residential building;
3. PI "Employment Service CS" Sarajevo, processing of health data in order to justify absence from work; 

4. Inspectorate of the Office of the Mayor of the Brcko District of BiH, processing of personal data contained in the decision published on the bulletin board of the Government of the Brcko District of BiH;
5. Lawyer F.F.A. from Sarajevo, for delivering to the employer the judgment on divorce, entrusting minor children to care and determining the amount of support;
6. LOK Microcredit Foundation, processing of personal data of debtors in the Central Credit Register of the Central Bank of BiH;
7. Hotel "Bosmal Arjaan by Rotana" Sarajevo, processing of personal data via video surveillance cameras in elevators; 

8. Intesa Sanpaolo Bank jsc. BiH, processing of personal data before signing the current account agreement and after the request for closing the current account;
9. PI Radio-Television of RS, processing of personal data in the procedure of collecting the RTV fee;
10. ZiraatBanka BH jsc. Sarajevo, processing of personal data as of a bank client without a concluded current account opening agreement;
11. Law Firm "Adil Lozo and others ltd." from Travnik, submitting requests to the residential addresses of the members of the Management Board;
12. Municipal Election Commission of Vogosca, processing of personal data in the decision on the appointment of polling stations and publication of the decision on the official website of the Municipality of Vogosca; 
13. Natural person from East Sarajevo, processing of personal data via video surveillance cameras installed in the corridor of the building;
14. PI Primary School "Aleksa Santic" Sarajevo and the competent doctor, processing of personal data of parents and personal data on the health of a minor child at a parent meeting;
15. Company for postal traffic of RS jsc. Banja Luka, providing video surveillance footage and the Central Election Commission of BiH, providing footage and its use in disciplinary proceedings and providing the media with Decisions on initiating disciplinary proceedings;
16. Sports betting Premier ltd. Citluk, processing of personal data via video surveillance cameras at the facility in Tesanj;
17. UniCredit Bank jsc. Mostar, requesting personal data on marital status and number of children for the purpose of updating data from the business relationship;
18. Express One ltd. Sarajevo, collection of ID number or ID card when delivering the shipment;
19. PI Highways of Federation of Bosnia and Herzegovina ltd. Mostar, processing of ID number on invoices and delivery of invoices for payments made through the bank;
20. Natural person from Sarajevo, processing personal data on length of service and submitting such data to a third party;
21. Ski Club "Our Team" Sarajevo, delivery of a letter with personal data to all ski clubs in the Sarajevo Canton;
22. Federal Institute for Pension and Disability Insurance - Cantonal Administrative Service Mostar, submission of data on pension beneficiaries and the amount of pension to a third party;
23. Sarajevo Canton Institute for Construction and its employee, unauthorized access to personal data;
24. Clinical Center of the University of Sarajevo, public announcement of data on the health condition of a minor child, and data related to the absence of the mother from work due to illness;
25. Central Bank of BiH, processing of personal data using video surveillance in disciplinary proceedings;
26. BiH Ministry of Security and BiH Border Police, processing of personal data in official records;
27. Public Health Institution University Clinical Center of RS, unauthorized access to electronic health records;
28. Ministry of Interior of Una-Sana Canton, access to personal data in IDDEEA records; 

29. Natural person from Banja Luka, processing of personal data obtained from official records. 

1.1.9. Repeated procedures carried out in the reporting period 

By order of the Court of BiH, in the reporting period, three complaints were resolved in the retrial, namely: one complaint from 2015 and two complaints from 2016.
1.1.9.1. Controllers against whom repeated proceedings were conducted:

The controllers against whom three complaints were resolved in the repeated procedure are the MOI SBC and the Institute for Pension and Disability Insurance of FBiH, Cantonal Administrative Service Travnik. One complaint was accepted as well-founded, and two complaints were rejected as unfounded.

1.1.10. Comparative data of complaints for 2010 – 2020 

	COMPLAINTS 

	
	2011
	2012
	2013
	2014
	2015
	2016
	2017
	2018
	2019
	2020

	A total of complaints 
	35
	71
	107
	140
	121
	113
	96
	148
	133
	168

	Decisions 
	23
	55
	75
	87
	90
	70
	67
	76
	74
	74

	Notifications and replies
	1
	2
	1
	0
	0
	0
	0
	0
	1
	  12

	Assigned items
	0
	0
	0
	0
	0
	3
	1
	2
	1
	1

	Conclusions 
	6
	15
	16
	19
	18
	28
	11
	2
	18
	21

	Items in work
	5
	2
	12
	34
	17
	12
	17
	68
	39
	60

	Items from the previous year
	1
	5
	12
	13
	34
	14
	12
	15
	61
	49
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3.6 Ex officio proceedings
1.1.11. Initiated ex officio proceedings
The Agency initiates the procedure ex officio on the basis of knowledge of illegal processing or suspicion of illegal processing of personal data. Knowledge can be gained through the reporting of various entities, including anonymous reporting, observation on electronic and written media, the Internet, from other subjects in the work of the Agency and the like.

In the reporting period, a total of 101 x officio proceedings were initiated. In order to correctly and completely determine the factual situation, in seven ex officio proceedings an extraordinary inspection was performed.

1.1.12. Ex officio proceedings against public sector controllers
According to public sector controllers, 63 proceedings have been initiated. A total of 35 decisions were made, six conclusions on rejection of the application due to incompetence and suspension of the procedure, one case forwarded to the competent authority, two notifications were made and one official note that the case was resolved through another procedure.


A total of 18 cases remained unresolved. 
1.1.12.1. Controllers which are imposed administrative measures: 

1. Ministry of Science, Education, Culture and Sports of Canton 10 Livno, processing of certificates of non-conduct of criminal proceedings in the competitive procedure;

2. Assembly of Central Bosnia Canton Travnik, processing of ID number in the form for free access to information;

3. PI Mixed Secondary School Maglaj, processing of personal data via video surveillance cameras; 

4. Competent authorities at all levels of government in Bosnia and Herzegovina, which acted in an emergency situation related to the coronavirus pandemic, publication of personal data on persons positive for coronavirus as well as persons who have been assigned isolation and self-isolation measures;
5. Cantonal Public Utility Company Markets ltd. Sarajevo, fingerprint processing for the purpose of registering employees;

6. City of Livno, processing of a copy of ID card, certificate of impunity and certificate of non-conduct of criminal proceedings against the candidate; 
7. Sarajevo Canton Health Insurance Institute, publication of personal data of the insured on the website;

8. “People's University of Livno”, processing of the certificate of non-conduct of criminal proceedings in the competition procedure;

9. Ministry of Education and Culture of RS, processing of lists of employees who have signed statements on the transfer of part of the income for the Solidarity Fund for Reconstruction of RS;

10. Health Insurance Institute of Zenica-Doboj Canton, processing of individual findings for performed diagnostic services; 

11. City Administration - City of Zenica, processing a copy of ID card and movement certificate;

12. Ministry of Interior of Tuzla Canton, processing of personal data using video surveillance cameras;

13. PI General Hospital “Prim. Dr. Abdullah Nakash”, requesting names and surnames, addresses and contact telephone numbers of the candidates on the envelope of the application for the competition;

14. Municipality of the Old City Sarajevo, processing of personal data via video surveillance cameras;
15. Ministry of Interior of RS, requiring employees to fill out a statement form confirming that they are not engaged in any form of mediation in the vehicle registration process;

16. Central Election Commission of BiH, publication of personal data of voters for voting outside Bosnia and Herzegovina on the website;

17. City Election Commission of Zenica, processing the telephone number of members of polling stations in the decision on appointment and its publication on the website;

18. Mixed holding “Electric Power Industry of RS" Parent company jsc. Trebinje, processing of copies of ID cards and certificates of residence from workers who applied for incentive severance pay;

19. University of Tuzla, processing copies of ID cards or passports of students in the competition procedure;

20. Banja Luka Correctional Facility, processing of a certificate of no criminal record and a medical certificate;

21. Lukavac Municipal Election Commission, publication of voter lists on the website;

22. Sapna Municipal Election Commission, publication of voter lists on the website;
23. Office for Joint Affairs of the Government of Una-Sana Canton, processing of certificates of non-conduct of criminal proceedings and medical certificates in the competitive procedure;

24. Professional Service for Joint Affairs of Sarajevo Canton, marking on the envelope "CAUTION !!! PERSON INFECTED WITH CORONAVIRUS;

25. Municipality of Bugojno, processing of ID number;

26. PI Gymnasium "Vaso Pelagic" Brcko, processing of personal data via video surveillance cameras;

27. Operator for Renewable Energy Sources and Efficient Cogeneration, publication of the minutes on the implementation of the competitive procedure on the website;

28. Cantonal Administration for Inspection Affairs Sarajevo, seizure and retention of ID cards without the presence of personal data subjects;

29. University Tele-Information Center - UTIC, University of Sarajevo, providing access to personal data of individuals in the search results of the domain ".BA",;

PI Center for Education and Rehabilitation "Vladimir Nazor" Sarajevo, processing of personal data through video surveillance.

1.1.13. Ex officio proceedings against private sector controllers
As far as private sector controllers are concerned, 38 proceedings have been initiated. 
1.1.13.1. Controllers which are imposed administrative measures:

1. Foreo ltd. Sarajevo, processing of personal data via video surveillance cameras in the official premises;

2. "Gas-Petrol" Brcko, keeping personal documents of guests when checking into the motel;   

3. Avon BiH, processing of ID number in the form for the purpose of joining the Beauty fan;
4. Association of Citizens "Maxi Taxi", processing of personal data via video surveillance cameras in the offices of the dispatch center;

5. Ideal Taxi, processing of personal data via video surveillance cameras in the offices of the dispatch center; 

6. Bel Taxi, processing of personal data via video surveillance cameras in the offices of the dispatch center;

7. Labor Party of BiH, processing of names, surnames, ID numbers and data on e-mail addresses of citizens via the website in order to verify their registration for voting;

8. “Valicon” ltd. Sarajevo, requesting ID number, transaction account number and address in the survey;

9. “Company Wall” ltd. Banja Luka, publication of personal data on the website;

10. “Meridian tech” ltd. Banja Luka, requesting an image of an ID card or passport, when registering and verifying the user account of a participant in games of chance via the Internet;

11. Natural person from Tuzla, processing of personal data via video surveillance camera on the apartment window;

12. Natural person from Hrasnica, processing of personal data via video surveillance camera;

13. Owner of a restaurant in Zvornik, processing of personal data via video surveillance cameras.

A total of 12 cases are unresolved.
1.1.14. Cases from 2019 resolved in the reporting period
In the reporting period, 36 ex officio cases were resolved, which were initiated in 2019 and one case from 2018.
1.1.15. Controllers which are imposed administrative measures:

1. PC Radio Television of RS, establishment of personal data collections;

2. PI Center for Education and Rehabilitation "Vladimir Nazor" Sarajevo, processing of personal data via video surveillance cameras;

3. Agency for Intermediary, Information and Financial Services Banja Luka, publication of personal data of founders, members and persons authorized to represent the business entity on the website and bulletin board;

4. Municipality of Ilidza, processing copies of ID cards, passports and stating the diagnosis in decisions recognizing the rights of war invalids; 

5. Football Association of BiH, collecting copies of travel documents from persons applying for the purchase of tickets for matches of the BiH national football team;

6. “NN Holding” ltd. Bijeljina, processing of personal data via video surveillance cameras;
7. Asa Insurance jsc. Sarajevo, requesting medical documentation on the patient's treatment for the purpose of reimbursement of treatment costs upon recourse;

8. Natural person from Sarajevo, publication of lists with personal data of apartment owners and tenants on the bulletin board of the building;

9. The Governing Board of the PI Cultural Information Center in Tomislavgrad, processing copies of the candidate's ID card and requesting the selected candidate to submit a certificate of no criminal proceedings before appointment;

10. PI "Cantonal Center for Social Work" Sarajevo and the Ministry of Labor, Social Policy, Displaced Persons and Refugees of Sarajevo Canton, processing copies of ID cards and certificates of movement of the applicant for subsidizing heating costs;

11. Provisional School Board of the Primary School "Cazin I" in Cazin and the Ministry of Education, Science, Culture and Sports of Una-Sana Canton, processing of certificates of no criminal proceedings, certificates of impunity and certificates of impunity for economic offenses of candidates in competition; 

12. Secondary School of Economics in Livno, processing of certificates of impunity in the competition procedure;

13. Cantonal Court in Livno, processing of the certificate of impunity in the competition procedure;

14. Association of Amateur Radio in Bosnia and Herzegovina, publication of personal data of former members on the website;

15. Ministry of Education, Science, Youth, Culture and Sports of the Central Bosnia Canton, collection of birth certificates in which the nationality of students is registered, for the purpose of issuing certificates of completed education;

16. Faculty of Agriculture and Food, University of Sarajevo, leaving student’s certificates in the hall of the Faculty;

17. PC "Parking service" ltd. Zenica, processing a copy of ID card, certificate of residence, traffic license and contract of ownership/lease of the apartment for the purpose of issuing a parking vignette;

18. Basketball Association of BiH, processing of ID number in the form/application form for registration and licensing of players and collecting copies of passports from all players;

19. “JC BH Post” ltd. Sarajevo and BH-Gas ltd. Sarajevo, processing personal data via video surveillance cameras in the Post Office building and providing the recording to a third party;

20. Premier world sport ltd. Citluk, Premier sport ltd. East New Sarajevo and Premier sport ltd. Citluk, collecting photos of the front and back of the ID card or travel document from participants in games of chance via the Internet during online registration;

21. Sarajevo Canton Tourist Board, rules of personal data processing.

1.1.16. Comparative data of ex officio proceedings 2011 – 2020
	PROCEDURES EX OFFICIO  

	
	2011
	2012
	2013
	2014
	2015
	2016
	2017
	2018
	2019
	2020

	A total of procedures   
	35
	26
	34
	29
	44
	55
	45
	69
	66
	101
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3.7 Examples from practice
1.1.17. Picture of ID card or passport for the purpose of registration or verification of the user account on the betting house's website
Following the report of a natural person that the betting house requires a picture of the ID card or passport from the participants in the games of chance when verifying the user account and paying out the winnings on the betting house's website, the procedure was carried out ex officio. The betting house is prohibited from requiring participants in the games of chance online with an ID card or passport, when verifying a user account on the website and when paying out winnings, and has been ordered to delete ID card or passport images collected so far for this purpose. In addition to the above measures, the betting house was instructed to identify the participants in the games of chance by inspecting the valid identification document in his presence and to leave copies of the documents on the basis of which the participants in the games of chance were identified.

According to the betting house, the legal basis for requesting an ID card or passport is the Law on Games of Chance
, Article 12, in order to determine whether a player is an adult.

An inspection of the Law in question established that Article 12 stipulates that persons under the age of 18 are prohibited from participating in games of chance by prohibiting them from entering casinos, playing rooms, classic raffle rooms, betting houses and slot machine clubs and that in case of suspicion that it is a minor, the check of the fact of age can be performed by inspecting the identity document. Article 13 stipulates that organizers of games of chance are obliged to act in accordance with international standards of responsible organization of games of chance in order to protect players from the harmful consequences of playing, and to provide for deviations in accordance with regulations governing the prevention of money laundering and terrorist financing. Furthermore, the same Law prescribes in Article 91 the data contained in the application for registration, and in point 1. it is stated that it contains data on the identity of the player, i.e. his/her name and surname, address of residence and date of birth.

Pursuant to the principle of fairness and legality from Article 4, paragraph (1), item a) of the Law, the relevant legal regulation is the Law on Prevention of Money Laundering and Terrorist Financing
, according to which, among other entities, measures to detect and prevent money laundering and terrorist financing conduct casinos, gaming house and other organizers of games of chance and special lotteries, in particular betting games, games of chance on slot machines and games of chance on the Internet and other telecommunication means. This Law prescribes in detail the conditions under which clients are identified and monitored when establishing a business relationship with a client and when performing a transaction in the amount of 30,000 KM, regardless of whether the transaction was performed in one operation or in several evidently related transactions. The client is identified by inspecting the valid identification document in his presence, and the taxpayer is obliged to leave a copy of the document on the basis of which the client was identified, which states that the original document was inspected.

1.1.18. Publication of personal data on the patient's health condition by the medical institution
The complaint of the parents that the medical institution publicly published personal data on the health condition of their minor child, and that it also published data on absence from work due to the child's mother's illness, was adopted as well-founded. The medical institution is prohibited from publishing personal data on the health condition of a minor child and data on absence from work due to his mother's illness and was ordered to remove published personal data in a statement and open letter to the public, which documents were published on the official website. medical institutions. 

In the conducted procedure, it was determined that the medical institution publicly published personal data on the health condition of the minor child, by providing data on the period of stay in the medical institution, presumed and set diagnoses, diagnostic tests, therapeutic procedures, and family history in the medical institution's statement, which issued due to media appearances of the parents regarding the child’s treatment. The medical institution also published the personal data of the child's mother regarding absence from work due to illness in an open letter to the public, in a way that detailed data on the number of days spent on sick leave and that her work could not be characterized as exemplary.

The statement of the medical institution stated that the publication of the data in the statement was a reaction to a series of untrue information about the treatment of a minor child, which was placed in the media by the parents, and which was directed against the medical center. It was further stated that the medical center went public after the appearance of the parents who made available personal data on the child's health and that the statement was aimed at protecting the legal rights and interests of the medical institution. 

Pursuant to the principle of fairness and legality from Article 4, paragraph (1), item a), the relevant legal regulations are the Law on the Rights, Obligations and Responsibilities of Patients
 and the Labor Law
.

The Law on Law on the Rights, Obligations and Responsibilities of Patients stipulates that data from medical records belong to personal data about the patient and represent an official secret, and that these data include all identification data on his/her health condition, diagnosis, prognosis and treatment, and human data substances on the basis of which the identity of the person can be established, as well as sick remittances which are handed to the employer in a sealed envelope. It is further stipulated that health workers as well as health associates as well as other persons employed in health institutions, to whom data are available, are obliged to keep personal data about the patient and his/her health condition as an official secret. The same data may be made available, in the form of records, or excerpts from medical records, and at the request of the court, another body when required by law when required to protect the lives of others and in other cases provided by regulations in the field of personal data protection.

It is undisputed that a medical institution has a legitimate interest in protecting itself from media coverage, but this does not mean that public disclosure of health data is a legitimate measure to protect those interests. Allegations from the statement that the child's parents have previously provided information about his health condition, cannot justify the public disclosure of data, nor can the medical institution be released from responsibility for disclosing information about the patient. 

According to the Labor Law, it is prescribed that personal data of employees may not be collected, processed, used or delivered to third parties, unless it is determined by law or if it is necessary to exercise the rights and obligations arising from the employment relationship.  

The medical institution processed data on periods and reasons for absence from work due to illness contrary to the purposes of processing, and the same was not necessary for the performance of rights and obligations from employment, especially not stating the period of illness with the exact number of days of absence, and that the work of the parents could not be characterized as exemplary, but that it was taken into account due to the child's illness.

The publication of personal data by a medical institution in the manner described above is an unjustified invasion of the privacy of the person whose data were published and exceeds the limits of consideration and restraint that the health institution must show in public appearances.

1.1.19. Security of personal data of patients diagnosed with HIV/AIDS in a medical institution
Acting on the received anonymous report, that patients diagnosed with HIV/AIDS who use medical services in the respective medical institution are not guaranteed the confidentiality of personal data and that there have been cases of personal data being released to the public by medical staff, the procedure was conducted ex officio and it was determined that the application was founded. The medical institution was instructed to prescribe organizational measures for the protection of personal data of patients diagnosed with HIV/AIDS, and to combine these measures with already existing technical measures, by adopting a Personal Data Security Plan.

In the conducted procedure, it was determined that data such as name and surname and ID number are entered under codes generated through the clinical information system, while at the level of the entire medical institution a radiological information system is used in which patient data is also entered under codes. diagnosed with HIV/AIDS. Doctors and nurses, who work directly with these patients, use the assigned user data. Each user has their assigned username and password. In addition to the above, the patient's personal data, as well as the change of data on diagnoses, treatments, tests can be performed only by the author of the previously stored text in the clinical information system. Each document that is printed has its own generated code on the basis of which it is possible to determine the time of printing, the author of the text, the time of creation, and the location of printing. In this way, the risk of unauthorized use and transmission of patient data is minimized. Furthermore, the inspector's direct insight into the Clinical Information System application revealed that in the "Patient Admission" record, instead of the patient's name and surname, the assigned code of 13 characters is entered, and instead of ID number, the date of admission and protocol number are entered. Also, according to the medical institution, there was a case when one of the doctors on specialization, for professional curiosity and to improve his/her education, tactlessly but not maliciously shared his knowledge about one patient diagnosed with HIV/AIDS with other employees. 

It was determined that the medical institution did not adopt the Personal Data Security Plan.

Pursuant to the provisions of the Law on Health Care
, every citizen has the right to receive health care while respecting the highest possible standard of human rights and values. In addition, every patient has the right to confidentiality of personal information provided to the competent medical doctor, including those related to his health condition and potential diagnostic procedures and the right to protection of his privacy during treatment.

According to Article 11 of the Law, it is prescribed that each controller and, if necessary, the processor take care of data security and take all technical and organizational measures and establish rules for the implementation of this Law and other laws related to data protection and secrecy. The controller and the data processor are obliged to take measures against unauthorized or accidental access to personal data, alteration, destruction or loss of data, as well as measures against the misuse of personal data. This obligation remains in force after the completion of data processing. The controllers and, within their competence, the processors are obliged to make a Personal Data Security Plan which determines the technical and organizational measures for the protection of personal data.

The Rulebook on the manner of storage and special measures of technical protection of personal data
 stipulates that the Personal Data Security Plan should ensure that organizational and technical measures respect the principles of confidentiality, integrity, availability, transparency, authenticity and audit capability, as well as the possibility of periodic assessment of adequacy. according to which the same can be changed.

It is indisputable that the medical institution, through the mentioned information systems and regulated access to the archives, technically regulated the manner of access and use of personal data of patients, which it applies in practice. It is indisputable that health workers and associates can and should exchange experiences for the needs of education in the process of medical diagnostics and provision of medical services, but when processing personal data on patients' health, they are obliged to respect their right to privacy and personal data confidentiality. As one of the organizational measures, the medical institution should envisage the education and acquaintance of health workers with the prescribed measures and responsibilities, about which health workers and associates should sign a statement that they are familiar with that. In this way, valid evidence will be provided that every healthcare worker and associate who processes personal data is familiar with security measures as well as with the manner in which personal data should be processed. Thus, the responsibility for the processing of personal data contrary to the prescribed rules rests with each employee for himself and not the medical institution.

1.1.20. Processing of personal data for the purpose of direct marketing by the insurance company
The complaint of a natural person due to unauthorized use of personal data for the purpose of direct marketing by the insurance company was accepted as well-founded. The insurance company was ordered to delete the personal data of the complainant from its records.

The complaint states that the applicant received an invitation to arrange a technical inspection or registration of the vehicle by the insurance company. It was especially pointed out that the invitation was received immediately before the expiration of the registration and compulsory insurance of the vehicle he owns. In a conversation with colleagues and acquaintances, he learned that they also received identical letters, and it was concluded that it was a deliberate sending of an invitation. As the complainant had never been a client of that insurance company and had never given consent to such activities, the Agency was required to investigate all the circumstances of the case.

An insurance company is a controller who, in order to perform its basic activity, i.e. to provide services in the field of insurance, also conducts activities to promote its services, which is part of direct marketing.

According to Article 26 of the Law, the data subject has the right to file a complaint at the request of the controller regarding the future use or transfer of his data for direct marketing purposes or to be informed before his data are transferred to a third party for direct marketing purposes. If the subject of personal data does not give consent, personal data may not be transferred to a third party.

Namely, if personal data come from publicly available sources such as telephone directory, in accordance with the above provision, the first contact is allowed and the data subject uses the opportunity to respond to the received offer or to refuse such a way of communication.

The Agency required the insurance company to prove the source from which the personal data of the complainant originate, which he did not prove in the procedure, and it was ordered to delete the personal data of the complainant.

1.1.21. Processing of personal data via video surveillance cameras in the fitness center
Acting upon the complaint of a natural person against the fitness center, due to the processing of personal data through video surveillance and sharing these recordings via social networks, the fitness center is prohibited from sharing records collected by video surveillance cameras from the gym via social networks. The Fitness Center has been instructed to make a decision that will contain rules for the processing of personal data through video surveillance in order to respect the right to privacy and privacy of the data subject or to terminate such processing and, in addition to the notification on video surveillance, to point out the contact through which details on video surveillance can be obtained.

According to the complainant, he and his girlfriend are members of a fitness center, the owner of which set up cameras in the equipment room, i.e. in the area where he exercises. The gym employee warned him that the owner, who is staying abroad, sent a picture of the two of them, noting that they do not use the equipment in the "right way". The picture shows a screenshot of the surveillance camera of him and his girlfriend. After they entered into the argument, the owner submitted three pictures on social media with the complainant and his girlfriend, from which it could be concluded that they have been in the focus of observation for some time. 

According to the established facts, 12 cameras have been installed in the fitness center, of which four are located on the outside of the business premises, two at the reception and six cameras in the training room. The Fitness Center has adopted the Rulebook on Video Surveillance, which does not contain rules for the processing of personal data. The video surveillance notice was highlighted, but not the contact through which video surveillance details can be obtained.

Pursuant to Article 21a of the Law, the fitness center is obliged to make a decision regulating the rules of personal data processing: the purpose of video surveillance, types of personal data, time of personal data storage, who and in what way has the right to access personal data, to whom personal data are provided. Furthermore, in addition to the notification that the space is under video surveillance, it is necessary to point out the contact through which you can get details about video surveillance.

According to Article 6, paragraph (1), item e), the controller has the right to process personal data without the consent of the data subject "if it is necessary to protect the legal rights and interests of the controller or user and if this processing is not contrary to the right of the data subject to protect his/her private and personal life. Therefore, according to the said provision, the legitimate interest of the fitness center is to protect its own property and all persons staying in the fitness center through video surveillance, but it must ensure the protection of personal data of all visitors by adopting and enforcing appropriate rules.

1.1.22. Processing of personal data via video surveillance cameras in ambulances
At the request of a natural person, an opinion was issued regarding the processing of personal data through a video surveillance system in official ambulances used for the purpose of transporting patients. The request stated that one camera would be aimed directly at the rear of the vehicle to monitor vehicle insertion, while the other would be aimed at the patient accommodation space inside the vehicle. It was stated that the cameras would serve the purpose of communication between the medics in the vehicle and the doctors in the health institution in order to help the patient during transport.

The opinion included two aspects of the processing of personal data through video surveillance, namely: recording of medics at the workplace and monitoring of the patient's health condition during transport.

Considering the purpose of personal data processing, it was stated that the said use of video surveillance does not meet the requirements prescribed by law, i.e. that such personal data processing would pose an additional risk of endangering the privacy of patients and medics and that these purposes can be achieved in a less invasive manner. 

Namely, recording medics while performing their duties in ambulances is a direct monitoring of his work, which is not in accordance with the applicable regulations in the field of labor law, since the performance of their duties can be checked in another way. According to the judgment of the European Court of Human Rights in one of the adjudicated cases, the court found that if the monitoring of work activities has no legal basis for the introduction of video surveillance, and there is no danger to people and property, intrusion into private life is not in accordance with law. and constitutes a violation of Article 8 of the Convention.

Processing of patients' personal data through video surveillance falls under Article 9 of the Law which regulates the processing of a special category of personal data, which is allowed if, among other things, it is performed in accordance with paragraph (2) item d), which reads: “if the processing is performed for the needs of preventive medicine, medical diagnostics, provision and management of medical services if such data are processed by professional medical staff who by law or code of the competent authority are subject to professional secrecy or other persons also subject to secrecy"
Emphasis is placed on the Law on the Rights, Obligations and Responsibilities of Patients, which stipulates that health care institutions and health care professionals should ensure sound and visual privacy when reviewing and performing medical procedures, except in emergencies. In this regard, if the purpose of video surveillance is to give advice to the doctor in the vehicle on how to act in case of deterioration of the patient's condition, it was concluded that the necessity of video recording is not explained if communication is already performed via mobile connection.

3.8 Punishment - misdemeanor proceedings  

In the reporting period, ten misdemeanor warrants were issued, as follows: 

1. Misdemeanor order in the amount of 1,000.00 KM issued to the Mayor of Trebinje, due to the publication of the list of persons respecting house isolation and due to explicit refusal to execute the Agency's decision ordering the competent authorities to remove publicly published personal data of persons respecting certain isolation measures and self-insulation.

       Misdemeanor order was not realized, a court decision was requested;
2. Misdemeanor order in the amount of 500.00 KM issued to the responsible person in "Mogo" leasnig ltd. Sarajevo, due to the processing of ID number of employees in the written warning before the termination of the employment contract.

Misdemeanor order implemented in the amount of 50% of the imposed fine;  

3. Misdemeanor order in the amount of 500.00 KM issued to the responsible person in the company "Express One" ltd. due to the recording of the recipient's ID number during the delivery of the postal item;

Misdemeanor order implemented in the amount of 100% of the imposed fine and 20.00 KM due to exceeding the payment deadline;
4. Misdemeanor order in the amount of 500.00 KM issued to the responsible person, in the PI "Highways of the Federation of BiH" Mostar, due to the processing of ID number on invoices for payments made through the bank.

Misdemeanor order implemented in the amount of 50% of the imposed fine;
5. Misdemeanor order in the amount of 500.00 KM issued to the responsible person in the city of Zenica, due to the publication of a public call which required and on the basis of which copies of the identity card of persons who applied to the public call were collected.

Misdemeanor order implemented in the amount of 50% of the imposed fine;
6. Misdemeanor order in the amount of 10,000.00 KM issued to the legal entity PI "Highways of the Federation of BiH" Mostar, due to the processing of ID number on invoices for payments made through the bank;
Misdemeanor order implemented in the amount of 50% of the imposed fine;

7. Misdemeanor order in the amount of 10,000.00 KM issued to the Football Association of Bosnia and Herzegovina, for requesting and collecting of 2,799 photographs of travel documents of persons who applied to purchase tickets for matches of the national football team of Bosnia and Herzegovina, played in Italy and Finland.

Misdemeanor order implemented in the amount of 50% of the imposed fine;
8. Misdemeanor order in the amount of 1,000.00 KM issued to the responsible person, the President of the Cantonal Court in Livno, for collecting certificates of impunity in the competition procedure.

The misdemeanor order was not implemented, a court decision was requested;
9. Misdemeanor order in the amount of 10,000.00 KM issued to the legal entity "Company wall" ltd. Banja Luka, due to the publication of personal data on name, surname, ID number and address of natural persons on its website www.companywall.ba. 
The misdemeanor order was not implemented, a court decision was requested;
10. Misdemeanor order in the amount of 500.00 KM issued to the responsible person in "Company wall" ltd. Banja Luka, due to the publication of personal data on name, surname, ID number and address of natural persons on its website www.companywall.ba. 
The misdemeanor order was not implemented, a court decision was requested.
1.1.23. Implementation of misdemeanor warrants from previous years
1. The misdemeanor order for the misdemeanor determined by the misdemeanor order from 2019, issued to the responsible person in the Veterans Affairs Service of the Municipality of Novi Grad Sarajevo was implemented in the amount of 500 KM and 20 KM was charged for exceeding the payment deadline.

2. A misdemeanor order for a misdemeanor determined by a misdemeanor order from 2019 was issued by the PI "Employment Service of Sarajevo Canton" Sarajevo was implemented in the amount of 10,000.00 KM and 20.00 KM was charged for exceeding the payment deadline.

1.1.24. Misdemeanor court proceedings
1. The Municipal Court in Tuzla issued a decision by which the defendant in PUC Water supply and sanitation ltd. Tuzla was declared responsible for the misdemeanor determined by the misdemeanor order from 2019, and it was given a suspended sentence in the amount of 500.00 KM, which will not be executed if he does not commit a new misdemeanor within six months.

2. The Municipal Court in Sarajevo issued a decision by which the misdemeanor order in the amount of 10,000.00 KM, issued by the PI Employment Service of the Sarajevo Canton in 2019, became final and enforceable. 

3. The Municipal Court in Sarajevo issued a decision by which the responsible person of CPUC Water supply and sanitation ltd. Sarajevo was declared responsible for the misdemeanor determined by the misdemeanor order from 2018, and he was fined 500.00 KM.
4. The Municipal Court in Sarajevo issued a decision declaring the defendant legal entity Football Association of BiH responsible for the misdemeanor determined by the misdemeanor order from 2019, and he was fined in the amount of 3,000.00 KM. 

5. The Municipal Court in Sarajevo issued a decision declaring the responsible person in the PI "Employment Service of Sarajevo Canton" Sarajevo responsible for the misdemeanor determined by the misdemeanor order from 2019, and it was given a suspended sentence in the amount of 500.00 KM, which shall not be committed unless a new offense is committed within six months.

6. The Municipal Court in Sarajevo issued a decision declaring the employee of the PI "Employment Service of Sarajevo Canton" in Sarajevo responsible for the misdemeanor determined by the misdemeanor order from 2019, and it was given a suspended sentence in the amount of 300.00 KM which shall not be committed unless a new offense is committed within six months.

On the basis of issued and implemented misdemeanor orders, in 2020, 21,810.00 KM was paid to the single account of the BiH Treasury.      
1.1.25. Comparative data of misdemeanor orders 2011 - 2020
	MISDEMEANOR ORDER

	
	2011
	2012
	2013
	2014
	2015
	2016
	2017
	2018
	2019
	2020

	A total of misdemeanor orders  
	1
	10
	7
	12
	22
	11
	15
	15
	25
	10

	Controller  
	0
	0
	0
	1
	1
	4
	3
	4
	10
	3

	Responsible person
	1
	8
	6
	8
	6
	6
	7
	7
	12
	7

	An employee of the controller
	0
	2
	1
	3
	15
	1
	5
	4
	3
	0

	Public authority
	1
	6
	5
	5
	20
	4
	8
	6
	10
	3

	Legal entity
	0
	4
	2
	6
	2
	7
	7
	9
	15
	7

	Natural person  
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
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3.9 Administrative disputes  
In the reporting period, 10 administrative disputes initiated before the Court of BiH against the final decisions of the Agency were completed, namely three disputes initiated in 2018, 6 disputes in 2019 and one dispute from 2020. 
In 9 disputes the lawsuits were rejected and the final decisions of the Agency were confirmed. In one dispute, the lawsuit were upheld and the case returned for retrial.
On the requests for review of the court decision, three judgements were passed rejecting the requests for review of the court decision.

The Court of BiH made the following decisions:
1. Judgment rejecting as unfounded the lawsuit of the High Judicial and Prosecutorial Council of BiH against the decision of the Agency prohibiting the processing of personal data of judges and prosecutors in the manner prescribed by the Rulebook of the High Judicial and Prosecutorial Council of BiH;
2. Judgment rejecting the lawsuit of a natural person against the decision of the Agency rejecting his application as unfounded;

3. Judgment upholding the lawsuit of the Ministry of the Interior of the CBC, against the decision of the Agency upholding the complaint of a natural person from Travnik due to the processing of special length of service without his consent;

4. Judgment rejecting as unfounded the lawsuit of a natural person, against the decision of the Agency rejecting the complaint against the Health Insurance Institute of Sarajevo Canton, due to insight into the health card for the purpose of controlling temporary incapacity for work;

5. Judgment rejecting as unfounded the lawsuit of Raiffeisen Bank jsc. Sarajevo against the decision of the Agency which prohibits the processing of personal data of clients by electronic means;
6. Judgment rejecting the lawsuit of CPUC Water supply and sanitation ltd. Sarajevo against the decision of the Agency approving the complaint of a natural person from Sarajevo, for collecting a copy of the sales contract when making a change of service user;

7. Judgment rejecting the lawsuit of the natural person from Banja Luka against the decision of the Agency rejecting his complaint due to data processing through video surveillance;
8. Judgment rejecting the lawsuit of Mepas ltd. Siroki Brijeg against the decision of the Agency which adopted the complaint of a natural person and prohibited the submission of data of a former employee to a third party;
9. Judgment rejecting the lawsuit of the Ministry of Labor and Veterans' Disability Protection of RS, against the decision of the Agency prohibiting the copying of the employee's ID card, for the purpose of paying severance pay;

10. Judgment rejecting the lawsuit of notary Ljubisa Markovic against the conclusion of the Agency rejecting his complaint due to incompetence;

The Appellate Board made the following decisions:
1. The judgement by which the request for reconsideration of the judgement submitted by a natural person from Tuzla was rejected as unfounded. The disputed judgement confirmed the decision of the Agency, which rejected the applicant's complaint, due to the processing of special length of service without his consent.

2. Judgement rejecting the request for review of the judgement of Euroexpress ltd. Banja Luka, rejected as unfounded. The disputed judgement confirmed the decision of the Agency, which prohibits scanning of ID cards and processing of signatures via electronic devices.
3. Judgement by which the request for review of the court decision, sent by Raiffeisen Bank jsc. Sarajevo rejected as unfounded. The disputed judgement confirmed the decision of the Agency, which prohibits the electronic processing of the client's signature. 
1.1.26. Administrative disputes from 2020
During 2020, 17 administrative disputes were initiated before the Court of BiH against the final decisions of the Agency and one request for review of the court decision.

Six administrative disputes were initiated by lawsuits by public sector controllers, seven were initiated by lawsuits of legal entities, and four disputes were initiated by lawsuits of complainants.

A request for review of the court decision was filed by private sector controllers.

1.1.27. Lawsuits for annulment of the decisions / conclusions of the Agency were filed with the Court of BiH by:

1. PI "Employment Service of Sarajevo Canton", in order to annul the decision of the Agency which adopted the complaint of a natural person from Sarajevo, due to the processing of medical findings in order to justify absence from work due to temporary incapacity for work;

2. Law firm "Adil Lozo and others" ltd. Travnik, in order to annul the decision of the Agency, which prohibits the collection and further processing of data on the residence address of the complainant;

3. Law Firm “Adil Lozo and others”, in order to annul the decision of the Agency, which prohibits the collection and further processing of data on the residential address of the members of the Management Board; 

4. “Foreo” ltd. Sarajevo, in order to annul the decision of the Agency ordering the said company to remove 11 video surveillance cameras installed in the offices;

5. Asa Insurance jsc. Sarajevo, in order to annul the decision of the Agency which prohibits the request of medical documentation on the treatment of the patient for the purpose of reimbursement of the costs of treatment according to the recourse request; 

6. A natural person from Sarajevo, against the decision of the Agency which forbids the complainant, as an employee of the Institute for Construction of the Sarajevo Canton, to process personal data of a natural person as an employee of the said Institute without a legal basis;

7. Natural person, in order to annul of the decision of the Agency rejecting his complaint due to the processing and transfer of personal data during the assignment of claims under the loan agreement;

8. A natural person from Banja Luka in order to annul the decision of the Agency rejecting his complaint due to data processing via video surveillance cameras;

9. Federal Ministry of Health, in order to annul the decision of the Agency which prohibits the delivery of decisions with personal data of several quarantined persons, to unauthorized persons; 

10. The Ministry of the Interior of the CBC, in order to annul the decision of the Agency by which the complaint of a natural person due to the processing of data on special length of service without his consent, was adopted as founded; 
11. Basketball Association of BiH, in order to annul the decision of the Agency which prohibits them from collecting a copy of the passport during the players registration;

12. Notary ms. Vesna Softic, in order to annul the conclusion of the Agency rejecting her complaint due to incompetence;

13. The Central Election Commission of BiH, in order to annul the decision of the Agency prohibiting it from publishing the list of personal data of voters registered to vote outside BiH;

14. Premier world sport ltd. Citluk, Premier sport ltd. East New Sarajevo and Premier sport ltd. Citluk, in order to annul the decision of the Agency which prohibits the collection of photos of the front and back of the ID card or passport from the participants of games of chance via the Internet, during online registration on the website;

15. Meridian tech ltd. Banja Luka in order to annul the decision of the Agency, which prohibits them to require from participants in games of chance via the Internet a picture of their ID card or passport when registering and verifying a user account on the website.
1.1.28. Comparative data on administrative disputes 2011 - 2020
	ADMINISTRATIVE DISPUTES  

	
	2011
	2012
	2013
	2014
	2015
	2016
	2017
	2018
	2019
	2020

	A total of administrative disputes
	2
	6
	13
	6
	11
	12
	12
	17
	15
	17

	Resolved  
	2
	6
	13
	6
	11
	12
	12
	17
	8
	1

	Resolved in favour of the Agency
	2
	6
	11
	5
	10
	6
	10
	14
	8
	1

	Resolved against the Agency
	0
	0
	2
	1
	1
	6
	2
	3
	0
	0

	Unresolved
	0
	0
	0
	0
	0
	0
	0
	0
	7
	16
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3.10 Opinions
In the reporting period 131 expert opinions and 20 opinions on laws and bylaws were issued.

A total of 45 expert opinions were issued to public sector bodies, 35 to legal entities, and 51 expert opinions to natural persons.
According to the submitted requests for giving an opinion, the Agency gave 115 answers instead of an opinion, and in 86 cases referred the applicants for giving an opinion to the acts published on the Agency's website.

Based on opinions, answers and referrals to the Website, 352 acts were issued.

Expert opinions addressed the following issues:

· processing of health data
· publishing the names and addresses of people who are in home isolation in order to prevent the spread of the Covid-19 pandemic
· processing of personal data via websites and online applications
· photographing identification documents
· use of GPS system
· providing personal data
· video surveillance
· processing of personal data of customers
· audio recording of a telephone conversation
· checking of body temperature when entering business premises, banks, health care institutions, etc.
· publishing personal data of employees in public companies
· possibilities of using electronic signature
· processing of personal data of the signatory of the petition
· publication of data from the register of employees and appointed persons
· transfer of personal data abroad
· processing of personal data through processors abroad
· the impact of the General Data Protection Regulation (GDPR) on controllers in BiH
· adoption and application of implementing regulations from the Law
· processing of personal data in various procedures
1.1.29.  Opinions on laws, bylaws and other legal acts
1.1.29.1. Draft laws and proposals submitted for opinion: :

1. Draft Law on the Register of Deoxyribonucleic Acid Analysis and Data Protection - Ministry of Security of BiH;
The analysis of the Draft Law established that it contains shortcomings related to: the subject of the law, which calls into question the purpose of personal data processing, unclear role of the BiH Ministry of Security and the Forensic Research Agency, unclear relationship between data in the DNA register versus data in authorized laboratories on the territory of Bosnia and Herzegovina so as to create the impression of the existence of two registers. In addition to the above, remarks were made on the provision which stipulates that the bylaw will prescribe which body and in which way it will exchange and transfer data from the register. It is unacceptable for data transfer to be regulated by a bylaw. The transfer of data abroad should be performed by the competent authorities in accordance with their statutory competencies, and not by sub-legal acts assigning such significant issues to the executive authorities to process special categories of personal data. The Law on International Legal Assistance in Criminal Matters should be borne in mind. Furthermore, inaccurate deadlines for certain periods of personal data storage were pointed out. Remarks were also made on the categories of persons from which samples are taken for DNA analysis and on the consent of persons as a legal basis for the processing of this type of personal data, having in mind the public interest and competencies of public authorities. The inaccuracy of the provisions prescribing the audit procedure was pointed out, as well as the need to prescribe mandatory electronic recording, who processed personal data, when and what kind of the data.
Also, the lack of quality explanation was pointed out, which comes down to simply listing the titles of the members. Apart from the reference to European integration and the relevant recommendation, there are no explanations of certain legal norms and examples of prescribing the subject area in the member states of the European Union.
It was pointed out that this is a special category of personal data, which requires a high level of knowledge in determining the legal framework, which should largely ensure the protection of personal data and the public interest. The legal act should regulate as many issues as possible, such as precise determination of controllers, determination of the purpose of processing, types of data to be processed, data sources and methods of collection, deadlines for deleting data and measures for personal data protection.
2. Law on Amendments to the Law on Internal Payment Operations - Federal Ministry of Finance;

The analysis of the Draft Law established that the establishment of the Register of Accounts of natural persons will be performed by the Financial Information Agency, and that it will, with the consent of the Minister, pass a bylaw prescribing the manner of keeping the register, submitting and using data from it. In order to fully and more precisely regulate the processing of personal data in the law, it was pointed out that the legal framework should include all segments of personal data processing, including deadlines for keeping data in the register and that the register will be kept electronically. Prescribing all segments of personal data processing eliminates the possibility of arbitrary creation of rules for personal data processing in the Register.  

3. Proposal of Law on Amendments to the Law on Intelligence and Security Agency of BiH - Ministry of Security of BiH;
The draft law implements the decision of the Constitutional Court of BiH, which declared unconstitutional the provisions of Article 78, paragraphs 3, 4 and 5 of the Law on Intelligence and Security Agency, because it was concluded that these provisions are not in accordance with Article II / 3f of the BiH Constitution and Article 8. of the European Convention for the Protection of Human Rights and Fundamental Freedoms. The above provisions refer to the secret collection of data that require judicial authorization, for monitoring in places that are not of a public nature and for monitoring communications via telecommunications and other forms of electronic devices.   It is important to point out that the Constitutional Court in its decision, among other things, recalled the positions of the European Court of Human Rights (Roman Zakharov v. Russia), where it was pointed out that “the Court considered that it was not unreasonable to issue and renew the interception order provided that there are adequate safeguards, such as a clear indication in domestic law, the period after which the order expires, the conditions for renewing the order and the circumstances in which the order must be revoked (...). The Court takes several factors into account when assessing whether authorization procedures can ensure that secret surveillance is not granted accidentally, irregularly, or without adequate and proper consideration. These factors shall include in particular the authority responsible for authorizing the surveillance, its scope of consideration and the content of the interception authorization.” 
The Agency made the following remarks on the draft Law:

Paragraph 3 of the Draft Law stipulates that the order may be approved for a period of up to 60 days, with the possibility of extension of 30 days, provided that the approved measures may last for a maximum of 48 months. Paragraph 5 stipulates that if it is determined that the threat arising from the activities of the monitored person has not been eliminated, and that the conditions for termination of the operation have not been met even after 48 months, approval of a new cycle of 30-day measures may be requested, for a maximum of 48 months.

Thus, paragraphs 3 and 5 are in collision, since paragraph 3 prescribes “duration of measures for a maximum of 48 months in total” and paragraph 5 for an additional maximum of 48 months. For that reason, the norm will continue to be vague and imprecise. In addition to the above remark, the question arises of the necessity and proportionality of the possibility of lasting measures in two cycles of 48 months. It is difficult to explain such a long and radical invasion of the privacy of individuals if we take into account that these are concrete threats to the security of Bosnia and Herzegovina. On the other hand, it is difficult to professionally and argumentatively defend the thesis that a serious threat can last for eight years without being eliminated. Furthermore, the establishment of a monthly correspondence between the directors of the Intelligence and Security Agency for four or eight years indicates formalism and not an essential assessment of the merits of the request, which in itself poses a risk of arbitrary restriction of individual rights. Such a norm will not "ensure that secret surveillance is not granted accidentally, irregularities without adequate prescribed diligence" 
Paragraph 4 of the Draft Law stipulates that the judge will assess the request of the Director General to extend the measures in relation to the legitimate goals of the Intelligence and Security Agency, prescribed by the Law. The legitimate goal is the security of Bosnia and Herzegovina, not the Intelligence and Security Agency. The view was expressed that the reference to the same or similar practice of the European Union countries in this case is superficial. The Law on the Intelligence and Security System of the Republic of Croatia establishes strong institutional and efficient supervision over the work of security and intelligence agencies. Secret surveillance of communications may last for a maximum of four months and is decided by an authorized judge of the Supreme Court of the Republic of Croatia, who must explain the order for the application of measures. In case of need to extend the measures, the panel of three judges of the Supreme Court, who are authorized to ask the Director for additional explanations and reasons, as well as the opinion of the National Security Council Office, decides on the professional basis of the request from the point of view of applied methodology and the severity of security threats.
Secret surveillance of communications is only one of the powers, i.e. one of the ways in which the Intelligence and Security Agency collects information, and only if it cannot collect it in any other way. Finally, the view was expressed that the Law must strike a balance between eliminating threats to the security of Bosnia and Herzegovina and respect for human rights, and that this Draft Law does not have the necessary quality.
4. Proposal of Law on Amendments to the Law on Demining in BiH - Ministry of Civil Affairs of BiH;

It was pointed out that in 2018, the Agency gave an opinion on the Proposal of the same law. The opinion recalls the previous views of the Agency. The subject of the objections was Article 17 of the Proposal, which stipulates that BH MAC keeps a single register of completed trainings and issued certificates. On that occasion, the Agency pointed out the shortcomings of the said norm and, among other things, that the possibility of adopting a bylaw which could resolve certain issues from this register was not prescribed.
Regarding the current Proposal, it is determined that Article 17 prescribes paragraph (4), which stipulates “The manner of keeping the register, content and processing of data will be determined by a special rulebook issued by BH MAC, after obtaining the opinion of the Personal Data Protection Agency in BiH, within six months from the date of entry into force of this Law." Accordingly, it was stated that the competencies and authorities of the Agency are prescribed in Article 40 of the Law and other laws, no additional competencies can be prescribed, and that it is unacceptable to delegate the work of the controller to the Agency.
Given that in the meantime a new regulation has been adopted at the level of the European Union, the General Data Protection Regulation, which has become law in each of the EU member states, Bosnia and Herzegovina must harmonize its legislation with it, from which it follows that the executive bodies in the meantime should apply its provisions in the process of enacting regulations. Article 6 of the General Data Protection Regulation stipulates that “the legal basis may contain special provisions to adapt the application of the rules of this Regulation, including general conditions governing the lawfulness of processing by the controller, data subjects concerned, the subjects to whom personal data may be disclosed and the purposes for which the data may be disclosed, the limitation of the purpose, the storage period, and the processing activities and procedures, including measures to ensure lawful and fair processing.”
Therefore, the General Regulation on Data Protection stipulates that legal provisions determine all segments of personal data processing, which has not been achieved in the law in question and needs to be amended. 
5. Draft Law on Amendments to the Law on the High Judicial and Prosecutorial Council of BiH - Ministry of Justice of BiH; 
The analysis of the Draft Law established that only certain articles of Chapter VIII of the Draft Law on HJPC regulate incompatibility of duties of judges and prosecutors with other duties and immunity and that other articles prescribe obligation to report on property in order to fight corruption in the judiciary. In this regard, the view was expressed that it is necessary to make an adequate change in the title of Chapter VIII of the Law on the HJPC, which will essentially reflect the subject of its prescribing. In relation to the provisions of Article 86, the view was expressed that it is incorrect to mark only personal data on name, surname, residential address, marital status, function, while data on property, real estate ownership and other data are not marked as such. Starting from the definition of personal data, which means any information relating to a natural person that has been identified or can be identified, it was proposed to delete the word "personal data" but it was proposed to prescribe all data contained in the Report. 
Furthermore, analyzing the other provisions of Chapter VIII, it was found that they do not prescribe all the personal data that will be contained in the Report. Namely, the article prescribing exceptions that are not available to the public, such as ID number, bank account numbers, etc., are not prescribed as part of the report, i.e. they are mentioned for the first time in the context of exemptions. This is especially important because certain personal data such as ID number cannot be processed unless it is prescribed by Law. Article 86a of the Draft Law stipulates that attachments submitted by a judge or prosecutor with the Report are not available to the public except with the consent of the judge or prosecutor. The view was expressed that this provision would lead to unequal treatment, in which way the purpose of publication is not achieved and that the treatment of public bodies should be uniform to all and cannot depend on the will of the individual. In this regard, it was emphasized that there is no necessity and clear legitimate goal for publishing the attachments submitted with the Report.
6. Draft Law on Budget of BiH Institutions and International Obligations of BiH for 2020 - Ministry of Finance and Treasury of BiH;
7. Draft Law on Interim Measures in the Work of Judicial and Other Bodies of BiH during a State of Natural or Other Disaster - to the Ministry of Justice of BiH;

8. Proposal of the Law on Termination of the Mandate of the High Judicial and Prosecutorial Council in its current composition - the House of Representatives of the Parliamentary Assembly of BiH;

9. Proposal of the Law on Mandatory Contributions of Officials in the Institutions of BiH for the Fight against the COVID-19 Pandemic - House of Representatives of the Parliamentary Assembly of BiH;

10. Proposal of the Law on Amendments to the Law on Salaries and Remunerations in the Institutions of BiH - House of Representatives of the Parliamentary Assembly of BiH;
11. Proposal of Law on Amendments to the Law on Excise in BiH - House of Representatives of the Parliamentary Assembly of BiH;

12. Proposal of the Law on Extraordinary Austerity Measures in the Institutions of BiH due to the COVID-19 Pandemic - House of Representatives of the Parliamentary Assembly of BiH;

13. Proposal of Law on Amendments to the Law on Ministries and Other Administrative Bodies of BiH - House of Peoples of the Parliamentary Assembly of BiH;

14. Proposal of Law on Amendments to the Law on the Council of Ministers of BiH - House of Peoples of the Parliamentary Assembly of BiH;

15. Proposal of Law on Amendments to the Law on Salaries and Remunerations in the Institutions of BiH - House of Representatives of the Parliamentary Assembly of BiH;

16. Draft Law on Amendments to the Law on Civil Procedure before the Court of BiH - Ministry of Justice of BiH;

17. Draft Law on Protection of the Right to Trial within a Reasonable Time - Ministry of Justice of BiH;

18. Proposal of the Law on Amendments to the Law of BiH on Execution of Criminal Sanctions, Detention and Other Measures - to the Ministry of Justice of BiH.

Note:

The Agency did not have any objections to the drafts and proposals of laws from numbers 6 to 18 due to the fact that these laws did not contain norms on personal data processing, while the Agency had minimal objections to certain drafts and proposals. Also, we point out that the Agency does not give opinions on preliminary drafts of laws or drafts submitted by working groups formed for drafting laws.

For these reasons, these opinions are not specifically explained in the Report.
. 

1.1.29.2. Other legal acts submitted for opinion:
1. Draft Ordinance on Records of Scientific and Business Emigrants and Prominent Individuals in Emigration from BiH - Ministry of Human Rights and Refugees of BiH.

The opinion pointed out that connecting prominent individuals in the diaspora from Bosnia and Herzegovina, in order to improve education, science, culture, sports and the like, cannot be performed without their consent or voluntariness, and that consent is therefore the only and possible legal basis for the processing of their personal data.

Although consent as a legal basis for the processing of personal data by public authorities is generally not permitted, given the relevant legal framework and the purpose of the processing of personal data, it is applicable.  

It was pointed out that in Article 13 of the Ordinance, which determines the attachments to be submitted with the application for entry in the records, in addition to basic information about the individual and his/her consent, which is an integral part of the form, there is also a part "Required additional documentation", namely: a copy of the diploma from the higher education institution on the professional qualification or acquisition of the required title for scientific emigration, i.e. proof of ownership or co-ownership in the legal entity for business emigration.

It was concluded that this part of the Ordinance deviates from the principle of necessity because requiring copies of diplomas and proof of ownership is not necessary for the purposes in question. Copies of diplomas and proof of ownership in a legal entity for emigrants do not need to be collected at all, since through their engagement in emigration they will certainly be able to use or express their own business skills or educational qualifications. 
2. Draft Instruction on the manner of processing personal data in the Police Directorate of the Ministry of the Interior of the Tuzla Canton - Police Directorate of the Ministry of the Interior of the Tuzla Canton.

General instructions were given regarding the prescribing of the manner of personal data processing in the police administration, and it was pointed out that it is necessary that each of the bylaws has its own subject of regulation and that they should not overlap, such as that the Security Plan should not prescribe the details that are the subject of the Instruction on the manner of personal data processing. 

1.1.30. 
Comparative data on opinions 2011 - 2020
	OPINIONS

	
	2011
	2012
	2013
	2014
	2015
	2016
	2017
	2018
	2019
	2020

	Total
	120
	185
	230
	290
	267
	206
	180
	206
	169
	151

	Expert opinions 
	117
	181
	215
	282
	259
	192
	139
	169
	155
	131

	Public bodies 
	44
	56
	94
	80
	84
	64
	66
	46
	63
	45

	Legal entities 
	19
	41
	23
	18
	28
	34
	36
	29
	29
	35

	Natural persons 
	51
	84
	98
	184
	147
	94
	78
	94
	63
	51

	Opinion on laws
	3
	3
	9
	6
	6
	8
	38
	31
	12
	18

	Opinion on bylaws 
	0
	0
	5
	1
	0
	4
	2
	3
	1
	1

	Opinion on other legal acts
	0
	1
	1
	1
	2
	2
	1
	3
	1
	1
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3.11 Central registry
The Central registry is an electronic record of basic data on personal data collections kept by controllers, and its goal is to inform data subjects which personal data controllers can collect and otherwise process. This information is consolidated and published by the Agency in which way the Central Registry is created. The Central registry provides an opportunity for the Agency to review and analyze what types of data are contained in the personal data collections of controllers in a particular area. 
The registration of the controller is the obligation of the controller to submit to the Agency before the establishment of the personal data collection a notification on the intended establishment of the personal data collection with information on the personal data collection prescribed by Article 13 of the Personal Data Protection Law. The manner of fulfilling this obligation is prescribed by the Ordinance on the manner of keeping and the form of records on personal data collections ("Official Gazette of BiH" No. 52/09).
The controllers submit the basic data on the personal data collections they keep on the form "Records on personal data collection". The Agency checks the content of the submitted forms and determines whether the submitted forms have been filled in correctly.

If the forms are filled in correctly, the Agency registers the controller in the Central Registry by entering basic information about the same and assigning it username and password. The user data is packed in an envelope and submitted to the controller together with the accompanying act. In the accompanying act, the controller is informed about the stated activities of the Agency and is ordered to enter the data from the submitted forms in the Central Registry. 

During 2020, a total of 179 acts were submitted to controllers, 69 acts with user data and 110 acts related to: incorrectly filled in forms, submission of new user data at the request of controllers and approval to change previously entered data in the Central Registry. In addition to the above activities, the Agency checks the data entered by the controller in the Central Registry and in 2020 a review of entered data for 326 collections of personal data was performed.

The number of registered controllers in the Central Registry is generally not at a satisfactory level, especially when it comes to public bodies from the entity and cantonal levels.

The following table shows the number of controllers and collections entered in the Central registry for each year. It is also presented graphically.

	Controllers and collections entered in the Central registry

	
	2010
	2011
	2012
	2013
	2014
	2015
	2016
	2017
	2018
	2019
	2020
	Total

	Controllers 
	14
	19
	76
	66
	21
	81
	169
	145
	86
	160
	69
	906

	Personal data collections 
	55
	205
	713
	270
	203
	498
	541
	663
	329
	961
	322
	4760
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3.12 Information system
Regular activities required for the smooth functioning of the Agency's Information System include a number of activities, namely: installing, maintaining and upgrading software, creating backups for the internal database, Central registry and File server, identifying and troubleshooting, diagnosing faults and proposing services for computers and other devices, preparation of specifications for the procurement of computers and computer equipment, assistance to employees in the use of computers, processing and keeping records of hardware and software, technical maintenance of the Website and adding new documents to the Agency's website and other activities.

In accordance with the Agreement on the use of resources of the General Secretariat of the Council of Ministers of BiH for the storage of memory media with data of the Agency, memory media with data are stored in the safe of the General Secretariat of the Council of Ministers of BiH from 2019. During 2020, and in accordance with the new situation related to the corona virus, six storage of memory media were performed.

1.1.31.  Internal base
The internal database contains the following modules: Inspections, Opinions, Responses, Complaints and Official Duties. The internal database has been developed with the aim of providing employees working on these tasks with a faster and easier way to obtain the necessary information. All employees are required to enter in the Internal Database data on activities related to these modules. By entering this data into the database, it becomes available to other officials with the right of access. By the end of 2020, a total of 4,730 documents (decisions, answers, conclusions, opinions, etc.) were entered into the Internal Database, by modules: 700 inspections, 2,086 opinions, 553 answers, 1,190 complaints and 201 official duties.
1.1.32.  Information Security Management System (ISO 27001)
ISO 27001 is an international standard published by the International Organization for Standardization (ISO) that defines how to manage information security. This standard can be applied in any type of organization and is a set of world best practices in information security management. The project of building an information security management system (ISMS Project) was launched with the aim of establishing an information security system in the Agency. The Agency started activities on building an information security management system according to this standard in 2014. 

During 2020, one procedure was changed.
3.13 Publicity of work and cooperation with the media
Due to the constant need to promote the protection of personal data and privacy in Bosnia and Herzegovina, the Agency through various activities continuously strengthens public awareness of the importance of personal data protection and privacy within its capabilities.

In order to raise public awareness of the right to protection of personal data and privacy, the Council of Europe, with the support of the European Commission, declared January 28 the European Data Protection Day, which is known worldwide as Privacy Day. This day also marks the anniversary of the Convention (ETS 108) for the Protection of Individuals with regard to Automatic Processing of Personal Data, which is open for signature for all countries on January 28, 1981. 

According to established practice, the Agency for Personal Data Protection in BiH marked the European Data Protection Day 2020 for the tenth year in a row. On that occasion, the Agency held a press conference on January 28 at 11:00 am in the building of the Parliamentary Assembly of BiH and invited print and electronic media to get acquainted with the most important aspects of the Agency's work in the previous year and plans for the next period.

1.1.33. Media - related activities
The Agency is in constant contact with the media and the public and in 2020 continued to inform the public about the activities undertaken, current cases and issues, providing answers to frequent inquiries from the media, institutions and citizens, through press releases and statements, guest appearances in various media and the press conference on the occasion of the European Data Protection Day on January 28. 

Several activities related to the media were carried out, namely five participations in television and radio shows, two telephone statements and nine written answers to the media. Five press releases were made. A review of the media and the Internet found 106 published articles related to the Agency's activities and personal data protection in Bosnia and Herzegovina.
Representatives of the Agency also took part in other activities related to the media, which were held online, as follows:
· Workshop on media literacy and protection of minors, held on January 22, organized by the Communications Regulatory Agency of BiH with the support of TAIEX;
· Meeting of institutions active in the field of media and information literacy, held on February 4, organized by the Communications Regulatory Agency of BiH;
· Meeting of spokesmen and persons in charge of information in BiH institutions, held on March 6, organized by the Information Service of the General Secretariat of the Council of Ministers of BiH;
· Conference of the Inter-Institutional Network of Communicators in BiH (MIMK), held on March 11 as part of the UK Government Project Supporting Governments in BiH;
· Meeting organized by the International Solidarity Forum (EMMAUS), held on May 6, which was attended by members of the Advisory Board for Safe Internet, of which the Agency is a member;
· Meeting of the Inter-Institutional Network of Communicators and the Communication Operational Model (COM), held on November 18, organized by Rent a PR Consulting for communicators from institutions from the state and entity levels of government;
· Presentation of guidelines and educational materials of the International Telecommunication Union (ITU) Safety of Children Online, held on December 17, organized by the Communications Regulatory Agency of BiH and the International Telecommunication Union.
1.1.34.  Activities related to the website of the Agency 
Through the Agency's website www.azlp.ba, the public was timely informed about the protection of personal data and privacy in Bosnia and Herzegovina and beyond. 
During 2020, 135 publications were added to the Agency's website, i.e. 926 pages were published, given that almost all publications are in the three official languages of Bosnia and Herzegovina, and some of them in English.

Google Analytics is used to track visits to the Agency's website, in accordance with the rules of the "e-government" system.
The total number of pages viewed, including repeated reviews of individual pages, is 82,336. Compared to 2019, when the number of viewed pages was 63,502, there was an increase in viewed pages in 2020 by 18,834 views.
3.14 Help desk 
The main purpose of establishing the HELP DESK is that natural persons and interested legal entities can ask specific questions in the field of personal data protection via the contact phone. A total of 463 calls were received by individuals and legal entities via the contact phone. 

Although the basic function of the HELP DESK is to provide support to citizens and legal entities in a quick and easy way, it is also widely used by representatives of public bodies to solve individual cases they have in their work. This was regularly pointed out to the public authorities, and they were instructed to ask the Agency for an opinion. 
3.15 Participation in conferences, seminars and round tables
In the reporting period, the Agency also cooperated with institutions and organizations, participating in conferences and workshops aimed at improving and protecting human rights and fundamental freedoms, and strengthening public awareness of the importance of personal data protection.
Representatives of the Agency participated in the following events:

1. Conference "Digital Transformation in Bosnia and Herzegovina: Governance a Click away of from Citizen", organized by the British Embassy in BiH in cooperation with UNDP BiH;

2. Workshops on the establishment of the Energy Management System and Energy Efficiency Information System in the institutions of Bosnia and Herzegovina, organized by the Ministry of Foreign Trade and Economic Relations of BiH and the United Nations Development Program / GiZ;

3. Round table on the topic: "Disciplinary responsibility of judicial office holders" organized by Transparency International BiH;
4. Workshop on the use of online tools Microsoft Teams, organized by the Ministry of Communications and Transport of BiH and SYS Company, and held as a webinar;
5. Webinar/workshop on the use of the Energy Efficiency Information System (EMIS), organized by the Ministry of Foreign Trade and Economic Relations of BiH and the United Nations Development Program;
6. Webinar, through the Zoom application, on the topic: "Respect for human rights in BiH during the pandemic COVID-19". 
7. Online meeting on "Readiness of institutions in Bosnia and Herzegovina for open data", organized by the project team, and at the request of the project "Program for strengthening public institutions", which implements GIZ on behalf of the governments of the United Kingdom and Germany, as part of support to public administration.

8. Online meeting and exchange of experiences on the transparency of institutions in BiH during the Covid-19 pandemic, organized by the German Society for International Cooperation (GIZ) and the Embassy of the United Kingdom in BiH, at the invitation of the Public Administration Reform Coordinator's Office. 
3.16 Other activities
1. Meeting with associates from the EU4Justice Project regarding the possibility of connecting TCMS systems with police systems; 
2. Meeting with the representative of the Basketball Association of BiH.
3.17  International cooperation
By the nature of its work, the Agency is referred to international cooperation. One of the Agency's obligations is to participate in various workshops, trainings, seminars, especially international conferences and working groups as an active member or observer. According to the possibilities, the Agency strives to regularly and actively participate at the international level and thus contribute to the continuous development of work, finding better solutions, harmonization of BiH legislation in the field of personal data protection with European and world norms and standards, and fulfill international obligations. 
Bosnia and Herzegovina is a full member of the following international bodies and organizations:
1. Advisory Board of the Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data (ETS 108) T-PD of the Council of Europe
. (Bosnia and Herzegovina was a full member of the Ad Hoc Data Protection Board (CAHDATA) in 2013, 2014 and 2016, which was entrusted with the task of finalizing the proposal to modernize the Convention (ETS 108) under the authority of the EU Committee of Ministers).
2. The Global Assembly of Privacy (GPA), which until 2020 was called the International Conference of Data Protection and Privacy Commissioners (ICDPPC). The GPA is a global annual forum where independent regulators on privacy, data protection and freedom of information adopt high-level resolutions and recommendations addressed to governments and international organizations. 
3. European Conference of Data Protection Authorities (ECDPA), also known as the Spring Conference, which is the permanent and largest conference of European Data Protection Authorities, and held in one of the European countries annually since 1991 (Membership in the Spring Conference (ECDPA) made Bosnia and Herzegovina a host of the 25th Case Handling Workshop (CHW) in Sarajevo in 2013, organized by the Agency (64 participants from 28 European Data Protection Authorities and the European Data Protection Supervisor EDPS).
4. Conferences of Personal Data Protection Authorities of Central and Eastern European Countries (CEEDPA)
 (Bosnia and Herzegovina hosted the 18th CEEDPA in Sarajevo in 2016, organized by the Agency - 52 participants from 16 CEEDPA member states and the Council of Europe). 
5. Forum of Cooperation of Data Protection Authorities from the Region of Former Yugoslavia "Initiative 20i7", established by the Declaration of Cooperation in 2017 at the initiative of the Slovenian Data Protection Authority
.
(The first meeting was held in Bled (Republic of Slovenia), the second in Ohrid (Republic of Northern Macedonia), the third in Budva (Republic of Montenegro), and Bosnia and Herzegovina was to host the fourth meeting in Mostar organized by the Agency, which was postponed due to the Covid-19 pandemic).

These full memberships require the active participation of the Agency and the fulfillment of various obligations, which were lacking in this reporting period, given that all activities were reduced to a minimum due to the Covid 19 pandemic.
1.1.35. Participation in international conferences and events
Representatives of the Agency participated directly in only one international event,
Conference Data Protection Day 2020 - Facing New Challenges, held on January 16 in Zagreb, organized by the Agency for Personal Data Protection of the Republic of Croatia, the Secretariat of the Croatian Presidency of the Council of the European Union, and supported by the Ministry of Interior, Ministry of Justice and Central State Office for the development of the digital society. The topic of the conference was Personal Data Protection - the situation and prospects in the year after the entry into force of the General Data Protection Regulation.
Representatives of the Agency participated in two international events, online:
· The 40th plenary session of the Advisory Committee of Convention 108, held from November 18-20;
· The first regional meeting in the field of data protection and privacy organized by the Regional Cooperation Council (RCC), held on November 24.
1.1.36. Cooperation with the Directorate for European Integration of the Council of Ministers of BiH (DEI CM BiH)
Cooperation with DEI CM BiH in 2020 included a lot of correspondence and analysis of extensive materials in the field of European integration, and other obligations of the Agency related to specific issues:

· Subcommittee on Justice, Freedom and Security between the EU and BiH (commitments related to the 4th and 5th meetings of the Subcommittee)
· Obligations of the Agency related to participation in two working groups for European integration, Working Group for Political Criteria and the Working Group for Chapter 23 (Justice and Fundamental Rights)
· Obligations of the Agency related to the Report on the implementation of measures from the Action Plan for the implementation of priorities from the Analytical Report of the European Commission (Annex of institutions and IPA projects).
3.18 Normative part and administration 

In the normative part, in 2020 the Agency made one rulebook, 38 rules, 84 decisions, six certificates and 28 contracts.
In the field of administrative affairs, the following was done:

· 1.006 new cases were received and created; 

· 10.090 acts were recorded; 

· 3.460 acts were distributed within the Agency by sectors and departments; 

· 203 invoices were received and recorded; 

· 85 official gazettes and 7 professional journals were received and recorded;

· 2.203 acts were sent from the Agency by courier, PTT and E-mail;

· 1.284 cases were archived, 330 cases were registered in the UP 1 register, while there were no registered cases in the UP 2 register. 
3.19 Budget – public procurement
1.1.37. Budget
1.1.37.1. Budget status
The Law on the Budget of BiH Institutions and International Obligations of BiH for 2020, which was adopted on July 29, 2020, funds were approved to the Agency in the amount of 1,197,000 KM, of which 1,174,000 KM for current and 23,000 KM for capital expenditures.

In accordance with the needs and the Instruction on restructuring the expenditures of budget users for 2020 No. 05-02-2-5528-1/20 dated August 11, 2020, the Agency submitted a Request for Restructuring of Budget Expenditures, which was approved by the Ministry of Finance and Treasury of BiH. The restructuring was carried out within current expenditures.

Due to questioning the correct functioning of the Main Registry and Internal Database, as well as the need to replace it, the Agency submitted a Request for restructuring budget expenditures, and giving consent to change the earmarked structure for fixed assets in 2020, for which it received approval from the Ministry of Finance and the BiH Treasury.
Budget execution status from January 1, 2020 – December 31, 2020 is 1,118,723 KM and is shown in the following table:
	Ord. no.

	Type of expenditure
	Econom.

code
	Approved 
for the reporting period

January-December
	Spent for the reporting period

January-December
	Difference in available funds
	Percentage of execution  %



	1
	2
	3
	4
	5
	4-5
	5/6

	
	I CURRENT EXPENDITURES
	
	1.171.000
	1.116.003
	54.998
	95,30

	1
	gross salaries and allowances
	6111
	960.000
	931.435
	28.565
	97,02

	2
	compensation of employee costs
	6112
	103.400
	98.247
	5.153
	95,01

	3
	travel expenses
	6131
	4.850
	1.349
	3.502
	27,81

	4
	expenditure on telephone and postal services
	6132
	21.000
	19.102
	1.898
	90,96

	5
	energy and utility expenditures
	6133
	0
	0
	0
	0

	6
	procurement of materials
	6134
	12..000
	9.482
	2.518
	79,01

	7
	expenditure on transport and fuel services
	6135
	9.000
	6.245
	2.755
	69,38

	8
	rental of property and equipment
	6136
	0
	0
	0
	0

	9
	current maintenance expenses
	6137
	32.000
	27.828
	4.172
	86,96

	10
	insurance and banking expenses
	6138
	4.500
	3.506
	994
	77,91

	11
	contracted services
	6139


	24.250
	18.809
	5.441
	77,56

	
	II CAPITAL EXPENDITURES
	8213
	26.000
	2.720
	23.280
	10,46

	1
	procurement of equipment
	821300
	24.600
	1.550
	23.050
	6,30

	2
	procurement of fixed assets
	821500
	1.400
	1.170
	230
	83,57

	
	TOTAL
	
	1.197.000
	1.118.723
	78.277
	93,46


Percentage of budget execution for the period January 1, 2020 – December 31, 2020. is 93.4%.  

1.1.37.2. Budget - related activities:
In accordance with the Instructions of the Ministry of Finance and Treasury of BiH, the following reports, plans and documents have been prepared: 

· Annual report on the execution of the Budget of the Agency for 2019, submitted to the Ministry of Finance and Treasury of BiH; 

· Annual report on the execution of the Budget of the Agency for 2019, submitted to the Agency for Statistics of BiH;

· Report on the number and dynamics of the number of employees in the Agency for 2019;

In accordance with the Decisions on Temporary Financing for 2020, the following were made:

· Operational plan for execution of the Budget of the Agency for the period January - March 2020; 

· Operational plan for execution of the Budget of the Agency for the period April – June 2020; 

· Operational plan for execution of the Budget of the Agency for the period July – September 2020;
· In accordance with the Law on Budget adopted on July 29, 2020, the Operational Plan for the Execution of the Budget of the Agency was prepared with the necessary explanation, as well as the earmarked structure of capital expenditures for the procurement of fixed assets for 2020;
· Request for restructuring of expenditures and changed dynamic plan of expenditures and changed purpose structure of capital expenditures with the necessary explanation;
· Framework Budget document of the Agency for the period 2021 - 2023 (Instruction No. 1); 

· Request for allocation of funds from the Budget for 2021 (Instruction No. 2);
· Report on the execution of the Budget of the Agency for the period from January 1 – March 31, 2020;

· Report on the number of employees and the dynamics of the number of employees in the Agency for the period January 1 – March 31, 2020;
· Report on the execution of the Budget of the Agency for the period January 1 – June 30, 2020;

· Report on the number of employees and the dynamics of the number of employees in the Agency for the period January 1 – June 30, 2020; 
· Report on Budget execution for the period January 1 – September 30, 2020; 
· Report on the number of employees and the dynamics of the number of employees in the Agency for the period January 1 – September 30, 2020.
1.1.38.  Public procurement
In accordance with the Law on Public Procurement and the available state of the Budget, the Public Procurement Plan and amendments to the Public Procurement Plan for 2020 were made, in accordance with the Decision on Temporary Financing and the adopted Law on Budget. A Public Procurement Commission was established to conduct public procurement procedures in the Agency.
The following public procurement procedures have been initiated and implemented:

1. Tender procedures
a) Procurement of goods through a tender procedure amounted to                             0,00 KM          

b) Procurement of services through a tender procedure amounted to                 20.000,00 KM

   Total procurements through a tender procedure                                           20.000,00 KM
2. Direct procedures  
 a) Procurement of goods through a direct procedure amounted to                    11.283,92 KM                                                                         
 b) Procurement of services through a direct procedure amounted to                 45.350,07 KM                                                     

 Total procurements through direct procedure                                              56.633,99 KM

TOTAL PROCUREMENTS                                                                               76.633, 99KM                                                                                        
The Decision on Procurement was passed on all procurements and reports were submitted (in the e-procurement program) to the Public Procurement Agency of BiH.

The procedure of procurement of servers that started on October 16, 2020 conducted through a competitive request for submission of bids with mandatory application of e-auction was conducted in 2020, but by the end of the year it was not completed, so the procurement was not realized.   

Based on the bidder's appeal against the Decision on the selection of the most favorable bid and the assignment of the contract by the contracting authority, the Office for Review of Appeals on January 22, 2021 issued a Decision approving the appeal and annulled the procedure. All of the above affected the expenditure of funds for capital expenditures in 2020, and thus the realization of the total budget.                                           

· Overview of mileage, fuel and lubricant consumption of the vehicles of the Agency
The state of fuel and lubricant consumption, as well as mileage per vehicle (records for 2020) are shown in the following tables:

Official vehicle VW PASSAT 2.0 b8 reg.no. E09-M-805
	Ord.no.
	date
	init.st.of km

fin.st.of km
	   fuel
	average consumption
	service
	tire replacement
	registration 
	vehicle washing
	 other 

	1.
	01.01.20
	21298
	
	
	R:1
	/
	
	
	

	2.
	31.12.20
	38024
	1126,26
	6,73
	V:4
	/
	1
	48
	windshield fluid

	Tot.
	
	16726
	1126,26
	6,73
	5
	/
	1
	48
	1


Official vehicle OPEL INSIGNIA  1,6  reg.no. E47-T-068
	Ord.no.
	date
	init.st.of km

fin.st.of km
	  fuel 
	average consumption
	service
	tire replacement
	registration
	vehicle washing
	 other 

	1.
	01.01.20
	65349
	
	
	R:2
	/
	
	
	

	2.
	31.12.20
	89004
	1574,96
	6,65
	V:2
	/
	1
	37
	windshield fluid

	Tot.
	
	23655
	1574,96
	6,65
	4
	/
	1
	37
	1


Official vehicle SKODA OCTAVIA 1,9  reg.no. A53-J-482

	Ord.no.
	date
	init.st.of km

fin.st.of km
	  fuel 
	average consumption
	service
	tire replacement
	registration
	vehicle washing
	 other 

	1.
	01.01.20
	211047
	
	
	/
	/
	
	
	

	2.
	31.12.20
	217603
	373,56
	5,69
	/
	/
	1
	24
	windshield fluid

	Tot.
	
	6556
	73,56
	5,69
	/
	/
	1
	24
	1


1.1.39. Activities related to the inventory of assets and liabilities
In accordance with the Rulebook on Accounting with accounting policies and procedures for users of the budget of BiH institutions, activities of regular inventory of assets and liabilities of the Agency were carried out. After the physical inventory of fixed assets, their comparison with the bookkeeping balance was made, and depreciation was calculated in accordance with the Decision on Amendments to the Decision on the amount of annual rates of write-off of fixed assets of budget users. The expenditure of fixed assets has been booked. The Report on the list of obligations and claims of the Agency was made on December 31, 2020. The Report on the inventory of assets and liabilities was prepared on December 31, 2020 and the Decision on the adoption of the Report on the inventory of assets and liabilities on December 31, 2020.

The Decision on the write-off (expenditure) of fixed assets was made and the Report on the expenditure of fixed assets was prepared. 
1.1.40. Audit report
The Office for Audit of Institutions of BiH, in accordance with the Law on Audit of Institutions of BiH, performed regular control of financial operations for 2019 and compliance of operations with relevant laws and regulations relevant to the financial report.
In the opinion of the Auditor, the financial statements of the Agency present a fair and true, in all material respects, financial position of the assets, liabilities and sources of funds on December 31, 2019. 

The Agency submitted a Response to the Financial Audit Report of the Agency for 2019 with an emphasis on the implementation of these recommendations.
1.1.40.1. Recommendations:
-
The first recommendation was to suggest to the Agency to take all necessary actions in order to finally adopt the Proposed Rulebook on Internal Systematization submitted to the Council of Ministers of BiH. Realization is underway;
-
The second recommendation referred to the obligation to provide employment through fixed-term employment contracts in accordance with the provisions of the Law on Labor in BiH Institutions. Realization is underway.

-
The third recommendation referred to the publication of data on concluded contracts in accordance with the Law on Public Procurement of BiH. The recommendation has been implemented.
1.1.41. Internal control 
The implementation of internal control in the Agency takes place through the adoption and compliance with regulations, internal acts, instructions and rules with the aim of purposeful spending of budget funds, as well as through the maintenance of auxiliary records for certain areas of spending. Internal control takes place simultaneously with the ongoing work process, through the monitoring of employees through regular reporting and through the legality and implementation of written internal acts.
1.1.42. Internal audit:  
According to the Law on Internal Audit, the Agency does not meet the criteria for establishing its own unit (department) for internal audit. By the Decision on the Criteria for the Establishment of Internal Audit Units in the Institutions of BiH (Official Gazette of BiH No. 49/12), the internal audit in our institution is performed by the Internal Audit Unit of the Parliamentary Assembly of Bosnia and Herzegovina.
In accordance with the Request for submission of documentation, a review was made and the documentation was submitted to the Internal Audit Unit of the Parliamentary Assembly of BiH, with the aim of developing a strategic and annual internal audit work plan.

A letter was prepared and submitted to the Parliamentary Assembly of BiH by the Internal Audit Unit, on the signing of two copies of the Strategic Work Plan of the Internal Audit Unit in the Agency for the period 2020-2022 and the Annual Work Plan of the Internal Audit Unit in the Agency for 2020.

During November and December 2019, the Internal Audit Unit of the Parliamentary Assembly of BiH performed an audit of the system of monitoring and implementation of the Law. The audit report was submitted to the Agency in February 2020. Activities according to the recommendations from the Report were carried out during 2020.

1.1.42.1. Recommendations:
· The first recommendation referred to the adoption of annual work plans of the inspection - the recommendation was implemented.

· The second recommendation referred to the establishment of internal control which will ensure the keeping of own records on issued and collected misdemeanor warrants - the procedure for conducting misdemeanor proceedings was changed, prescribing intersectoral information on issued misdemeanor orders and payments made.

· The third recommendation referred to undertaking activities so that all controllers of personal data collections submit the established records to the Agency for consolidation and publication as the content of the Central Registry - urgency sent to state institutions that did not fulfill the obligation.

1.2. Other activities
In the reporting period, activities related to the following were carried out:
· Annual Report on Submitted Requests for Free Access to Information, Institution of the Human Rights Ombudsman of BiH;

· Three requests for free access to information were received, which were answered within the legally prescribed deadlines. In two cases the requested requests were complied with, while in one case the request was rejected due to non-availability of the requested information;
· Annual Report to the Ministry of Justice of BiH on resolving administrative matters in administrative proceedings;

· Annual Report to the Public Administration Reform Coordinator's Office; 
· Annual report on the implementation of the Anti-Corruption Plan, the Agency for Prevention of Corruption and Coordination of the Fight against Corruption; 
· Personnel affairs;
· Other necessary tasks related to material and financial operations, which include: keeping auxiliary records (fuel consumption, representation, mobile and landline telephones, organizing a trip abroad for Agency employees, monitoring the implementation). 
IV. CONCLUSIONS
All the shortcomings in the work pointed out in the previous reports have not been resolved in this period either and they refer to the Rulebook on internal organization, procurement of official vehicles for the needs of inspections and accommodation capacities.
Also, nothing was done on the adoption of the new Law on Personal Data Protection, despite the adopted conclusions of the Parliamentary Assembly of BiH, which ordered the Council of Ministers of BiH to submit a proposal for the Law on Personal Data Protection to parliamentary procedures by the end of the year. Based on this conclusion, the Council of Ministers of BiH passed a conclusion instructing the Ministry of Civil Affairs of BiH to act on the conclusion in cooperation with the Agency and to inform the Council of Ministers of BiH about the activities undertaken within 60 days.  
Apart from the need to adopt a new Law on Personal Data Protection in order to harmonize with European standards, we emphasize that the adoption of a new Law is a prerequisite for achieving other integration processes such as concluding an agreement with Eurojust on the exchange of operational data. 

As follows from the presented activities, the Agency, in accordance with its capacities, performed the tasks and duties entrusted to it. The statistical indicators are at the level of those from previous years, except for the data on the number of received complaints, which are slightly higher compared to the previous period. The largest number of complaints was filed regarding the processing of personal data via video surveillance cameras, which testifies to the increase in public awareness of ordinary citizens about the protection of personal data.
Finally, we once again call on the BiH Council of Ministers and the BiH Parliamentary Assembly to respect the Agency's capacity requirements and adopt a new legal framework, so that Bosnia and Herzegovina and other countries in the region reach the required level of personal data protection. 
                                                                                                                  DIRECTOR
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� In order to avoid burdening the text and make it easier to follow, in the following text of the Report will be used abbreviations BiH, FBiH and RS with a legal act or institution that contains the words Bosnia and Herzegovina in its name, Federation of Bosnia and Herzegovina and Republika Srpska


� Article 149, Criminal Code of Bosnia and Herzegovina - "Official Gazette of BiH", No. 3/2003, 32/2003 - corrigendum, 37/2003, 54/2004, 61/2004, 30/2005, 53/2006, 55 / 2006, 8/2010, 47/2014, 22/2015, 40/2015 and 35/2018)


Article 193, Criminal Code of the Federation of BiH - ("Official Gazette of the Federation of BiH" No. 36/03, 37/03, 21/04, 69/04, 18/05, 42/10, 42/11, 59/14 and 76 / 14, 46/16 and 75/2017.)


Article 157, Criminal Code of the Republic of Srpska - ("Official Gazette of the RS" No. 64/2017, 104/2018 - US decision and 15/2021)


Article 190, Criminal Code of the Brcko District, Bosnia and Herzegovina - ("Official Gazette of the Brcko District of BiH", No. 19/2020)


� Law on Obligations of FBiH "Official Gazette of the SFRY", No. 29/1978, 39/1985, 45/1989 - Decision of the USJ and 57/1989, "Official Gazette of the RBiH", No. 2/1992, 13/1993 and 13/1994 and "Official Gazette of FBiH", No. 29/2003 and 42/2011)


Law on Obligations of the RS "Official Gazette of the SFRY", No. 29/1978, 39/1985, 45/1989 - Decision of the USJ and 57/1989 and "Official Gazette of the RS", No. 17/1993, 3/1996 , 37/2001 - other law, 39/2003 and 74/2004)





� The decision also states that respect for privacy is of particular importance when it comes to data on persons living with HIV, and given that the disclosure of such data can have a dramatic impact on the private lives of these persons, as well as on their social and labor law status, exposing those persons to insults. Namely, it was a criminal case against the husband of ms. Z. who was accused of rape, but given the fact that the rape victims were infected with HIV, it was necessary to prove that he knew before he committed those crimes that he was infected with the HIV virus and then those acts could qualify as attempted murder. Since Z. was HIV positive, and after his arrest it was determined that her husband was HIV positive, the question arose as to whether he could have assumed that he had been a carrier of the virus throughout. In order to establish this fact, the court requested Ms. Z.'s medical record and thus became available information not only about her illness contained in the medical record, but also other analyzes and blood tests she performed, previous illnesses, her mental condition and a view of the quality of her life, and all these facts were not closely connected with the proceedings. The High Court announced its verdict on the appeal to the press, in a way that the names of the injured parties were covered, but not Z., as the defendant's wife. The European Court of Human Rights did not consider it unjustified to inspect the appellant's medical record, as it contained facts that were relevant to the criminal proceedings before the court, but not all the information obtained should have been included in the court file, only those who were involved in the case, and it was necessary to mention how other data were obtained and to prevent public access to all data that are not closely relevant to the case.


� � HYPERLINK "https://wwwrcc.int" �https://wwwrcc.int� 


* This title is without prejudice to status and is in line with United Nations Security Council Resolution 1244, the opinion of the International Court of Justice and the Declaration of Independence of Kosovo


� ("Official Gazette of RS" No: 22/19)


� ("Official Gazette of BiH" No. 47/14 and 46/16)


� ("Official Gazette of BiH" No. 40/10)


� ("Official Gazette of BiH" No. 26/16 i 89/18)


� ("Official Gazette of BiH" No. 106/09 i 44/15)


� ("Official Gazette of BiH" No. 67/09)


� Established in accordance with Article 18 of Convention 108, and consists of representatives of the Parties to the Convention, complemented by observers from other States. The Advisory Committee is responsible for interpreting the provisions of the Convention and shall facilitate and improve its implementation. The Committee meets in plenary sessions, usually twice a year in Strasbourg, where it seeks to facilitate the development of data protection and expand cooperation beyond national or regional borders. The Committee brings together 53 member countries and 34 countries and organizations as observers.


� An international cooperation forum that enables the data protection authorities of Central and Eastern European countries to share their unique experiences in the field of data protection. CEEDPA was established in 2001, at the initiative of the Polish General Inspectorate for Personal Data Protection (GIODO), which performs the work of the Secretariat. A total of 18 Central and Eastern European countries are members of CEEDPA, and they hold regular annual working conferences of representatives of national data protection authorities.


� The aim of the forum is to gather at regular annual meetings representatives of data protection authorities of similar geographical, historical and legal frameworks, who face similar problems and challenges of data protection, which are set due to reform of EU legislation, increased digitization and global transfer of personal data. This Cooperation Forum was established on the model of the "Nordic Action" initiative, which brought together data protection authorities of the Nordic countries (Sweden, Denmark, Norway, Iceland and Finland) and proved to be an example of good practice.
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