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I. 
 I N T R O D U C T I O N 
1.1
General notes
Pursuant to Article 40, paragraph (1), item c) of the Law on Personal Data Protection (“Official Gazette of BiH” No. 49/06, 76/11 and 89/11) (hereinafter: the Law), the Agency for Personal Data Protection in Bosnia and Herzegovina (hereinafter: the Agency), submits the Report on Personal Data Protection for 2022 to the Parliamentary Assembly of Bosnia and Herzegovina. This is the fifteenth Report submitted by the Agency to the Parliamentary Assembly of Bosnia and Herzegovina. 

The protection of personal data, in terms of privacy protection, is one of the basic values of every democratic society and an aspect of human rights that is given great attention, and aims to protect private life in terms of personal data processing.

The European Convention for the Protection of Human Rights and Fundamental Freedoms, in Article 8. The right to respect for private and family life, reads:
1. Everyone has the right to respect for his/her private and family life, home and correspondence. 

2. Public authority shall not interfere with the exercise of this right, unless such interference is provided for by law and is a necessary measure in a democratic society in the interests of national security, public security, economic well-being, prevention of disorder or crime, protection of health and morals or protection of rights and freedoms of others.
Every person in the territory of Bosnia and Herzegovina, regardless of citizenship or residence, has the right to protection of personal data relating to them.

Privacy issues are present in every aspect of an individual's life, especially because modern living conditions enable the availability of a large amount of data. We are aware that we live in a world based on data and we are witnessing great changes caused by globalization and technological progress, especially in the information and digital world. In the process of globalization, information knows no borders, so it is difficult to ensure a balance between privacy and security, supporting both access to information and protection of personal data.
1.2 International legal sources 

International legal regulations in the field of personal data protection exist at the level of the Council of Europe and the European Union.
At the level of the Council of Europe, the Convention on the Protection of Individuals with regard to Automatic Processing of Personal Data (ETS 108) was adopted. It was amended by adopting the Protocol on Amendments to the Convention on the Protection of Individuals with regard to Automatic Processing of Personal Data (ETS 223), also known as Convention 108+, which was opened for signature on October 10, 2018.
At the level of the European Union, one of the most important legal acts is the Charter of Fundamental Rights of the European Union. The Charter, among other things, stipulates in Article 8 the protection of personal data. "Everyone has the right to the protection of personal data. Such data must be processed fairly for a [pre-determined] purpose and on the basis of the person's informed consent or on some other legitimate basis regulated by law. Everyone has the right to access collected data about their personality and has the right to request their correction. Proceedings according to these rules are under the control of an independent authority."
At the level of the European Union, two regulations were adopted in 2016, which apply since 2018:

· Regulation (EU) 2016/679 on the protection of individuals in connection with the processing of personal data and on the free movement of such data, and on the repeal of Directive 95/46/EC (hereinafter: General Data Protection Regulation). The General Data Protection Regulation (GDPR) entered into force on 25/05/2016, with its provisions becoming directly applicable in all EU member states two years later on May 25, 2018.
· Directive (EU) 2016/680 on the protection of individuals in connection with the processing of personal data by competent authorities for the purposes of prevention, investigation, detection or prosecution of criminal offenses or the execution of criminal sanctions and the free movement of such data, on the repeal of the Framework Decision of the Council 2008 /977/PUP (Hereinafter: Police Directive). The police directive entered into force on May 6, 2016, and the member states had until May 6, 2018 to pass laws and other regulations that are necessary to comply with the same. 
International legal regulations, in this context, as part of "European law", also include judgments of the European Court of Justice and the European Court of Human Rights.
1.3
Domestic legal regulations
The legislative framework related to the protection of personal data in Bosnia and Herzegovina includes the Constitution of Bosnia and Herzegovina, adopted international documents and domestic regulations.
The Constitution of BiH guarantees the protection of all human rights and fundamental freedoms provided by the European Convention for the Protection of Human Rights and Fundamental Freedoms and its protocols, and thus the right to private and family life, home and correspondence: "Rights and freedoms provided by the European Convention and fundamental freedoms and its protocols are directly applicable in Bosnia and Herzegovina. These acts take precedence over all other laws." 
Bosnia and Herzegovina has ratified the Council of Europe Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data (ETS 108) (hereinafter: Convention 108), which is crucial for ensuring the right to privacy. Convention 108 guarantees the right to privacy, and thus the protection of personal data of every natural person.
Pursuant to the Constitution of BiH and the aforementioned International Convention 108, Bosnia and Herzegovina has enacted the Law. Currently, this Law reflects the provisions of Directive 95/46 EC of the European Parliament and of the Council of October 24, 1995 on the protection of individuals in relation to processing of personal data and on the free movement of such data, which was repealed by the adoption of the General Data Protection Regulation.
Bosnia and Herzegovina also ratified the Protocol on Amendments and Supplements to Convention 108+.  

There are four criminal laws in Bosnia and Herzegovina and each of these laws prescribes the criminal offense of " unauthorized use of personal data." 

Judicial protection of personal data is also ensured through civil proceedings for compensation of damages under the Law on Obligations.   

One of the basic principles of the administrative procedure "protection of citizens' rights and protection of public interest" guarantees the protection of the rights of the parties in the procedure, as well as the lawful processing of personal data.   
1.4
Obligation to harmonize domestic legislation with European standards
Bosnia and Herzegovina has not harmonized its legislation in the field of personal data protection with the European standards. a i Hercegovina.

In July 2022, Bosnia and Herzegovina ratified the Protocol Amending Convention 108 (Convention 108+). By ratifying Convention 108+, the obligation to amend the domestic legislation in accordance with it was assumed. Article 6 of the Convention 108+ prescribes: "Each party shall take the necessary measures in its legislation to implement the provisions of this Convention and ensure their effective implementation."
Bosnia and Herzegovina has not harmonized its legislation in the field of personal data protection with the newly adopted regulations of the European Union, General Data Protection Regulation and the Police Directive.
Signing the Stabilization and Association Agreement between the European Communities and their Member States and Bosnia and Herzegovina, the obligation to harmonize legislation relating to the protection of personal data with Community law and other European and international privacy laws has been committed. With this Agreement, in Article 79, Bosnia and Herzegovina undertook to establish an independent supervisory body with sufficient financial and human resources in order to implement national legislation on personal data protection. 

The opinion of the European Commission on BiH's application for membership in the European Union in the report for 2022, in Chapter 23: Justice and Fundamental Rights, in addition to statistical indicators on the work of the Agency, states the following:
“No progress has been made in harmonizing legislation with the EU acquis on data protection. Bosnia and Herzegovina signed Protocol 223 amending the Council of Europe Convention on the Protection of Individuals with regard to Automatic Processing of Personal Data, which has not yet been ratified. The Agency Personal Data Protection of should be completely independent and have adequate human and financial resources. It should better harmonize the protection of privacy with the goals of the general public interest, in particular media freedom, electoral integrity and the fight against corruption. While the BiH Parliament must consult the Agency on legislative proposals, other legislative assemblies are not obliged to do so.“

II. ACTUALITIES   
2.1 Obligations of public authorities in the adoption of new legal solutions until the adoption of the new Law on Personal Data Protection

In the previous reports, the activities of the Agency on the drafting of the Proposal for the Law on Personal Data Protection with the aim of its compliance with the newly adopted EU legislation were described, on which occasion it was highlighted what kind of engagement the public authorities should have when adopting new legal solutions, in the meantime, until the adoption of the new Law on Personal Data Protection.      
Since no new law was adopted in this reporting period, in the continuation of the presentation we will repeat the parts of the Report on Personal Data Protection for 2019, 2020 and 2021, which refer to this issue. Here we will emphasize the engagement of public authorities in adopting European standards in order to better protect personal data. Despite the fact that the new law on the protection of personal data has not been adopted, this does not represent an obstacle to more active participation of both the legislative and executive authorities, at all levels, in this matter. Here, first of all, we mean a valid legal basis for the lawful processing of personal data, in various sectors, when the processing is necessary to comply with the controller's legal obligation and when the processing is necessary for the performance of tasks in the public interest or in the exercise of the controller's official powers.

The transitional period from the adoption to the application of the General Regulation and the Police Directive was two years, 2016-2018. The member states, but not only them, devotedly and quickly worked and are working on the analysis of existing legal solutions, as well as amendments, additions or the adoption of completely new laws. The adoption of legal solutions that have the necessary quality is extremely important for the protection of personal data. The agency, of course, has a significant place in this through giving opinions on the draft laws that prescribe the processing of personal data. However, the problem the Agency is facing is similar to the problem it has with requests from controllers to give opinions - who do not know the legal basis or the purpose of the personal data processing they are performing themselves. The Agency is not the one that should, in either case, offer solutions for specific situations. This is not the mission of the Agency and must not be imposed on it. That is why it is important that the proponents of the law recognize their role and responsibility when creating certain legal solutions. The proposer of the law, usually the competent ministry, if the law regulates data processing, should perform a quality assessment of the impact on the protection of personal data and clearly state this in the explanation of legal solutions. Based on the information obtained in this way, the Agency could give a high-quality opinion and thereby make an appropriate contribution to making the law high-quality and functional. By simply and arbitrarily prescribing the processing of personal data, huge problems are created both for the entities that implement those laws, and for the entities to which those laws apply, that is, for the persons whose rights are limited.
For the protection of personal data, laws that prescribe the processing of a special category of personal data, as well as laws that limit the rights of data subjects, are extremely important. In the first case, the basic principle is that the processing of a special category of personal data (racial or ethnic origin, political opinion, religious or philosophical beliefs or trade union membership, as well as the processing of genetic data, biometric data for the purpose of unique identification of a person, data on health or data about sex life or sexual orientation) and that the same is allowed only exceptionally. In the second case, restrictions on the rights of data subjects can only be made if such restrictions respect the essence of basic rights and freedoms and if they are necessary and proportionate in a democratic society for some of the legitimate goals: national security; defense; public safety; etc. Laws prescribing certain restrictions must contain specific provisions, as necessary, at least on the following: purposes of processing or categories of processing; categories of personal data; the scope of the imposed restrictions; protection measures to prevent abuse or illegal access or transmission; determination of data processors or categories of data processors; storage period and protection measures that can be applied taking into account the nature, scope and purposes of processing or categories of processing; risks to the data owner's rights and freedoms and the data owner's right to be informed of the restriction, unless this may be detrimental to the purpose of the restriction.

2.2
Problems in the work of the Agency 
In this Report, we list the problems that the Agency faces in its work, which are related to the adoption of the new Rulebook on internal organization, the procurement of an official vehicle for inspections and regarding accommodation facilities, since none of the highlighted problems have been solved.  
In the Reports for 2016, 2017, 2018, 2019, 2020 and 2021, we informed the Parliamentary Assembly of BiH and the public about problems that question the work of the Agency. Furthermore, we will remind you what information was involved and present information about the activities undertaken on certain issues in the reporting period. It is about the following:
1. In 2013, the Agency initiated the procedure of adopting a new Rulebook on internal organization. The reasons for drafting the new Rulebook are harmonization with the Decision on Principles for Determining the Internal Organization of BiH Administrative authorities and the Decision on Classification of Jobs and Criteria for Job Description in BiH Institutions.
Taking into account the competencies and scope of work of the Agency, as well as limiting financial resources, the number of executors in the Agency remained the same, but the structure of employees was changed, in a way that reduced the number of employees and increased the number of civil servants. After the activities, the Agency submitted the Proposal of the Rulebook to the Council of Ministers of BiH, for approval on May 19, 2016.
General Secretariat of the Council of Ministers of Bosnia and Herzegovina, on December 6, 2019 informed the Agency about the conclusion of the Council of Ministers of BiH, from the 178th session held on November 12, 2019, which gave consent to the Rulebook on the internal organization of the Agency, with the accepted correction of the Ministry of Finance and Treasury of BiH to abolish the position of clerk - head of office. This and such consent of the Council of Ministers of BiH is unenforceable and prevents the Agency from legally adopting the Rulebook on Internal Organization. Namely, in accordance with the relevant provisions of the Law on Administration, the rulebook on the internal organization of the independent administrative organization is adopted by the head of the independent administrative organization, with the consent of the Council of Ministers of BiH. Also, the manager is obliged to ensure the legal and efficient performance of work, enact regulations and issue other acts for which he is authorized. Precisely adhering to the authorities and taking into account the responsibility, a rulebook was proposed in order to ensure the rational and efficient work of the Agency. On the other hand, the Council of Ministers of BiH, given the essence of agreement in the procedures for the adoption of acts by several bodies, is not authorized to interfere in the merits in this way in certain decisions. It would be legal if the Council of Ministers of BiH did not give its consent and explain it, after which the director of the Agency could propose a new solution.  
After considering the Report on the Protection of Personal Data in BiH for 2019, the House of Representatives of the PABiH, on September 15, 2020. adopted a conclusion which, among other things, ordered the approval of the Rulebook on the internal organization of the Agency, which would enable the performance of tasks within the competence of the Agency. On October 28, 2020, the BiH Council of Ministers also reached two conclusions, one of which refers to the Rulebook on the Agency's internal organization. In the same Conclusion, it is stated that the Council of Ministers approved the Rulebook on Internal Organization at the 178th session held on November 12, 2019, and in this regard "instructs the Agency that, if it is necessary to draft a new text or change the existing one, to implement the prescribed procedure and submit the relevant rulebook to the BiH Council of Ministers for approval". 
On June 16, 2022, the Agency submitted to the Ministry of Justice of Bosnia and Herzegovina the proposal for the job description of the positions, in accordance with the relevant decisions
, for the purpose of giving an opinion. 
Regarding the same request, the Agency sent three urgent notices to the Ministry of Justice of BiH on June 27, 2022, September 12, 2022 and October 12, 2022. 

2. The Council of Ministers of BiH adopted the Rulebook on the conditions of procurement and manner of use of official vehicles in the institutions of BiH, which does not provide vehicles for inspection supervision for the Agency. The Agency has three official vehicles, which does not meet its needs. Such a solution questions the performance of the Agency's core activities. It should be borne in mind that the first authority of the Agency, prescribed by Article 40, paragraph (2) point a) of the Law, is to "supervise the fulfillment of the obligations prescribed by this law through inspection". Article 2, paragraph (2) of the Rulebook defines that "official specialized vehicles" and vehicles for performing "... and inspection activities...". Therefore, automatically, in Article 13 of the Rulebook, where the institutions of BiH that perform inspection work are listed, the Agency should have been mentioned as well.   
On July 6, 2021 information on the need to amend the Rulebook on the conditions of procurement and the way of using official vehicles in institutions of BiH with attachments was sent to the General Secretariat of the Council of Ministers of BiH. Considering that the aforementioned Information was not on the agenda of one of the sessions of the Council of Ministers of Bosnia and Herzegovina, an emergency notice was sent on December 9, 2021.
At the session held on October 26, 2022, the Council of Ministers adopted information on the need to amend the Rulebook on procurement conditions and the manner of using official vehicles in BiH institutions. 

The Ministry of Finance and Treasury of BiH is tasked with preparing the Proposal for the Rulebook on the amendment of the Rulebook on the conditions and manner of using official vehicles in the institutions of BiH, in accordance with the Proposal of the Agency. 
3. Furthermore, the Agency's problems with office space have not been resolved. The Council of Ministers of BiH, at the 130th session held on January 18, 2018 adopted the Decision on the allocation of office space for the accommodation of BiH institutions in Dubrovačka Street No. 6 in Sarajevo. The Decision in question assigned the Agency 11 offices, on the fourth floor of building "B", and one archive room, with a total area of 308.69 m2. However, due to inadequate and insufficient space, the Agency works in difficult conditions. 

We remind you that according to the Rulebook on Internal Organization, the Agency consists of four basic and six internal organizational units. Due to the nature of the work, management also implies oral communication with colleagues, and it would be optimal to have a separate office for management officers, which is now impossible to achieve. We cite as an example the current solution where the Head of the Department for Inspection Supervision and Complaints works in one office with two associates who do the most complex and responsible tasks within the Agency's jurisdiction. Citizen complaints are also received in the same room, which is inadmissible, because the submission of citizen complaints implies discretion and a separate room, as well as a telephone for the Help Desk. We emphasize that the office in question is not part of the office space allocated to the Agency, it is located on the ground floor of the building and is used with the verbal consent of the Service for Joint Affairs of the Institutions of Bosnia and Herzegovina. Therefore, the Agency does not have minimum requirements for legal and professional work. 

Regarding accommodation capacity, the General Secretariat of the Council of Ministers of Bosnia and Herzegovina on February 5, 2020 submitted a notice to the Agency that its Request for additional accommodation rooms was "taken off" from the initial agenda of the 4th session scheduled for February 6, 2020 at the request of the Collegium of the Council of Ministers of BiH because it is necessary that the "Agency in cooperation with the Service for Joint Affairs of the Institutions of BiH investigate the possibilities at the specified location and propose concrete acts to the Council of Ministers of BiH, which would consider the same and declare itself.
The Agency held discussions with the Service for Joint Affairs of BiH Institutions, at the director level, during which the Service for Joint Affairs of BiH Institutions expressed its readiness to propose the allocation of certain office space for the Agency at the same address. On that occasion, it was concluded that the final implementation of what was agreed upon will be possible with the adoption of the Law on the Budget of BiH Institutions and BiH's International Obligations for 2021.
III. WORK OF THE AGENCY  
3.1 Competences of the Agency 
The Agency is an independent administrative organization established to ensure the protection of personal data in Bosnia and Herzegovina. In that sense, Article 40 of the Law defines the competencies of the Agency: 
· to supervise the implementation of this Law and other laws on personal data processing; 

· to act on data subject’s complaints;

· to submit to the Parliamentary Assembly of Bosnia and Herzegovina annual reports on personal data protection, which should be available to the public;

· to follow the personal data protection requirements by giving proposals as to enacting or amending legislation governing the data processing, give opinions on the proposed laws and take care of fulfillment of the criteria relevant to data protection originating from international treaties that are binding for Bosnia and Herzegovina.

3.2 Powers of the Agency 
In order to perform duties and tasks, the legislator has given the following powers to the Agency:
· perform supervision, through inspection, over fulfillment of obligations stipulated by this law;

· keep the Central Registry;

· accept incentives and complaints of citizens concerning breaches of this Law;

· adopt implementing regulations, guidelines or other legal documents in line with the Law;

· order blocking, erasing or destroying of data, temporarily or permanent ban of processing, 

· issue warning or reprimand to the controller;

· impose penalties in misdemeanor proceedings, or submit a request for initiating proceedings in accordance with this Law,

· provide advice and opinions in the area of personal data protection;

· co-operate with similar authorities in other countries;

· exercises other duties as foreseen by law;

· monitor the transfer of the personal data out from Bosnia and Herzegovina.

These powers have made a real presumption for the Agency to adequately deal with personal data protection. In assessing the legality of personal data processing in each case, the Agency must fully answer four questions, namely:   

1. Is there any interference with this right? 

2. Is it in accordance with the Law? 

3. Whether processing is performed in order to achieve one of the legitimate aims?

4. Is it necessary and proportional in a democratic society?

3.3 Independence and capacities of the Agency 
The independence of the Agency is one of the key factors for implementation of international commitments and for efficient and proper functioning of the Agency. Its full independence gives the Agency the legitimacy to deal with assigned tasks. The importance of the independence of the Agency, as one of the key institutes of protection of personal data, imposes the need to refer to this segment in each Report on Personal Data Protection.

First of all, supervisory authority must have an independent organization. Article 35 of the Law in paragraphs (1) and (2) prescribes that: “The Agency is an independent administrative organization established for the purpose of ensuring the protection of personal data and is headed by its Director“ and „The Agency acts fully independently in performing the assigned duties.” Director and Deputy Director of the Agency are appointed by the Bosnia and Herzegovina Parliamentary Assembly, which may suspend and dismiss them prior to their mandate expiry, in cases specified in Article 45 of the Law. This solution strengthened the legitimacy of the Agency, backed by the Bosnia and Herzegovina Parliamentary Assembly. Namely, the Agency does not report to the Bosnia and Herzegovina Parliamentary Assembly about its work, but submits Report on personal data protection, in an attempt to avoid any influence on the Agency. This in no case excludes accountability and professionalism in the work of the Agency, on the contrary – it strengthens them. Independence means a ban for performing any profitable activities or any activity that may jeopardize the belief in its independence. We highlight the term „belief“, which is a subjective opinion of an individual about the independence of the Agency and which is therefore particularly demanding. Independence and responsibility are in direct proportion and function according to the system of connected vessels - the greater the independence, the greater the responsibility.
Financial independence of the Agency, as a special budget beneficiary, is secured through Article 36 of the Law, which regulates that funds necessary for the work of the Agency shall be secured from the budgets of the Bosnia and Herzegovina institutions and international commitments of Bosnia and Herzegovina. However, the procedure for the adoption of the budget opens up the possibility of an impact on the Agency, and it would be necessary to ensure a greater impact of the Parliamentary Assembly of Bosnia and Herzegovina in that part. 

The Agency is not an ordinary administrative body, as its main task is to supervise the implementation of laws regulating the processing and protection of personal data, including the assessment of the lawfulness of personal data processing. These are only a few basic parameters that significantly differentiate the Personal Data Protection Agency from other administrative organizations and the Agency should certainly be positioned as an independent body in full capacity in all laws regulating this issue.  
The Agency is authorized to issue authoritative orders. When the Agency notices illegal processing of personal data, it orders measures that the controller is obliged to take within a certain period and to inform the Agency about it. The same article stipulates that the Agency may require the controller or processor to provide it with information or allow access to any document and records that may contain personal data. The Agency has the right to enter the premises where personal data is processed, state and official secrets do not represent an obstacle for the Agency, while public bodies are obliged to provide assistance to the Agency, at its request, in the exercise of its competence. Of course, this is appropriately accompanied by misdemeanor provisions. The Agency's decisions are final and can be subject to evaluation only in an administrative dispute before the Court of Bosnia and Herzegovina.
The Agency must have the capacity to carry out the entrusted powers and authorities. Currently, the Agency does not have the necessary capacities (number of employees, budget, accommodation, vehicles, etc.) to legally and efficiently perform the entrusted tasks. Activities such as inspections, complaints procedures, opinions, issuance of misdemeanor orders, participation in court proceedings, maintenance of the Central Registry, etc., are very demanding and require sufficient capacities. Only 11 civil servants are assigned to the duties of implementing the Law. The biggest damage is suffered by the parties, that is, the complainants who, for the time being, turn to the Administrative Inspection of the Ministry of Justice of Bosnia and Herzegovina in smaller numbers, due to exceeding the deadlines for resolving. In accordance with the Law on Administrative Procedure, after the expiration of 60 days from the day of initiation of the administrative procedure, the Agency informs the applicants of the reasons for not resolving their cases and of the right to file a lawsuit with the Court of Bosnia and Herzegovina. 

If the lack of professional staff is added to the fact that in the reporting period, employees were absent for 439 days due to sick leave, we only get a realistic picture of the human resources the Agency has at its disposal.   
One of the legal obligations of the Agency is to monitor the situation in the field of personal data protection, and in that regard to issue proposals, initiatives, and opinions. In the past, the Agency did so. However, the proponents of legislation regulating protection of personal data, by rule, do not submit their proposals to the Agency for its opinion and this problem needs to be systematically resolved.  
Within the framework of communication with the public, the dissemination of knowledge on personal data protection is one of the basic instruments that enable the effectiveness of the work of any supervisory body dealing with personal data protection. The Agency actively works on the promotion of rights arising from the protection of personal data, and regularly informs the public about its activities. 
Activities on promotion of personal data protection through the holding of trainings and seminars were completely absent. Only one seminar was held, which is described in detail in point 3.15 Participation in conferences, seminars and round tables. The only reason for this is the lack of human resources. 
3.4 Inspections 
	
	
	


During the reporting period, a total of 75 (seventy-five) direct inspections were performed, of which 60 (sixty) regular and 15 (fifteen) extraordinary inspections.

1.1.1.  Regular inspections  

Regular inspections were performed on the basis of the Annual Work Plan for Inspections No. 03-1-37-2-1-1/22 of January 25, 2022, pursuant to which the monthly work plans for February, March, June, July, August, September, October and November 2022 were adopted.  
The annual inspection supervision plan is adopted to direct this activity towards precisely defined sectors. This year, regular inspections are planned for public authorities that have not fulfilled the obligations prescribed by the Law, agencies for the protection of persons and property, public authorities and institutions that process personal data of insured patients, police authorities that have access to public registers and records of personal data that run by public authorities, public and private educational institutions in Bosnia and Herzegovina, business entities that keep records of customers/users of services.
The monthly work plan of the inspection for the month of March includes planned inspections in entity and cantonal bodies and public enterprises, educational institutions, cities and municipalities to control the fulfilment of the obligations prescribed by the Law. The monthly plans for April, May, June, July, August and September foresee inspections at the organizational units of police authorities at the entity and cantonal levels of government, to review the legality of processing personal data in the records maintained by the Agency for Identification Documents, Records and Data Exchange BiH. 
During the remaining five months of the reporting period, the Agency did not schedule regular inspections due to an increased workload of procedures related to complaints and other matters that fell within the Agency's jurisdiction and the inspectors dealt with them. Additionally, one of the vehicles used by the inspectors during inspections was out of order for a period of time. 

In accordance with the monthly inspection plans, 60 (sixty) regular inspections were carried out by the following controllers:

Higher education institutions:
1. University of Tuzla 
2. Kallos European University in Tuzla
3. University of Travnik 
4. College "CEPS-Center for Business Studies" Kiseljak
Cities and municipalities:
1. City of Visoko
2. The city of Gradiška 

3. City of East Sarajevo
4. Municipality of Gacko 

Ministries:
1. Ministry for Veterans Affairs of Herzegovina-Neretva Canton
2. Ministry of Economy of Zenica - Doboj Canton
3. Ministry of Internal Affairs of Sarajevo Canton - Police stations Trnovo and Hadžići. 

4. Ministry of Internal Affairs of Herzegovina-Neretva Canton - Police stations Jablanica, Prozor – Rama, Čapljina, Stolac and Čitluk
5. Ministry of Internal Affairs of Zenica - Doboj Canton - Police stations Breza, Vareš and Maglaj 
6. Ministry of Internal Affairs of Tuzla Canton - Police stations Banovići, Živinice and Kalesija
7. Ministry of Internal Affairs of the Central Bosnian Canton - Police stations Jajce, Bugojno and Novi Travnik 
8. Ministry of Internal Affairs of the Bosnian-Podrinje Canton of Goražde - Police station Ustikolina
9. Ministry of the Interior of the West - Herzegovina Canton - Police stations Grude, Široki Brijeg and Ljubuški

10. Ministry of Internal Affairs of Canton 10 - Police stations Kupres, Tomislavgrad, Glamoč and Livno
11. Ministry of Internal Affairs of Posavina Canton - Police stations Domaljevac-Šamac and Odžak 
12. Ministry of Internal Affairs of the Republic of Srpska - Police stations: Trnovo, Foča, Mrkonjić Grad, Doboj 2, Vlasenica, Osmaci, Milići, Bratunac, Srebrenica, Han Pijesak, Omarska, Oštra Luka, Bijeljina 2, Janja, Stanari, Teslić, Kotor Varoš, Čelinac, Bileća, Trebinje, Ugljevik, Lopare, Čajniče and Novo Goražde
Inspections have established that higher education institutions, cities and municipalities, as well as the Ministry for Veterans Affairs of the Herzegovina-Neretva Canton and the Ministry of Economy of the Zenica-Doboj Canton, have not fulfilled the obligations prescribed by the Law. Therefore, they did not register the collection of personal data to the Agency's Central Registry, they did not pass a regulation with the aim of implementing the Law and the Security Plan for the protection of personal data, nor did they establish special records on personal data that were given to a third party and the purpose for which they were given, as well as records on rejected requests of personal data subjects for access to their data. In accordance with the established, appropriate solutions were adopted.

The legality of police officers' access to the records maintained by the Agency for Identification Documents, Records and Data Exchange of BiH was controlled by inspections in the Ministries of Internal Affairs. In the case of certain approaches, shortcomings related to failure to provide reasons for access to the records, an unargued and legally unfounded approach were identified. In addition to these deficiencies, deficiencies were also identified on the part of the police authorities who did not, in an adequate manner, familiarize the police officers with the security measures for the protection of personal data or at least did not provide proof of this, and that they did not establish audits of access to personal data in order to determine which police officer had access to the records and for what reasons.
In accordance with the established, appropriate decisions were made.

1.1.2. Audit inspections
   Audit inspections were not carried out.
1.1.3. Extraordinary inspections
Extraordinary inspections were carried out in the procedure following the objection of personal data subject and on official duty, when the circumstances of the specific case pointed to the need for immediate inspection.
Controllers with whom extraordinary inspection supervision was performed in the complaint procedure are: 
1. Archive service ltd. Sarajevo – in order to determine the facts and circumstances under which the documentation of members of the FBiH Chamber of Notaries is archived.
2. Health Insurance Fund of RS, Istočna Ilidža Office - to determine the legality of requesting medical reports and medical board reports for the purpose of sick leave reimbursement.
3. Health Insurance Fund of RS, East Sarajevo Branch - in order to determine the facts and circumstances under which the employees of the aforementioned controller access the personal data of the insured contained in the Integrated Health Information System.
4. PHI Medical Center"Pale" - for the purpose of determining the facts and circumstances under which the employees of the aforementioned controller access the personal data of patients contained in the Integrated Health Information System.
5. Telemach BH ltd. Sarajevo - in order to determine the facts and circumstances under which the documentation of service users is collected when terminating the subscription contract.
6. Ćevabdžinica "Venera" Sarajevo - to determine the facts and circumstances under which personal data is processed using video surveillance.
7. Federal Institute for Pension and Disability Insurance, Cantonal Administrative Service for Sarajevo Canton - to determine the facts and circumstances under which personal data is processed using video surveillance of official premises.
8. PI "Nikola Tesla" Elementary School, Pilica - to determine the facts and circumstances under which personal data is processed using video surveillance of the school facility.

9. MKD "Digital Finance International" ltd. Banja Luka, Office for Microcredits Sarajevo - to determine the facts and circumstances under which personal data of clients are processed.
10. NLB Bank jsc. Sarajevo - in order to determine the facts and circumstances under which the personal data of employees are processed.
11. PE Info center Sokolac - for the purpose of determining the facts and circumstances under which personal data is processed using video surveillance cameras in the premises of the enterprise.

12. ITX ltd. Sarajevo – in order to determine the facts and circumstances regarding the use of audio surveillance in official premises. 
Controllers with whom extraordinary inspection supervision was carried out in the procedure ex officio are:
1. PI Elemantary school „Alija Nametak“ – in order to determine the facts and circumstances under which personal data is processed through video surveillance of the school facility. 

2. Mondi-Consulting ltd. Sarajevo - to determine the facts and circumstances under which personal data is processed using video surveillance over business premises. 

3.  „LAVINA“ ltd. Jahorina-Pale –  in order to determine the facts and circumstances under which personal documents of hotel guests are retained.
1.1.4. Comparative data of inspection activities 2013 – 2022
	INSPECTION ACTIVITIES 

	
	2013
	2014
	2015
	2016
	2017
	2018
	2019
	2020
	2021
	2022

	Total
	111
	88
	90
	93
	83
	42
	16
	36
	78
	75

	Regular
	53
	43
	53
	56
	53
	14
	0
	25
	62
	60

	Audit
	  1
	2
	1
	1
	0
	0
	0
	0
	0
	0

	Extraordinary
	57
	43
	36
	36
	30
	28
	16
	11
	16
	15

	Complaints
	8
	2
	1
	4
	0
	0
	0
	0
	0
	0
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3.5 Complaints  
The right to complain is prescribed in Article 30 of the Law. Every personal dana subject, a natural person to whom the data refers, has the right to submit a complaint to the Agency when he learns or suspects that the controller or data processor has violated his right or that there is a direct risk of violation of the right.

​
1.1.1. Resolving complaints     
A total of 206 complaints were received, 104 complaint procedures were completed, of which 41 complaints were fully and partially accepted. Twenty five complaints were rejected as unfounded. Twenty complaints were concluded with conclusions due to the suspension of the procedure or the existence of reasons for rejection. For eight objections decisions were made that it is considered that the objection was not even submitted.

Two complaints were resolved as part of the ex officio procedure, one complaint was resolved as part of the procedure initiated in 2021, one was forwarded to the competent authority for acting, while for six complaints the complainants were provided with an appropriate notification or response regarding the complaint.  

In order to properly and completely establish the factual situation, extraordinary inspection supervision was carried out in three complaints procedures.

​ 
A total of 102 objections remained unresolved.   

1.1.2. Complaints against public sector controllers
A total of 64 complaints were filed against controllers from the public sector, of which 37 complaints were resolved. Eleven objections were accepted.
Controllers against whom complaints were accepted as founded:
1. Municipality of Novo Sarajevo, due to the processing of personal data in the competition procedure according to the Public competition for the appointment of six members of the Municipal Election Commission.

2. ​Cantonal Public Utility Company "Heating Sarajevo" ltd. Sarajevo, due to the collection of a certified copy of the identity card of the candidates who applied for the public competition for the election of members of the Management Board.
3. The Ministry of Culture and Sports of Sarajevo Canton, due to the requirement of a certificate of non-conduct of criminal proceedings, a certificate of non-punishment for a misdemeanor and/or for a committed criminal offense, from candidates in the competition procedure. (2 complaints) 
4. The Ministry of Veteran Affairs of the Sarajevo Canton, due to the requirement of a certificate of non-conduct of criminal proceedings, a certificate of non-punishment for a misdemeanor and/or for a committed criminal offense, from candidates in the competition procedure. 
5. Sarajevo Canton Tourist Board, due to the publication of signatures of authorized signatories on the official website.
6. Municipality of Novo Sarajevo, due to the retention of documentation collected following a public call for the appointment of members of the Health Council. 

7. Cantonal Public Utility Company "Water supply and sewerage" ltd. Gornji Vakuf - Uskoplje, due to the delivery of an no envelope bill for the utility services provided. 
8. Music Academy of the University of Sarajevo, due to the publication of the Report of the selection committee for the position of assistant professor in the field of conducting on the official website.

9. Veterinary Faculty of the University of Sarajevo, due to the publication of the negative Report of the Commission for the Selection of Academic Staff to the title of Assistant Professor on the official website. 
10. Pension Disability Insurance Fund of the RS due to failure to provide information related to pension payments to the holder of personal data.
1.1.3. Complaints against private sector controllers 
A total of 57 complaints were filed against controllers from the private sector, of which 24 were resolved. Nine complaints were adopted.
Controllers against whom complaints were accepted as founded: 
1. Utilities ltd. Bosanski Petrovac for requiring a certificate of non-punishment and a certificate of no criminal proceedings being conducted from candidates who apply to the Public competition for employment.
2. Brown coal mine "Banovići" jsc Banovići, for providing video surveillance footage. 
3. Telemach BH due to failure to provide information on the duration of processing of personal data in the archive, to the personal data subject. 
4. LAVINA" ltd. Jahorina - Pale, due to retention of identification documents at the hotel reception.

5. Binas jsc. Bugojno, for delivering the payroll to other unauthorized persons. 

6. UniCredit Bank jsc. Banja Luka, due to the request for information on employment and the level of income of clients for the purpose of updating the data.
7. ASA BANK jsc. Sarajevo due to the processing of personal data for the purpose of direct marketing. ASA BANK d.d. Sarajevo.
8. Sparkasse jsc. BiH, due to requiring a copy of the ID card when collecting money paid through the Western Union application.
9. Party of Democratic Progress, due to the processing of personal data for the purpose of direct marketing.
1.1.4. Complaints from 2020 and 2021 ended in the reporting period 
A total of 89 complaints from 2021 were resolved, of which 51 objections were fully accepted, while 10 objections were partially accepted. Twenty complaints were rejected as unfounded. Four complaints were concluded with a conclusion due to the suspension of the proceedings or the existence of reasons for rejection. For four complaints, decisions were made that the complaint was considered as if it had not even been submitted.

One complaint from 2020 was resolved.
Controllers from the public sector against whom complaints were accepted as well-founded and partially well-founded:
1. Railways RS jsc. Doboj, due to the processing of data on the employee's state of health. 

2. The union of BH Telecom, due to the publication of a document, which contains information about membership in the union and the content of the power of attorney for representation against the union on the official website.
3.  "PE BH POŠTA" ltd. Sarajevo, Post Center Bihać, due to the publication of the Decision of the Appeals Committee in the disciplinary procedure on the notice board of the Post Center Bihać. 
4. RS Ministry of Internal Affairs, PU Banja Luka, due to the processing of data on criminal judgments in the records after the expiration of the legal term.

5. ​Ministry of Internal Affairs of the RS, PA Banja Luka, due to the processing of data on criminal judgments in the records after the expiration of the legal term.
6. Public company BH Post ltd. Sarajevo - Post Center Bihać - Post Bužim, due to the processing of personal data through video surveillance.
7. The City of Banja Luka and the Banja Luka Construction Institute, due to automatically entering ID number on the payment order for the utility fee and delivering it to the address without an envelope.  

8. The Municipal Court in Bugojno and the Public Company BH Post, due to the receipt and delivery by post of court documents that are not adequately enveloped.  

9. The City Council of the City of Cazin due to the requirement of a certificate of impunity in the competition procedure for the appointment of a member of the Municipal Election Commission. 

10. Police of the Brčko District of Bosnia and Herzegovina due to the processing of personal data through video surveillance. 
11. The Directorate for Indirect Taxation of Bosnia and Herzegovina, due to the processing of personal data from the lawyer's file, during control of the tax payer attorney.
12. Municipal Court in Sarajevo due to the combination of personal data of several persons in the Certificate of Data from the Land Register. 

13. Municipality of Centar Sarajevo due to the delivery of the Agreement on the purchase and sale of real estate to the councilors of the Municipality of Centar Sarajevo, along with materials for the thematic session (two cases)
14. PI Center for Social Work Bihać due to the processing of personal data through video surveillance. 
15. Elementary school "21. March" Matuzići for sharing a private e-mail address, in an e-mail to a group of school employees.
16. Public utility company "Komrad" ltd. Bihać, due to the processing of personal data through video surveillance cameras and unauthorized obtaining of personal data.
17. The City of Zenica due to the processing of personal data in the competition procedure for the selection of members of the management boards of public institutions. 

18. Sarajevo Canton Health Insurance Institute for submitting a decision on home isolation and placing it under medical supervision.
19. Ministry of Finance of the Una-Sana Canton, due to the processing of personal data of a minor child. 
Controllers from the private sector against which complaints were accepted as well-founded and partially well-founded:
Controllers - legal entities:
1. Association of condominium owners in Tuzla, due to the processing of personal data through video surveillance in the entrance and in front of the entrance of the building.

2. ​Association of condominium owners in Tuzla due to the processing of personal data through video surveillance in the entrance and in front of the entrance of the building. 

3. Tafkid ltd. Helen Doron English master franchisor for Bosnia and Herzegovina due to failure to submit notification of receipt of application (curriculum vitae and motivation letter) for the job advertisement.
4.  "ALBA Zenica" ltd. Zenica, due to the processing of ID number of utility users and collection of evidence of property ownership. 

5. Profesional Line ltd. Brčko due to the processing of ID number of the participants of the presentation on the "handover sheet", during the presentation of the product (two cases) 
6. Profesional Line ltd. Brčko due to the processing of personal data for the purpose of direct marketing.

7. Medico Laser eye clinic in Banja Luka due to the processing of personal data through video surveillance. 
8. City Committee of the Union of Independent Social Democrats Banja Luka, due to the processing of personal data for the purpose of direct marketing (three cases)
9. The company Pharmamed ltd. Travnik, due to the submission of data on changed working capacity.

10. Gallery ltd. Sarajevo, due to the processing of personal data whose source and method of collection are unknown. 
11. Sparkasse Bank jsc. BiH, due to the processing of personal data for the purpose of direct marketing.
12. Hotel Cezar in Banja Luka due to the processing of personal data through video surveillance.
Controllers - natural persons:
1. A natural person from Zenica due to the processing of personal data through video surveillance at a private residential building. 

2. A natural person from Hadžići due to the processing of personal data through video surveillance by recording private and public areas.
3. A natural person from Nemila due to the processing of personal data through video surveillance, on the balcony and outside parts of the apartment.

4. A natural person from Breza due to the processing of personal data through video surveillance in a residential building.
5. A natural person from Trebinje due to the processing of personal data through video surveillance in the building.
6. A natural person from Tuzla due to the processing of personal data through video surveillance at a private residential building.
7. A natural person from Čitluk due to the processing of personal data through video surveillance at a private residential building.
8. A natural person from Bihać due to the processing of personal data through video surveillance at a private residential building.
9. A natural person from Živinice due to the processing of personal data through video surveillance at a private residential building.
10. A natural person from Doboj due to the processing of personal data through video surveillance at a private residential building.
11. A natural person from Bijeljina due to the processing of personal data through video surveillance at a private residential building.
12. Against a religious official from Stari Šipovo for processing personal data through video surveillance in the courtyard of a religious building. 
13. Association of apartment owners from Banja Luka due to processing of personal data through video surveillance installed at the entrance to the building. 

14. A natural person from Bijeljina due to the processing of personal data through video surveillance cameras installed on a private residential building.
15. A natural person from Sarajevo due to the processing of personal data through video surveillance at a private residential building.
16. A natural person from Konjic due to the processing of personal data through video surveillance at a private residential building.
17. A natural person from Ilijaš due to the processing of personal data through video surveillance at a private residential building.
18. A natural person from Vitez due to the processing of personal data through video surveillance at a private residential building.
19. A natural person from Ilijaš due to the processing of personal data through video surveillance at a private auxiliary facility.
20. A natural person from Visoko due to the processing of personal data through video surveillance at a private residential building.
21. A natural person from Vogošća due to the processing of personal data through video surveillance at a private residential building.
22. A natural person from the Brčko District of Bosnia and Herzegovina, due to the processing of personal data through video surveillance on the residential building and yard, and through wiretapping.

23. A natural person from Kalesija due to the processing of personal data through video surveillance at a private residential building.
24. A natural person from Sarajevo due to the processing of personal data through video surveillance at a private residential facility.
25. A natural person from Foča due to the processing of personal data through video surveillance at a private residential building.
26. A natural person from Bugojno due to the processing of personal data through video surveillance at a private residential building.

27. A natural person from Vogošća due to the processing of personal data through video surveillance at a private facility.
In the retrial, one complaint from 2020 was resolved, due to the processing of ID number and private bank accounts in the Proposal for Execution submitted to the District Commercial Court in the procedure for the collection of litigation costs. 

1.1.5. Comparative data of complaints for 2013 – 2022 
	COMPLAINTS

	
	2013
	2014
	2015
	2016
	2017
	2018
	2019
	2020
	2021
	2022

	A total of complaints
	107
	140
	121
	113
	96
	148
	133
	168
	183
	206

	Decisions
	75
	87
	90
	70
	67
	76
	74
	74
	56
	77

	Notifications and replies
	1
	0
	0
	0
	0
	0
	1
	  12
	6
	6

	Assigned items
	0
	0
	0
	3
	1
	2
	1
	1
	4
	1

	Conclusions
	16
	19
	18
	28
	11
	2
	18
	21
	26
	20

	Items in work
	12
	34
	17
	12
	17
	68
	39
	60
	91
	102

	Items from the previous year
	12
	13
	34
	14
	12
	15
	61
	49
	60
	90
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3.6 Ex officio proceedings  
 The Agency initiates the procedure ex officio on the basis of knowledge of illegal processing or suspicion of illegal processing of personal data. Knowledge can be gained through the reporting of various entities, including anonymous reporting, observation on electronic and written media, the Internet, from other subjects in the work of the Agency and the like.
1.1.1. Initiated ex officio proceedings
In the reporting period, a total of 95 proceedings were initiated ex officio. In order to properly and completely determine the factual situation, an extraordinary inspection was carried out ex officio in 12 proceedings.
A total of 56 cases remain unresolved.

1.1.2. Ex officio proceedings against public sector controllers
According to controllers from the public sector, 56 procedures were initiated. A total of 22 decisions were adopted.

Three cases were resolved in a different way: one urgent order was sent for the execution of the decision from the previous period, and two instructions were issued on previously adopted decisions that decided on the specific processing of personal data.

A total of 31 cases remained unresolved. 
1.1.2.1. Controllers which are imposed administrative measures: 
1. PI "Our Child", due to the processing of personal data through video surveillance (two decisions)
2. The municipality of Istočno Novo Sarajevo due to the publication of the extract from the temporary central voter list on the official website. 
3. The Health Insurance Institute of Sarajevo Canton is facing an issue due to the disclosure of personal data of candidates for employment. 

4. City of Čapljina - Market inspection due to disclosure of personal data of applicants for inspection control.
5. The Ministry of Labor and Veterans' and Disabled Persons' Protection of Republic of Srpska is facing scrutiny for including personal identification numbers (ID) and addresses of employees in pay lists, affecting both legal entities/entrepreneurs and public institutions in Republic of Srpska.
6. The Ministry of Internal Affairs of the RS for the processing of personal data of persons from security agencies and the Armed Forces of Bosnia and Herzegovina via form D-19. 
7. PI Center for Social Work Travnik, for collecting certificates of non-punishment and certificates of non-conduct of criminal proceedings from candidates for employment. 

8. The Agency for the Sava River Basin, located in Sarajevo, is under scrutiny for collecting copies of candidates' ID cards and driver's licenses as part of the employment application process.
9. The Tourism Association of Sarajevo Canton is facing criticism for requesting certificates of criminal record or certificates of no ongoing criminal proceedings, as well as certificates from misdemeanor records, from candidates for the selection and appointment of members to the Tourism Association. 

10. The Ministry of Culture and Sports of Sarajevo Canton, due to the collection of certificates that no criminal proceedings are being conducted against the responsible person and that he has not been legally convicted of a misdemeanor and/or a criminal offense, in the competition procedure. 
11. Municipality of Novi Grad Sarajevo due to the collection of copies of citizens' identification documents when making decisions about jobs important for life and work in the area of the local community. 
12.  The City of Bihać due to the publication of the "Proposal of the list for awarding scholarships to students with deficits and other degrees in the second and higher years of study" on the official website and Facebook page. 

13.  The Municipal Election Commission of Modriča due to the publication of the Extract from the temporary central voter list for regular voters, on the official website. 
14. The Municipal Electoral Commission of Bratunac due to the processing of the ID number of the members and deputy members of the electoral committees in the act on the appointment of members of the electoral committees and its publication on the official website.
15. The Ministry of Foreign Affairs of Bosnia and Herzegovina, due to the publication of the list of citizens registered to vote outside Bosnia and Herzegovina on the official website of the Embassy of Bosnia and Herzegovina in Sweden. 
16. Ministry of Communications and Transport of Bosnia and Herzegovina due to the prescription of: ID number of vehicle owners and users in the certificate of registration and certificate of vehicle ownership, a unique information system for stickers and vehicle records in the Rulebook on Vehicle Registration. 
17. Municipality of Busovača due to publication of ID number, residential address and private contact phone number of the councilor, on the official website. 
18. BiH Police Support Agency for photographing employees when recording their presence at the workplace.
19. The Faculty of Agriculture and Food in Sarajevo due to the publication of lists of students who need to undergo systematic examinations at the Institute for Student Health Protection.
20. Railways of the RS, due to inadequate handing over of pay lists to employees. 

21. Electrotechnical School for Energy Sarajevo for allowing unauthorized persons to view the acts of the Commission for evaluation, promotion and acquisition of professional titles of educators, professors/teachers and professional associates. 
1.1.3. Ex officio proceedings against private sector controllers
According to controllers from the private sector, 38 procedures were initiated ex officio. Completed 16 procedures with the adoption of the appropriate administrative act.
A total of 15 cases remain unresolved.
3.6.3.1. Ex officio proceedings against controllers – legal persons
A total of 21 proceedings were initiated against the controllers of legal entities. Seven procedures were completed with the adoption of the corresponding administrative act.
A total of three decisions were made, one of which determined that the application was fully founded, that the application was partially founded, and that the application was unfounded. In four cases, conclusions were reached by which the applications were rejected due to the Agency's lack of jurisdiction.

​
A total of three decisions were made, one that determined that the application was fully founded, that the application was partially founded and that the application was unfounded. In four cases, conclusions were reached by which the applications were rejected due to the Agency's lack of jurisdiction.
In two cases, a response was provided to the applicant to contact the controller for information on personal data processing and after that to submit a complaint to the Agency in this regard, i.e. to contact the competent investigative authorities. Two cases were submitted to the prosecutor's office for competent action.

​
A total of 10 cases remained unresolved.
Controllers ordered to take administrative measures:  

1. Makbel Trade ltd. Sarajevo in order to collect a copy of the traffic license for the purpose of insuring the purchased tires. 

2.  Telemach BH ltd. Sarajevo in order to retain the death certificate in the event of the death of the service user. 
1.1.4. Ex officio proceedings against controllers - natural persons
A total of 17 proceedings were initiated against natural persons as controllers, nine of which were concluded by the adoption of the appropriate administrative act.

​A total of six decisions were made, four decisions determining that the report was fully founded and two decisions determining that the report was not founded. Three conclusions were reached, due to the incompetence of the Agency for handling, due to the irregularity of the report and because the controller eliminated deficiencies during the procedure.
A total of five cases remained unresolved. 

Controllers who were ordered to take administrative measures:  
1. A natural person from Sarajevo, due to the installation of a video surveillance camera above the entrance door of the apartment on the first floor of the building.
2. A natural person from Sarajevo, due to the installation of a video surveillance camera in the common part of the building. 
3. A natural person from Zenica, due to the installation of a video surveillance camera on the outside of the house.
4. A natural person from Sarajevo, due to the installation of a video surveillance camera above the front door of the apartment.
In one case, the applicant was notified that personal data was being processed for journalistic purposes, which is not covered by the Law, and in another case, the applicant was informed that the Agency had previously conducted proceedings against the reported controller on the same factual basis. In one case, the applicant was directed to file a complaint. 

1.1.5. Cases from 2020 and 2021 resolved in the reporting period
In the reporting period, three ex officio cases initiated in 2020 and 42 cases initiated in 2021 were resolved in which appropriate administrative acts were adopted.
In 32 cases, decisions were made ordering administrative measures to the controllers, while in two cases the reports were partially founded. In nine cases, it was determined that the reports were unfounded. Conclusions were reached in two cases, in one case due to lack of jurisdiction, while in the other case the proceedings were suspended because the deficiencies were eliminated before the decision was made. 

One case was submitted to the prosecutor's office for competent action, one applicant was instructed to contact the competent investigative body, while in one case a proposal was made to the controller for amendments to the FBiH Road Transport Act.
One case remained unresolved. 
Controllers from the public sector who were ordered to take administrative measures: 

1. JP “BH Pošta” ltd. Sarajevo, due to delivering a copy of the delivery booklet with personal data of other users of postal services to a third party. 

2. JP “Autoceste FBiH” ltd. Mostar, due to the requirement that interested natural persons submit a copy of their driver's license, traffic license, registration certificate, and vehicle ownership certificate along with the "Request for exemption from paying tolls on highways, expressways and toll facilities in FBiH".
3. The Ministry of Health and Social Protection of the RS, due to the registration of the ID number of the applicants in the decisions establishing the rights from the Law on Social Protection.
4. Agency for the water area of the Sava River, due to the processing of personal data through video surveillance.
5. The Ministry of Education of the Canton of Sarajevo for maintaining a "Checklist for daily monitoring of health status", "List of contacts" and "Epidemiological questionnaire for "third" persons who have to enter the premises of the institution", in primary and secondary schools. 
6. Brown coal mine "Breza" ltd. Breza, due to the publication of the document, which contains a list of workers who initiated lawsuits for the collection of contributions, on the bulletin board.

7. “Utilities” ltd. for communal and service activities Bosanski Petrovac due to the requirement of a certificate of non-conviction and a certificate of non-conduct of criminal proceedings in addition to applying for competitions for the selection and appointment of the director of “Utilities”.
8. The Federal Institute for Pension and Disability Insurance due to the request of land registry extracts from employees or their spouses in order to exercise the right to compensation for transportation costs. 

9.  The Municipality of Stari Grad Sarajevo for demanding a copy of the identity card from persons who apply for the Public Invitation to participate in the work of the Commission for Technical Inspection of Buildings. 

10. PI Elementary School "Čengić Vila 1" in Sarajevo due to processing of personal data through video surveillance (two cases)
11. "Faculty of Agriculture and Food of the University of Sarajevo due to the publication of exam results on the official website. 
12. Communal Public Company ltd. Maglaj, due to requesting a copy of the identity card from the candidate during the competition procedure.  

13. PI Sports Hall "Mladost" Prijedor due to the processing of personal data via video surveillance. 
14. Cantonal Public Utility Company "Rad" ltd. Sarajevo for collecting copies of identity cards from the owners of relocated unregistered and abandoned vehicles and wrecks during their collection.
15. PI "Rad" ltd. Lukavac due to the processing of JMB of the service user in the contract for the provision of communal services. 

16. Public institution "Our Child" Tuzla, due to illegal processing of personal data through video surveillance.
Controllers from the private sector who have been ordered to take administrative measures:
1. A natural person, a representative of condominium owners of a building in Sarajevo, due to the publication of a list of condominium owners with data on the individual amount of the monthly fee for the maintenance of common parts of the building, their payments and possible debts.
2. A natural person from Gornji Vakuf - Uskoplje due to the processing of personal data through video surveillance.
3.  A natural person from Tuzla due to the processing of personal data through video surveillance.
4. “Mrkulić – Company” ltd. Sarajevo - Ilidža due to retention of identification documents of hotel guests.
5. „MCI“ ltd. Široki Brijeg due to the processing of personal data through video surveillance. 

6. „Karliko“ ltd. Ljubuški due to the processing of personal data through video surveillance. 

7. Fortitudo ltd. Travnik for collecting personal data of workers and their family members, for the purpose of organizing various events.

8. Karate Federation of Bosnia and Herzegovina due to the processing of ID number of athletes/competitors during registration through the official website. 

9. A natural person from Sarajevo due to the processing of personal data through video surveillance.
10. Raiffeisen Bank jsc. BiH due to the processing of ID number of persons who do not have the status of a client. 
11. Representatives of apartment building owners in Sarajevo due to the processing of personal data through video surveillance in the elevators. 

12. Klas ltd. Sarajevo due to the processing of personal data of workers and their family members that are not necessary for the exercise of rights and obligations from the employment relationship. 
13.  Association of condominium owners in Bijeljina due to the publication of lists of condominium owners with amounts owed for heating and maintenance of common premises.

14. RSA Gaming ltd. Banja Luka due to requiring a copy of an ID card from candidates in the competition procedure.

15. To a natural person, the representative of condominium owners in Sarajevo, due to the processing of personal data through video surveillance.
16. To a natural person from Milići, due to the processing of personal data through video surveillance.

17. Arhiv servis ltd. Sarajevo due to failure to take organizational and technical measures to protect personal data.
1.1.6. Comparative data of ex officio procedures 2013 – 2022
	EX OFFICIO  PROCEDURES 

	
	2013
	2014
	2015
	2016
	2017
	2018
	2019
	2020
	2021
	2022

	Procedures in total
	34
	29
	44
	55
	45
	69
	66
	101
	84
	95
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3.7 Examples from practice  
1.1.7. Publication of the negative report of the commission for the selection of academic staff on the official website of the faculty
The Agency received a complaint from a natural person (hereinafter: the complainant), against the Faculty of Veterinary Medicine of the University of Sarajevo (hereinafter: the Faculty), due to the publication of the Report of the Commission for the preparation of proposals for the selection of academic staff for the position of assistant professor for a specific field, with his personal data on the official website vfs.unsa.ba. The complaint was accepted as well-founded, and the Faculty of Veterinary Medicine was ordered to remove the content related to the complainant from the official website.
The complainant stated that in 2022 he applied for the Competition for the selection of academic staff for the scientific-teaching title of Assistant Professor in the field of "Basic Sciences of Veterinary Medicine", which was announced by the Faculty. On the website of the Faculty, the report of the Commission for the preparation of proposals for the selection of academic staff was published, in which his personal data (phone number, current employment, etc.) and a complete biography were published. Given that a negative report was written, the complainant questioned why his personal data were published and that he believes that his rights are threatened by such publication. The Competition for the selection of academic staff and the Committee's Report, which was published on the Faculty's official website, are attached.  

According to the Faculty, in accordance with the Law on Higher Education, the head of the organizational unit is obliged to publish the report of the selection committee with the committee's proposal on the website no later than seven days before the council meeting where the proposal is voted on. It was pointed out that the report must be published regardless of whether it is positive for the candidate or not and that a penalty is prescribed if the organizational unit does not publish the report with the proposal on its website. 
The following views were expressed:
In accordance with the principle of fairness and legality, the relevant regulations in this legal matter are:
· The Law on Higher Education that was in force at the time of the subject processing of the complainant's personal data
· Statute of the University of Sarajevo (hereinafter: Statute).
The Law on Higher Education stipulates that the head of the organizational unit is obliged to publish on the website the report of the committee for selection into the title with the proposal of the commission in the part that refers to the fulfillment of the prescribed conditions for selection into the academic title by the registered candidates.
The statute stipulates that the success of the entrance lecture is evaluated by the committee for preparing proposals for the selection, taking into account the results of the students' evaluation of the lecture, and that the evaluation is respected by the committee and is an integral part of the report that is submitted to the faculty/academy council, and which documentation the candidate for selection in the academic the title is attached to the competition application, without prejudicing whether it is an integral part of the report of the commission.  
The intention of the provisions of the Law on Higher Education, as a legal basis for the publication of the complainant's personal data on the official website of the faculty, is to publish the report of the selection committee in the name of those candidates who meet the conditions for selection. There is no logical explanation for a different understanding. 

The question arises whether for the transparency of the process of admission and promotion to a higher education institution it is necessary to publish the commission's report on the fulfillment of the requirements of all candidates, including those who do not meet the requirements for promotion to a higher title. By publishing the report on non-fulfilment of conditions on the official website, the personal data of the complainant with negative evaluations became available to the entire public.   Therefore, everyone, including his current or future employer, can see that he has not met the requirements for admission to a higher position, and this can be harmful for the complainant. On the other hand, it is questionable whether it would be beneficial for the Faculty or the general public to announce which of the registered candidates did not meet the required conditions. In addition to the above, data published in this way can be downloaded from any other user or browser. Even if the Faculty decides to remove this data from the official website, it will remain and be available to the public when the user's name and surname are entered into the search engine. Therefore, the allegations of the complainant about the violation of her rights are fully justified.
Providing public access to information and increasing transparency are basic principles of any democratic society. However, the transparency of the procedure in the competition procedure does not mean that the personal data available to the public authority about the candidates in the competition procedure is published, in the way it was done in the case in question. On the contrary, the goal is to let the public know which of the candidates meet the requirements and who can be elected to a higher position, given that the field of higher education is of special public interest. It is completely irrelevant which of the candidates do not meet the requirements since they will not be elected to a higher position. 

Except for the public it is necessary to ensure the transparency of the process between the candidates themselves, especially those who, according to the commission's assessment, did not meet the required conditions, in such a way that they have the right to inspect the documents of the candidates who have met the conditions, and on that basis they can take appropriate legal remedies.
According to the Constitution in Bosnia and Herzegovina, the rights and freedoms guaranteed by the European Convention for the Protection of Human Rights and Fundamental Freedoms as well as its protocols are directly applied. These acts have priority over all other laws.  

The right to privacy protection regarding the processing of personal data is one of the basic human rights and derives from Article 8 of the European Convention. Therefore, in addition to the Law, the principles of this convention as well as the practice of the European Court of Human Rights and the Court of Justice of the European Union are relevant legal sources in relation to which domestic legislation is interpreted.
Article 8 of the European Convention reads:

1. "Everyone has the right to respect for his private and family life, home and correspondence.
2. The public authority shall not interfere with the exercise of this right, unless such interference is provided for by law and if this is a necessary measure in a democratic society, in the interest of national security, public safety, economic well-being of the country, prevention of disorder or prevention of crime, protection of health and morality, or to protect the rights and freedoms of others." 
Therefore, "interference is legal only if the law that is the basis of the interference is: (a) accessible to citizens, (b) so precise that it allows citizens to determine their actions, (c) in accordance with the principle of the rule of law, which means that freedom of decision which is given to the executive power by law must not be unlimited, i.e. the law must provide citizens with adequate protection against arbitrary interference.“ 
 

Whether state intervention is necessary and proportionate in a democratic society depends on several factors, of which we highlight the following: 

“ (a) The notion of necessity implies that the interference responds to an urgent social need, and especially that it is proportional to the legitimate goal to be achieved.  

(b) The principle of proportionality confirms that human rights are not absolute and that the use of individual rights must always be harmonized in relation to the wider public interest. Therefore, it is necessary to establish a balance between the rights of the individual and the interests of the state.
(c) Interference with the law must not go beyond what is necessary to achieve a legitimate goal, and the data subject must not be subjected to arbitrary treatment.
(d) In other words, justified interference cannot be imposed only by a legal provision that meets the requirements of the rule of law and serves a legitimate goal in the public interest, but must also maintain a reasonable relationship of proportionality between the means used and the goal to be achieved.“ 

According to the above, it is quite clear that for the transparency of the competition procedure it is not necessary to publish the report of the commission with the personal data of candidates who do not meet the conditions for selection to a higher position. 
1.1.8.  Vehicle registration and personal data processing
The Agency, acting in its official capacity, after receiving the report of a natural person, carried out the procedure of checking the legality of the processing of personal data prescribed by the Ordinance on vehicle registration, which was published in the Official Gazette of BiH number: 53/22 (hereinafter: Ordinance). A decision was made which determined that the illegal processing of personal data was prescribed by the same, and it was ordered to delete the disputed provisions within a certain period. 

The Ordinance has caused great interest from the public, due to the introduction of novelties in the vehicle registration procedure. First of all, it was about the establishment of a Single Information System for sticker labels, within which the location of each individual issued and activated sticker label for a vehicle and the exchange of personal data contained in it is foreseen. In addition to the aforementioned, the Ministry has also prescribed vehicle records and the unique registration number of the owner and user of the vehicle in the certificate of registration and the certificate of ownership of the vehicle.

The Ministry denied any possibility of illegal processing of personal data in the vehicle registration procedure based on the Ordinance.
In the conducted procedure, it was determined:
· The Ordinance unambiguously prescribes the establishment of a Single Information System for sticker labels, through which the location is monitored and enables the location of each individually issued sticker label for a vehicle, and the exchange of personal data contained in it by connecting it to technical inspection stations. 
· The Ordinance prescribes the establishment of vehicle records, and a data exchange system with vehicle technical inspection stations and professional institutions (legal entities) within the framework of these records.
· Annex 6 (Certificate of Ownership and Registration) of the Ordinance prescribes the processing of the unique identification number of the owner and user of the vehicle in the certificate of registration and the certificate of vehicle ownership.  
The following views were expressed:

Legislative bodies as well as administrative bodies that are authorized by law to enact regulations are obliged, when prescribing the processing of personal data, to respect and adhere to the principles of personal data processing (fairness and legality; purposes; measures and scope; accuracy and authenticity; possibility of correcting inaccurate personal data; the time period of personal data processing; the form in which personal data is stored, and that personal data collected for different purposes are not combined) so that the controllers can apply them in practice.
According to the principle of fairness and legality, the relevant legal regulations were taken as:
· Law on Basics of Traffic Safety on Roads in Bosnia and Herzegovina (Hereinafter: Law on Basics of Traffic Safety);
· The Law on Unique Identification Number 

· Law on the Agency for Identification Document Records and Data Exchange of Bosnia and Herzegovina (Hereinafter: Law on IDDEEA)
The Law on the Basics of Traffic Safety stipulates that a sticker is proof of vehicle registration, and that closer provisions on the procedure and method of vehicle registration, the appearance and content of temporary registration certificates and certificates of vehicle ownership, stickers and license plates, on the appearance of the BiH international mark and about the dimensions, shape, color, content, type and quality of the material of license plates, prescribed by ordinance by Minister of Transport and Communications, in cooperation with the competent authorities for internal affairs. 
The Ministry prescribed by Ordinance the establishment of a Unified Information System for sticker labels, and within it, tracking the location of each individually issued and activated sticker label for a vehicle and the exchange of personal data, although according to the Law on the Basics of Traffic Safety, it does not have the authority to prescribe such processing of personal data of the owner and of the vehicle user, but only about the appearance and content of the sticker.    
The processing of personal data within the Unified Information System for stickers, through which the location of each issued and activated sticker is tracked, as well as the exchange of data from that system, represents a particularly risky intrusion into the privacy of an individual, and cannot be regulated by a by-law. And in the case when a certain matter is regulated by law, it is necessary to carry out a series of activities that involve a public debate in which all relevant factors in a democratic society should be included. Therefore, it is necessary to transparently determine whether the processing of personal data of vehicle owners and users in the established manner is really necessary in the vehicle registration procedure. Enabling such processing of personal data should in no case be vague and generalized, but strictly limited. This is especially taking into account the fact that the Ordinance provides that the Unified Information System for sticker labels is also used for other purposes such as vehicle insurance and/or traffic accident reporting for the purpose of insurance compensation, creation of a network of RFID readers for the purpose of traffic measurement and vehicle control or toll collection and the like. Namely, it is realistic to assume that whoever controls such an information system has the ability to identify any owner or user of the vehicle and its location in the places where the reading is performed, without having a legal basis for such processing of personal data. Therefore, it would be questionable whether the establishment of the information system in question, the tracking of the location of the issued and activated stickers and the exchange of data from the same for various purposes, can be justified and that such processing is proportionate to the goal to be achieved, such as vehicle registration and control, that is, checking the authenticity of the sticker label. Namely, it is realistic to assume that whoever controls such an information system has the ability to identify any owner or user of the vehicle and its location in the places where the reading is performed, without having a legal basis for such processing of personal data. Therefore, it would be questionable whether the establishment of the information system in question, the tracking of the location of the issued and activated stickers and the exchange of data from the same for various purposes, can be justified and that such processing is proportionate to the goal to be achieved, such as vehicle registration and control, that is, checking the authenticity of the sticker label. Furthermore, it is necessary to look at all other aspects of such processing of personal data in relation to potential threats to the rights and freedoms of citizens, and especially the right to privacy regarding the processing of personal data. Only after a transparent public debate, and under the condition that all requirements and obligations of a democratic society have been met, the legislator can create certain legal solutions. 

According to the Ordinance, the Ministry prescribed the possibility of establishing a Vehicle Record, and a data exchange system with technical inspection stations and professional institutions (legal entities) within the framework of the same.
The Law on IDDEEA, as a relevant legal regulation, prescribes what the central records are, how data is exchanged between IDDEEA and receiving authorities, and who are the competent or source authorities. Therefore, despite the fact that the Law on IDDEEA clearly prescribed public authorities and strictly determined the obligations related to access to the records of registered vehicles, and that there is no legal basis for the regulation of records through the Rulebook in question, the Ministry additionally prescribed disposition by the same, i.e. left it up to the "competent authorities" that they "can" establish the Registry of Vehicles, in which way it equated legal entities with the competent public authorities. 
Such regulation of personal data processing confirms the illegality and arbitrariness of the Ministry's actions and leads to legal uncertainty.    

In the end, it is quite clear that the Ministry, without a clear legal basis, cannot prescribe a unique registration number in the registration certificate and vehicle ownership certificate, since the provisions of the Law on Unique Registration Number are explicit regarding the processing of the unique registration number. In accordance with the Law on the Unique Identification Number, the processing of the unique identification number should be prescribed by law.
It should be emphasized that the current Ordinance on vehicle registration prescribes the processing of this personal data in the Certificate of Registration and the Certificate of Vehicle Ownership, a problem to which the Agency has already responded earlier. In 2019, the Agency indicated to the Ministry that it is necessary to amend the provisions of the Ordinance on vehicle registration regarding the unique registration number on the registration certificate and vehicle ownership certificate.
1.1.9. Processing of personal data of members of security agencies by the Ministry of Internal Affairs
After receiving an inquiry from a journalist, and several media reports, the Agency initiated proceedings ex officio against the Ministry of Internal Affairs of the RS (hereinafter: the Ministry), due to the processing of personal data via form D-19. A decision was made, prohibiting the Ministry from processing the personal data in question and ordering the destruction of the personal data collected so far.
According to available information, the Ministry collected and continued to process personal data of persons working in the police, former members of security agencies (police) and members of the Armed Forces of Bosnia and Herzegovina using the D-19 form. 

Also, the published information indicated that in the past period, the Ministry contacted the mentioned categories of persons by phone in order to compile a list and create official records.

It was announced that personal data is collected according to form D-19, which contains the following types of personal data: name and surname, date of birth of an active or retired member of the security agencies or the Armed Forces of Bosnia and Herzegovina, residential address, exact name of the security agency for which he works or has worked and phone number.
In the statement, the Ministry submitted an extensive response in which it was pointed out that the processing of personal data is carried out in accordance with the relevant laws, and that form D19 is prescribed: "Instructions on the organization and performance of work in the security sector and keeping files for the security sector".
The Agency, assessing that police operations are standardized and that other police bodies in Bosnia and Herzegovina process personal data for police purposes, in order to protect the public interest, prevent and detect crimes, misdemeanors, preserve public order and peace, and the general safety of citizens, requested a statement from them regarding the processing of personal data in question.
All police authorities from which a statement was requested (Federal Ministry of Internal Affairs - Police Directorate, Police of Brčko District of BiH and 10 cantonal ministries) replied that they do not process personal data and do not keep records of persons to whom form D-19 applies, established by Ministries.

In the conducted procedure, the following was established:
According to the principle of fairness and legality, the relevant regulation in this legal matter is: Law on Police and Internal Affairs.
The Law on Police and Internal Affairs prescribes the processing of personal data carried out by the Ministry for the purpose of performing police and other internal affairs, the records maintained by the Ministry, the method of collecting personal data in the records and that the content, method of keeping and retention periods of the records are determined by the ordinance that enacts minister. 

The Agency, by inspecting the Central Registry, determined that the Ministry did not register the collection of personal data in which personal data collected via form D-19 is processed.
The instruction on the organization and execution of work in the security sector and the management of files for the security sector (hereinafter: the Instruction) was issued by the Minister of the Interior, based on the Law on Republic Administration, which stipulates that "Administrative bodies issue regulations, orders, instructions and other general acts" and "The instructions determine the manner in which administrative bodies and holders of public authority carry out certain provisions of laws or other regulations".
The instruction prescribes keeping records on members of the active police force, retired employees of the Ministry, former employees of the Ministry, cadets of the police academy, members of other security agencies, members of the armed forces and the like in written form by entering data in form D-19.
Form D-19 is prescribed as a tabular review on A4 format, entitled: "Review of persons from security agencies in the security sector." 
The tabular overview of form D-19 contains sections: R/B, surname and first name, date of birth, address, security agency, phone number and note.
The following views were expressed:
The processing of personal data for the purpose of performing police and other internal affairs by the Ministry is regulated by the Law on Police and Internal Affairs, and the records kept by the Ministry are prescribed. 

In addition to the records prescribed in the Law on Police and Internal Affairs, the Ministry also keeps other records that contain personal data and are prescribed by other legal regulations, such as the Law on Weapons and Ammunition, the Law on the Movement and Residence of Foreigners and Asylum, the Law on Travel Documents, etc.  

It does not follow from the content of the Instruction which law or which individual provision of the law or other regulation is the subject of elaboration and prescription by the Instruction, in accordance with the Law on Republic Administration. It is clear that on the basis of a general authority, by-laws without a basis in the material regulation cannot be passed, which in this case is the Law on Police and Internal Affairs, the specific provision of which is being elaborated had to be indicated in the preamble of the Instructions.
Therefore, the legal basis for issuing the Instruction and prescribing the processing of personal data for police purposes is not contained in the Law on Police and Internal Affairs, as a relevant regulation, which prescribes police duties and powers, but was adopted on the basis of a general regulation which prescribed what type of acts can be passed by administrative bodies. 

The instruction, as an act of lower legal force than the law, cannot constitute a legal basis for the processing of personal data, which is not prescribed by the Law on Police and Internal Affairs, and thus limit human rights.

The collection and further processing of personal data through form D-19 essentially and substantively represents a special system set of personal data that is available to the Ministry according to special criteria, and which can be centralized, decentralized or classified on a functional and geographical basis in accordance with special criteria that relate per person and which enable unhindered access to personal data in the file, which reflects the definition of the collection of personal data to the greatest extent possible. 

         The establishment and management of the collection of personal data on the D-19 form cannot be linked and based on the police authority "collection of information" prescribed in the Law on Police and Internal Affairs, as stated by the Ministry.

The collection of information is only one of the police powers given by law to a police officer in order to perform police work, and it cannot be the legal basis for creating a special record or collection of personal data, as in the case in question. 

Pursuant to the Law on Police and Internal Affairs, a police officer is authorized, in accordance with the law, to collect information from persons who are likely to be able to provide information about a criminal offense or misdemeanor, the perpetrator or other important circumstances related to the criminal offense or misdemeanor, and circumstances of importance for the execution of other tasks within the competence of the Ministry. It follows from the aforementioned provision that the application of police authority, the collection of information, is directed to the collection of data on the criminal offense or misdemeanor and the perpetrator thereof, and not on the collection and further systematic processing of data on persons who are not related to or have knowledge of the criminal offense, misdemeanor or perpetrator of the same, but their personal data is processed only because they were or still are members of security agencies.
As the Ministry stated, data collected through operational work are subject to change, unreliable and untrustworthy. Also, the Ministry stated that there is no obligation for members of the security agencies to submit information from the D-19 form, nor does this information necessarily need to be known to the head of the sector or another employee, but is the result of operational work.

In this regard, persons who fall into the categories whose data is collected and further processed through form D-19, cannot be registered and contacted only because it can be used by the Ministry. They are citizens who engage in or have been engaged in a certain profession or vocation, and they cannot be registered, contacted and harassed by the Ministry, to a greater extent than other citizens, just because of that fact.

According to the factual situation, personal data about members of security agencies is collected and further processed through form D-19, based on operational knowledge, without legal basis and without their knowledge.
       The protection of personal data is covered by Article 8 of the European Convention on Human Rights and Fundamental Freedoms, which determines respect for private and family life, home and correspondence, emphasizes the importance of the rule of law in a democratic society, and in particular the prevention of arbitrary interference with rights from the Convention. 
Any processing of personal data is a limitation of privacy, and in order to be legal according to Article 8, paragraph 2 of the Convention, three conditions must be cumulatively met: 

1) that it is prescribed by law - According to the practice of the European Court of Human Rights, the expression "prescribed by law" and "in accordance with the law" implies, not only the mere prescription of an action by domestic law, but the quality of that law. The law should be equally accessible and predictable, that is, formulated precisely enough to enable the citizen to harmonize his behavior. In order for the law to meet these requirements, it must provide some measure of legal protection against arbitrary interference by public authorities with the rights protected by the Convention. The law must make sufficiently clear the scope of any discretion given to public authorities, as well as the manner in which it is exercised (Case: Rotaru v. Romania, application no. 28341/95, judgment of May 4, 2000, paragraph 52, Rekvenyi v. Hungary, petition No. 25390/94, judgment of May 20, 1999, paragraph 34). 

2) that it is carried out for one of the legitimate purposes - The permitted basis for restrictions on the right to privacy requires "that the same is done for one of the legitimate purposes" and includes national security, public safety, public order, prevention of disorder or crime, protection of health or morals, protection of reputation, rights and freedoms of others, economic welfare of the country, preventing the disclosure of information received in confidence and preserving the authority and impartiality of the judiciary. However, only referring to these conditions by the state is not enough, because then guaranteeing the rights established by the Convention would be illusory. 

3) that it is necessary in a democratic society – “Necessity in a democratic society”, according to the point of view of the European Court of Human Rights, presupposes the weighing of conflicting interests in order to determine whether the limitation of guaranteed rights is justified and in accordance with the Convention. 

"Necessity" according to this position means - urgently socially necessary and that the restriction of the right must be proportionate to the goal pursued, which obliges the national authorities to apply the method that is the least restrictive in relation to the right to privacy (Case: Sporrong and Lonnroth v. Sweden, application no. 7151/75, judgment of September 23, 1982, paragraph 69). 

"Proportionality" in the context of the analysis of necessity in a democratic society appears as a test that examines whether "the restrictive measure is proportionate to the legitimate goal pursued", whether there is a "burning social need" for such a restriction, and whether the reasons are given "relevant and sufficient". 

Therefore, in order for certain interference with privacy to be legal according to Article 8, paragraph 2 of the Convention, three conditions must be fulfilled cumulatively: that it is prescribed by law, that it is necessary socially necessary and that the limitation of rights must be proportionate to the legitimate goal pursued. 

Furthermore, at the level of the European Union, in 2016, in addition to the general data protection regulation of the General Data Protection Regulation (GDPR), a special regulation known as the Police Directive was adopted. These legal regulations have already entered into force and have been applied in the countries of the European Union since May 2018. 

Precisely the Directive that refers to the processing of personal data by competent authorities for the purpose of prevention, investigation, detection or prosecution of criminal offenses or the execution of criminal sanctions, in the introductory provisions in point (26) emphasizes: “Any processing of personal data must be legal, fair and transparent in relation to the individuals to whom it relates and carried out only for special purposes established by law. This does not in itself prevent law enforcement authorities from carrying out activities such as undercover investigations or video surveillance. Such activities may be carried out for the purposes of prevention, investigation, detection or prosecution of criminal offenses or execution of criminal sanctions, including protection against threats to public security and their prevention, provided that they are established by law and represent a necessary and proportionate measure in a democratic society with due respect for legitimate interests of the individual concerned... The special purposes of personal data processing should especially be explicit and legitimate and determined at the time of personal data collection.”
Therefore, the practice of the European Court of Human Rights and the relevant European regulation for the processing of personal data for police purposes exclusively require a lawful basis and purpose, necessity and proportionality to the legitimate goal that is to be achieved.
As previously pointed out, the collection and further processing of personal data on persons from security agencies by the Ministry is not the practice of any other police body in Bosnia and Herzegovina that performs the same tasks for the same police purposes. This fact indicates that, apart from the fact that there is no legal basis, there is also no necessity to process the personal data of these categories of persons for police purposes.
1.1.10. Photographing employees when registering attendance at work 
The Agency received a complaint against the Police Support Agency, due to the way in which working hours are recorded. A resolution was passed prohibiting the taking of photographs of employees when recording working hours.

In the submitted complaint it was explained that two years ago, a system was introduced that, when registering workers, takes their photos. It was pointed out that the management of the Police Support Agency was warned that the aforementioned system "grossly violates the privacy of employees", but that nothing was done.

In the conducted procedure, it was established that the Police Support Agency established a system of electronic records of working hours, which has an integrated camera that takes photos of the employee during recording, in order to prevent abuse of the system. 
The Police Support Agency cited the Law on Work in the Institutions of BiH and the Decision of the Council of Ministers of BiH on working hours in the Council of Ministers of BiH, ministries of BiH and other bodies of the Council of Ministers of BiH, as the legal basis for the aforementioned action.
The Law on Labor in the Institutions of BiH stipulates that personal data of employees cannot be collected, processed, used or delivered to third parties, unless it is determined by law or if it is necessary to exercise rights and obligations from the employment.
Therefore, the Police Support Agency is authorized as an employer to process the personal data of employees that are prescribed by law or are necessary for the exercise of rights and obligations from the employment.

The principle from Article 4, paragraph (1) point c) of the Law stipulates that the controller is obliged to process personal data only to the extent and scope necessary to fulfill a specific purpose. This principle in the case in question means that the minimum volume of personal data necessary to achieve the purpose of such processing is taken.

It is indisputable that the Police Support Agency as an employer must control the presence of employees at work, but not by processing their photos because there are other, less invasive ways to achieve the purpose in question. Photographing employees for the purpose of recording attendance at the workplace can generally be justified only if the employer has no other way and means to control working hours. However, in real life, it would be difficult to justify taking photos of employees as the only effective and necessary way of recording attendance at the workplace and preventing abuse of the system.
The electronic working time record system, in addition to the name and surname of the employee, processes data on the date of the month, the time when work starts, the time when work ends, the time of use of breaks, shifts and other data about the presence of workers at work, in which way the purpose of control can be fully fulfilled attendance at the workplace. 

Control of the presence of employees at the workplace can be directly carried out by their managers during working hours, without photographing employees when using the terminal for recording working hours.

Accordingly, photographing employees for the purpose of controlling attendance at the workplace is against the principle of fairness and legality, and the principle of processing personal data to the extent and scope necessary to fulfill a specific purpose.
3.8 Punishment - misdemeanor proceedings
1.1.1. Misdemeanor warrants
14 misdemeanor orders were issued:

1. Violation order in the amount of 500.00 KM to the responsible person of the Ministry of Finance SBK Travnik due to non-execution of the Agency's decision, which ordered the fulfillment of the obligations prescribed by the Law.

      Offense order implemented in the amount of 50% of the imposed fine.  

2. Violation order in the amount of 10,000.00 KM to the Chamber of Notaries of the FBiH, due to the failure to provide information as requested by the Agency, even after two requests to provide information.

Offense order implemented in the amount of 50% of the imposed fine.
3. Violation order in the amount of 500.00 KM to the responsible person of the FBiH Chamber of Notaries, for not providing information as requested by the Agency, even after two requests for information.

      Offense order implemented in the amount of 50% of the imposed fine. 

4. Violation order in the amount of 10,000.00 KM to the legal entity "Utilities" ltd. for communal and service activities Bosanski Petrovac, which in the competitive procedure for the selection and appointment of directors required candidates to submit a certificate of criminal record and collected a certificate of criminal record of the applicant in violation of the Law on Criminal Procedure of the FBiH.

The misdemeanor order was implemented in the amount of 50% of the imposed fine.
5.  Violation order in the amount of 500.00 KM to the president of the Supervisory Board in the legal entity "Utilities" ltd. for communal and service activities Bosanski Petrovac, which in the tender procedure for the selection and appointment of the director required the candidates to submit a certificate of criminal record along with the application for the competition and collected a certificate of criminal record of the applicant contrary to the Law on Criminal Procedure of the FBiH.

The misdemeanor order was implemented in the amount of 50% of the imposed fine.
6. Misdemeanor order in the amount of 10,000.00 KM to the legal entity Professional line ltd. Brčko due to JMB's illegal processing of visitors to the product presentation.

Offense order implemented in the amount of 50% of the imposed fine.
7. Violation order in the amount of 10,000.00 KM Cantonal Public Utility Company "Heating Sarajevo" ltd. Sarajevo, due to the collection of copies of ID cards from candidates applying for a public competition.

The misdemeanor order was implemented in the amount of 50% of the imposed fine.
8. Violation order in the amount of 500.00 KM to the president of the Supervisory Board of Cantonal Public Utility Company "Heating Sarajevo" ltd. Sarajevo, due to collecting a copy of the identity card of the candidates applying for the public competition.

The misdemeanor order was implemented in the amount of 50% of the imposed fine.
9.  Misdemeanor order in the amount of 500.00 KM to the President of the Municipal Election Commission of the Municipality of Bratunac, due to the inclusion of ID-s of electoral committees members and their deputies in the appointment decision.

The misdemeanor order was implemented in the amount of 50% of the imposed fine.
10. Misdemeanor order in the amount of 10,000.00 KM. to the legal entity Sparkasse bank jsc. BiH, due to the processing of the client's personal data for direct marketing purposes.

The misdemeanor order was implemented in the amount of 50% of the imposed fine.  
11. Misdemeanor order in the amount of 500.00 KM, to a natural person for non-implementation of the Agency's decision regarding illegally established video surveillance.

The deadline for payment has been exceeded and recorded in the Registry of fines.
12. Misdemeanor order in the amount of 500.00 KM to a natural person, due to non-execution of the Agency's decision regarding illegally established video surveillance.

A court ruling was requested.
13. Misdemeanor order in the amount of 500.00 KM, to a natural person, due to non-execution of the Agency's decision regarding illegally established video surveillance.

The misdemeanor order was implemented in 2023.
14. Misdemeanor order in the amount of 500.00 KM, to a natural person for non-execution of the Agency's decision regarding illegally established video surveillance.

The deadline for payment has been exceeded and it is recorded in the register of fines.
Based on the executed misdemeanor orders, the amount of 26,250.00 KM was paid to the unique account of the treasury of BiH in 2022. 

1.1.2. Misdemeanor court proceedings 
According to the misdemeanor orders issued by the Agency, the competent courts conducted 7 procedures.

In all cases, the courts released the defendant from responsibility for the offense committed, due to the lack of evidence and the absence of an offense. 
In the following, we will quote their statements and arguments for individual decisions of the courts, which in our opinion are, to say the least, contradictory. 

The courts made the following decisions:  
1. The Basic Court in Banja Luka passed a decision by which the defendant, the responsible person, was released from responsibility for the offense that he was charged with by the Misdemeanor Order, as the responsible person in "Company wall" ltd. Banjaluka, which without legal basis published personal data about the name, surname, unique identification number and address of natural persons on its website www.companywall.ba.
According to the Court, "the act of committing the offense as stated in the offense order, and then specified at the oral examination, is not clearly determined, because it cannot be determined from it the time of the offense nor what information and for which persons the defendant disclosed the information, as well as by which regulation it is forbidden". 
2. The District Court in Banja Luka issued a Decision rejecting the Agency's appeal against the Decision of the Basic Court in Banja Luka, and acquitting the defendant of liability for the offense issued to him as a responsible person in "Company wall" ltd. Banja Luka, which published personal data on the name, surname, unique identification number and address of natural persons on its website www.companywall.ba without legal basis.
According to the court, "since the factual description provided by the authorized body does not contain any allegations that the legal entity Company wall ltd. Banja Luka has the status of controller or any other information relating to the alleged unlawful processing of personal data, this court also finds that the description of the offense with which the defendant is charged does not contain all the essential elements of the offense referred to in Article 49, paragraph (1), item (a) of the Law, which stipulates that the controller is obliged to process personal data in a fair and lawful manner."
This court cannot reach a different conclusion from the allegations in the complaint of the authorized body, which describes the manner of proceeding with complaints received from individuals, cites the relevant provisions of the Law on Personal Data Protection, gives its own interpretation of the presented evidence and emphasizes that the act of committing a violation is the taking over and publishing of personal data of individuals, which are contained in the JRR of business entities, by the Company, which was done without legal basis. This court, like the first instance court, is not authorized to single out the facts and circumstances from the evidence and allegations of the representative of the authorized body or the allegations in the complaint, from which the act of committing arises which the defendant is charged with.“
3. The Basic Court in Banja Luka issued a Decision, by which the defendant legal entity "Company wall" ltd. Banja Luka was released from liability for the offense that was established against it due to publishing personal data on the name, surname, unique identification number and address of natural persons on its website www.companywall.ba, without a legal basis. 
According to the court's decision, “the factual description provided by the representative of the authorized body does not contain information relating to the alleged unlawful publication of personal data, and the court does not find that the description of the act with which the defendant is charged contains all the essential characteristics of the offense referred to in Article 4, point a) of the Law on Personal Data Protection", and "that the court is not authorized to single out from the evidence and allegations of the representative of the authorized body the facts and circumstances from which the act of commission with which the defendant is charged arises. Only a clearly stated factual description provides the court with the opportunity to correctly apply the substantive regulation on the offense, i.e. assess whether the act with which the defendant is charged contains the characteristics of an offense or not.“

4.  The Municipal Court in Tuzla issued a decision, which suspended the proceedings against the defendant as an employee of the Public Utility Company "Vodovod i kanalizacija" ltd. Tuzla, which did not execute the Agency's Decision. 

According to the Court, "the defendant was not a person who had the authority to act on the decision in question, and for these reasons he cannot be held liable for the misdemeanor he is charged with". The court drew this conclusion despite the fact that the authorized representative of the Agency, according to the court's decision, stated: "In his closing arguments, the authorized representative of the authorized body stated that the subject of these proceedings is the assessment of the legality of the issued misdemeanor order, and not the Agency's decision in any scope, capacity or part, and the question that arises in this case is whether the defendant is in possession of evidence that he has fulfilled his active obligation, because the order was issued due to omission, which means that he was obliged to prove it with the circumstances that he orally pointed out. 

He further stated that in relation to the emphasis on the general terms and conditions of business of PUC "Vodovod i kanalizacija" ltd. Tuzla, the same allegations are unfounded, nor can they be in any way related to the subject of these proceedings, and he proposed that the misdemeanor order be confirmed and a sanction be imposed in accordance with the law.“ 
5. The Basic Court in Banja Luka issued a decision by which the accused legal entity Meridian tech ltd. Banja Luka was released from liability for the violation because it did not implement the Agency's Decision.
According to the court's decision, "It is evident from the aforementioned decision that under point 1/ it is stated that "Meridian tech" ltd. Banja Luka is prohibited from requiring a photo of an ID card or passport from participants in online games of chance, during registration and verification of a user account on the meridianbet website, and during the payment of winnings, and that under point 4/ it is stated that "Meridian tech" ltd. Banja Luka is obliged to implement the ordered measures without delay within 15 days from the date of receipt of the decision, notify the Agency in writing and submit evidence of the implementation of the ordered administrative measures. 

6. The Cantonal Court in Široki Brijeg issued a decision rejecting the Agency's appeal and confirming the Decision of the Municipal Court in Široki Brijeg, which suspended the misdemeanor proceedings against the defendant legal entity Mepas ltd. Široki Brijeg and acquitted it of liability for the misdemeanor. According to the Court, "the allegations in the appeal that the first instance court committed a material violation of the misdemeanor proceedings by failing to enter into the minutes of the oral hearing facts that are essential and significant for the misdemeanor proceedings, namely that during the evidentiary proceedings, the representative of the legal entity inspected the material evidence of the competent body and stated that these were uncertified copies, to which the representative of the competent body stated that the originals are before the Court of BiH, given that the defendant legal entity initiated an administrative dispute against the final administrative act of the competent body, related to the specific event that is also being discussed in these misdemeanor proceedings, are unfounded. Namely, it follows from the above appeal allegations that the representative of the competent body during the oral hearing did not offer evidence that he had contacted the Court of BiH to obtain originals and/or certified copies for the purposes of evidence in the misdemeanor proceedings, nor did he propose that the first instance court do so.“
7. The District Court in Trebinje issued a decision rejecting the Agency's appeal against the decision of the Basic Court in Trebinje, which exempted the Mixed Holding "Elektroprivreda Republike Srpske", Parent Company jsc. Trebinje, from liability for the violation for which a misdemeanor order was issued due to the "non-existence of the violation."   

According to the Court, "in the opinion of this court, during the proceedings, it was not proven what the provision of Article 4 of the Law requires, namely that the processing of personal data was carried out in an unlawful and unfair manner. Namely, it remains disputed what constitutes a violation of the legal obligation that personal data were not used in a fair and lawful manner, or what was the consequence that led to the violation of human rights and freedoms, or the violation of the rights of employees in dependent companies in the process of exercising the right to incentive severance pay. During the proceedings, the appellant only established the fact that the personal data of the employees were used, however, during the proceedings, neither the party nor the court dealt with determining the essential matter, namely the question of what constitutes a violation of the rights of the employees and what rights were abused by submitting a copy of the ID card, for the purpose of exercising the right to a severance pay incentive.“ 
1.1.3. Comparative data on misdemeanor warrants 2013 – 2022
	MISDEMEANOR WARRANTS

	
	2013
	2014
	2015
	2016
	2017
	2018
	2019
	2020
	2021
	2022

	Total of misdemeanor warrants 
	7
	12
	22
	11
	15
	15
	25
	10
	9
	14

	To the Controller
	0
	1
	1
	4
	3
	4
	10
	3
	6
	9

	To the Responsible person
	6
	8
	6
	6
	7
	7
	12
	7
	3
	5

	To the employee in the controller
	1
	3
	15
	1
	5
	4
	3
	0
	0
	0

	Public authority
	5
	5
	20
	4
	8
	6
	10
	3
	4
	4

	Legal entity 
	2
	6
	2
	7
	7
	9
	15
	7
	4
	6

	Natural person
	0
	0
	0
	0
	0
	0
	0
	0
	1
	4
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3.9  Administrative disputes  

1.1.1. Court decisions
In the reporting period, 15 administrative disputes initiated before the Court of BiH against the final administrative disputes of the Agency were concluded, namely nine disputes initiated in 2020 and six disputes from 2021. One decision was also issued on a request for postponement of enforcement. 

In 14 disputes, the lawsuits were rejected and the Agency's final administrative disputes were confirmed. In one dispute, the claim was accepted and the case was sent back for re-settlement.

Three proceedings on the request for review of the court decision and one on the request for the protection of legality, which were initiated in 2022, have been completed. 

The Court of Bosnia and Herzegovina issued the following judgments/decisions: 

1. The judgment rejecting as unfounded the lawsuit of the Law Firm "Adil Lozo i drugi ltd." against the Agency's decision warning the said company not to process personal data on the residential addresses of members of the Board of Directors of the Pension Fund/Insurance Fund, without legal basis. 

2. The judgment rejecting as unfounded the complaint of the Ministry of Health of the FBiH against the Agency's decision that accepted the objection of a natural person as well-founded and prohibiting the Ministry from deciding in the process of placing a person in quarantine with a decision that applies to multiple persons and from delivering such a decision to a third party without legal basis. 
3. The judgment rejecting as unfounded the lawsuit of the Basketball Federation of BiH against the Agency's decision prohibiting the collection and ordering the blocking of personal data on the ID number and a copy of the passport along with the application form for player registration and licensing.
4. The judgment rejecting as unfounded the notary's lawsuit against the Agency's conclusion on lack of jurisdiction.
5. The judgment rejecting as unfounded the complaint of the Ministry of Internal Affairs of the KSF/KSF against the Agency's decision ordering the Federal Pension and Disability Insurance Institute Mostar-Cantonal Administrative Service Travnik and the Ministry of Internal Affairs of the KSF/KSF Travnik to rectify the factual situation caused by the unlawful processing of personal data on the special seniority of the complainant from Travnik, without his consent.
6. The judgment rejecting as unfounded the claim of ASA Osiguranje jsc. Sarajevo against the Agency's decision accepting the data subject's complaint as well-founded and ordering ASA Osiguranje jsc. Sarajevo to take additional technical and organizational measures for data security when purchasing travel and health insurance policies online.
7. The judgment rejecting as unfounded the claim of Meridian tech. ltd. Banja Luka against the Agency's decision prohibiting Meridian tech. ltd. Banja Luka from requiring participants in online games of chance to submit a photo of their ID card or passport when registering and verifying a user account on the meridianbet.ba website and when paying out winnings, and ordering the deletion of the collected photos of ID cards and passports that participants in online games of chance submitted when registering and verifying a user account on the meridianbet.ba website and when paying out winnings, as well as ordering the identification of participants in games of chance to be carried out by inspecting a valid identification document in the presence of the document owner.
8. The judgment rejecting as unfounded the complaint of the Ministry of Health of the FBiH against the Agency's decision that adopted the objection of a natural person as well-founded and prohibiting the Ministry from deciding in the process of deciding on the placement of a person in quarantine with a decision that applies to multiple persons and from delivering that decision to a third party without legal basis. 

9. The judgment rejecting as unfounded the lawsuit of a natural person against the Agency's decision rejecting as unfounded his complaint against Alumina ltd. Zvornik due to the delivery of the lawsuit to individual employees in response.
10. The judgment rejecting as unfounded the complaint of a natural person against the Agency's decision by which his complaint against the Sarajevo Language Institute for obtaining and retaining a divorce judgment and retaining competition documentation after the completion of the competition procedure was accepted as well-founded.
11. The judgment rejecting the lawsuit of an individual against the Agency's decision rejecting the complaint against the FBiH Tax Administration - Center Sarajevo Branch Office, due to the processing of data on co-ownership of an apartment in the procedure for establishing a legal mortgage based on tax debt as the owner of a law firm in Sarajevo.
12. The judgment rejecting the lawsuit filed by Premier world sport ltd. Čitluk, Premier sport ltd. Istočno Novo Sarajevo and Premier sport ltd. Čitluk against the Agency's decision prohibiting participants in online games of chance from collecting photos of the front and back of their ID cards or passports during online registration, and ordering the deletion of the photos of the aforementioned documents collected so far.
13. The judgment rejecting as unfounded the claim of an individual against the Agency's Decision rejecting as unfounded his complaint against Unicredit Bank jsc. Banja Luka, due to the processing and transfer of personal data when assigning claims under a loan agreement to B2Kapital ltd.
14. Decision rejecting the request of "PI BH POŠTA" ltd. Sarajevo for postponement of the execution of the Agency's final decision.
15. The judgment upholding the lawyer's complaint, annulling the Agency's decision and returning the case for retrial, which accepted the complaint of the natural person as well-founded due to unauthorized collection of personal data and listing of the same in the proposal for enforcement.
The Appellate Panel of the Court of BiH issued the following judgments: 

1.  The judgment rejecting the request of Meridian Tech ltd. Banja Luka for review of the judgment rejecting the lawsuit of Meridian Tech ltd. Banja Luka against the Agency's decision prohibiting participants in online games of chance from requiring a photo of an ID card or passport when registering and verifying a user account on the meridianbet.ba website and when paying out winnings, and ordering the deletion of the collected photos.
2. The judgment upholding the request for review of the judgment and revoking the judgment of the Court of BiH and annulling the Agency's decision ordering the Federal Pension and Disability Insurance Institute Mostar-Cantonal Administrative Service Travnik and the Ministry of Internal Affairs SBK/KSB Travnik to correct the factual situation caused by the unlawful processing of personal data on the special seniority of the complainant, a natural person from Travnik, without his consent, and returning the case for re-determination.

3. The judgment partially upholding the Request for Protection of Legality submitted by the Agency through the Attorney General's Office of BiH. The judgment of the Administrative Disputes Panel of the Court of BiH was modified, so that the defendant Agency obliged itself to reimburse the Plaintiff, a natural person, for the costs of the administrative dispute in the amount of 100.00 KM, while the Plaintiff obliged itself to reimburse the Attorney General's Office of BiH for the costs of preparing the request for protection of legality in the amount of 240.00 KM.
1.1.2. Administrative disputes from 2022
During 2022, 15 administrative disputes were initiated before the Court of Bosnia and Herzegovina against the Agency's final administrative acts, three requests for reconsideration of the court decision and one request for the protection of legality were submitted.
Three requests for review of the court decision were filed, one each by a controller from the public and private sectors, and a natural person.

The Agency filed a request for protection of legality, through the Attorney General's Office of BiH. 
Lawsuits for annulment of decisions/conclusions of the Agency were submitted to the Court of Bosnia and Herzegovina by:
1. Avon Cosmetics BiH ltd. Sarajevo, due to the ban on the processing of ID number in the records of Avon club members.
2. The University of Zenica, due to the prohibition imposed on it to provide personal data of its employees and external associates to a third party without an adequate legal basis and an order to adopt a regulation aimed at implementing the Law and the Personal Data Security Plan.
3. A natural person due to the rejection of his complaint against Željeznica RS jsc. Doboj in part of the request for recognition of legal representation costs.
4. A natural person for the purpose of rejecting an objection due to lack of jurisdiction.
5. Brčko District Police, due to the imposed measures regarding video surveillance in the Brčko District Police building.

6. A natural person for rejecting an objection regarding the issuance of a certificate with incorrect data.
7. A natural person due to the rejection of a complaint against the Constitutional Court of Bosnia and Herzegovina in connection with the publication of data on health status and treatment in decisions made on appeals. 
8. A natural person for rejecting a complaint against the Return Fund of BiH, the former acting director of the Return Fund of BiH for delivering a final judgment of the Court of BiH to the Agency for Prevention of Corruption and Coordination of the Fight against Corruption.
9. A natural person due to the prohibition of processing of his/her personal identification number in the Proposal for Enforcement of the Decision submitted to the District Commercial Court in Trebinje.
10. A natural person due to the rejection of a complaint regarding the non-submission of documentation by the BiH Return Fund, upon request for free access to information.

11. A natural person for rejecting a complaint against the commander of the Gacko Police Station in connection with the provision of his data from the operational and criminal records to the District Public Prosecutor's Office in Trebinje.

12. A natural person for rejecting a complaint because it has already been resolved on the same matter.
13.  Physical due to the rejection of the complaint as unfounded against the Mayor of the City of Banja Luka regarding the inclusion of his name and surname and the display of his photograph at a press conference, without consent.
14. A natural person due to the imposition of an administrative measure regarding processing through video surveillance at a private residential building in Sarajevo.
15. The Ministry of Communications and Transport of Bosnia and Herzegovina, due to the ban on the processing of personal data as prescribed by the Ordinance on vehicle registration.

The request for review of the court decision was filed by:
1. MUP SBK/KSB Travnik against the judgment of the Court of BiH by which the plaintiff's lawsuit was rejected as unfounded regarding the processing of personal data on special service without his consent.
2. "Meridian tech" ltd. Banja Luka against the judgment of the Court of BiH rejecting the lawsuit against the Agency's decision regarding the processing of personal data when organizing games of chance. 

3. A natural person against the judgment of the Court of BiH which declared as unfounded the complaint against the Agency's decision regarding the delivery of the complainant's complaint regarding mobbing to a certain number of its employees for the purpose of preparing documentation and providing a response to it.
4. Request for protection of legality initiated by the Agency through the Attorney General's Office of BiH. The request was accepted and the verdict was modified in the part relating to the costs of the proceedings. 
1.1.3. Comparative data on administrative disputes 2013 – 2022
	ADMINISTRATIVE DISPUTES

	
	2013
	2014
	2015
	2016
	2017
	2018
	2019
	2020
	2021
	2022

	Total of administrative disputes 
	13
	6
	11
	12
	12
	17
	15
	17
	18
	15

	Resolved
	13
	6
	11
	12
	12
	17
	15
	15
	8
	0

	Resolved in favor of the Agency 
	11
	5
	10
	6
	10
	14
	13
	15
	7
	0

	Resolved against the Agency
	2
	1
	1
	6
	2
	3
	2
	0
	1
	0

	Unresolved
	0
	0
	0
	0
	0
	0
	0
	2
	10
	15
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3.10 Opinions  
In the reporting period, 111 expert opinions were issued. Atotal of 49 expert opinions were issued to public sector auditors, 18 to legal entities, and 44 to natural persons. 
Upon submission of requests for opinions, the Agency provided 183 responses instead of opinions, and in 71 cases referred the applicants for opinions to the acts published on the website. 
A total of 34 opinions on laws and bylaws were issued.
Based on opinions, responses and instructions on the website, 392 acts were issued.
Expert opinions related to the following issues:
· Video surveillance
· providing data to a third party
·  processing of data on vaccination against COVID-19 
· processing of personal data from work-legal relations
· copy of identity card and travel document  
· processing of personal data through processors
· adoption and application of implementing regulations from the Act
·  processing of personal data in different procedures
· publication of personal data on websites 
· creating a fake Facebook profile
· processing of personal data for journalistic purposes 
· impact of the General Regulation on controllers in Bosnia and Herzegovina
· transfer of personal data abroad
· processing of personal data through a device for measuring the speed of a motor vehicle 
· traffic recording via cameras installed in motor vehicles 
· provision of personal data upon request for free access to information 
· processing of personal data by the organizers of betting games 
1.1.1. Opinions on laws, by-laws and other legal acts 
1.1.1.1. Drafts and proposals for laws submitted for opinion: 
1. Draft Law on Registration of Belonging to a Constituent People, National Minority and Others in BiH - House of Representatives of the Parliamentary Assembly of BiH.
2. Proposal for the Law on Prevention of Conflict of Interest in the Institutions of BiH - House of Representatives of the Parliamentary Assembly of BiH. 

3. Draft Law on Amendments to the Election Law of BiH - House of Representatives of the Parliamentary Assembly of BiH.
4. Draft Law on Amendments to the Law on Reporting and Procedure for Verification of Data on the Assets of Public Office Holders in Sarajevo Canton - Ministry of Justice and Administration of Sarajevo Canton. 

5. Draft Law on Prevention and Suppression of Corruption in Sarajevo Canton - Ministry of Justice and Administration of Sarajevo Canton.
6.  Proposal for the Law on Amendments to the Law on Preschool Education in the Sarajevo Canton - Ministry of Education of the Sarajevo Canton.
7. Proposal of the Law on Amendments to the Law on Service in the Armed Forces of Bosnia and Herzegovina - Ministry of Defense of Bosnia and Herzegovina.
8. Draft Law on Amendments to the Criminal Code of BiH - House of Representatives of the Parliamentary Assembly of BiH. 

9. Draft Law on Amendments to the Law on Excise Duties in BiH - House of Representatives of the Parliamentary Assembly of BiH. 

10. Proposal for a Law on Amendments to the Law on Salaries and Remunerations in the Institutions of BiH - House of Representatives of the Parliamentary Assembly of BiH. 

11. Proposal for a Law on Amendments to the Law on Value Added Tax - House of Representatives of the Parliamentary Assembly of BiH.  

12. Draft Law on the Attorney General's Office of BiH - Ministry of Justice of BiH. 

13. Proposal for a Law on Amendments to the Law on Salaries and Remunerations in the Institutions of BiH - House of Representatives of the Parliamentary Assembly of BiH.
14. Proposal for a Law on Amendments to the Law on Labor in the Institutions of BiH - House of Representatives of the Parliamentary Assembly of BiH.
15. Draft Law on the Budget of the Institutions of BiH and International Obligations of BiH for 2022 - Ministry of Finance and Treasury of BiH. 

16. Draft Law on Amendments to the Law on Public Procurement - House of Representatives of the Parliamentary Assembly of BiH.
17. Draft Law on Amendments to the Law on Defense of BiH - House of Representatives of the Parliamentary Assembly of BiH. 
18. Law on the Basics of Road Traffic Safety in BiH - House of Representatives of the Parliamentary Assembly of BiH. 

19. Draft Law on Amendments to the Law on Salaries and Remunerations in the Institutions of BiH - House of Representatives of the Parliamentary Assembly of BiH. 
20. Law on Salaries and Remunerations in the Institutions of BiH - Parliamentary Assembly of BiH.  

21. Draft Law on Foreign Affairs of BiH - Ministry of Foreign Affairs of BiH. 
22. Draft law on the conclusion and execution of international agreements - Ministry of Foreign Affairs of Bosnia and Herzegovina. 

23. Draft Law on Amendments to the Law on the High Judicial and Prosecutorial Council of BiH - Ministry of Justice of BiH. 
24. Proposal for a Law on Amendments to the Law on Salaries and Remunerations in the Institutions of BiH - House of Peoples of the Parliamentary Assembly of BiH. 

25. Draft Law on Amendments to the Law on Civil Service in the Institutions of BiH - House of Representatives of the Parliamentary Assembly of BiH.
26. Draft Law on the Courts of BiH - Ministry of Justice of BiH. 
27. Proposal of the Law on Amendments to the Law on the Ombudsman for Human Rights of Bosnia and Herzegovina - Ministry of Human Rights and Refugees of Bosnia and Herzegovina. 

28. Draft Law on the Budget of the Institutions of BiH and International Obligations of BiH for 2023 - Ministry of Finance and Treasury of BiH. 
29. Draft Law on Value Added Tax - Administration for Indirect Taxation of BiH. Draft Law on Amendments to the Law on Medicines and Medical Devices - Ministry of Civil Affairs of BiH. Draft Law on Value Added Tax - Administration for Indirect Taxation of BiH. 
Proposal of the law on registration of belonging to the constituent people, national minority and others in Bosnia and Herzegovina 
The Draft Law on Registration of Affiliation to a Constituent People, National Minority and Others in BiH (hereinafter: the Draft Law) stipulates the following: Data on affiliation to a constituent people, national minority and others (hereinafter: Data on national affiliation) shall be registered on the basis of a statement by a citizen of BiH, a statement by a parent, adoptive parent or guardian of a minor with the authorized registrar for each settlement in the seat of the home area, who keeps civil status registers of citizens; This data can be entered in the birth register, the citizen's register and the identity card, and the citizen can choose to have the data on nationality entered in one or more birth registers or identity cards; The possibility is left that if the citizen does not want to enter this data, the registrar is also obliged to enter such a decision.
It also stipulates the obligation to verify and subsequently record this data in the event of employment in the civil service and participation in elections, as well as penal provisions for the institution and the responsible person therein, if they fail to verify or subsequently record data on the nationality of the person in question during employment and participation in elections.
The explanatory memorandum to the Draft Law states that the basic determinant of the Constitution of BiH is the constitutive nature and equality of constituent peoples, which is most specifically manifested in the application of the Election Law of BiH and in the application of constitutional provisions on the representation of members of constituent peoples and others in employment in public authorities, public enterprises and institutions and all levels of government. These provisions are also used in the formation of various government bodies, permanent and ad hoc commissions, etc. It is stated that information on nationality is misused and very often creates a problem. This law would regulate this issue and eliminate the possibility of misuse.
The following positions were expressed:
The main goal of the Draft Law is to enter nationality in certain registers and identity cards for the purpose of more reliable determination of nationality and prevention of its abuse, in the process of employment in the civil service and participation in the election process.

Although the voluntary registration of data on nationality has been established, this does not apply to persons employed in the civil service and persons participating in elections, since administrative authorities will check and register based on the statement that the person makes before the authority upon employment or participation in elections. 

In relation to the principles of legal processing of personal data, the question arises as to whether the entry of this data into the aforementioned documents and its subsequent verification is necessary, fair and proportionate for the purpose of employment in the civil service or participation in elections.

For a better understanding of the above, it was pointed out that the protection of personal data derives from Article 8 of the European Convention on Human Rights and Fundamental Freedoms. Any processing of personal data is a limitation of privacy, and in order to be legal according to Article 8, paragraph 2 of the Convention, three conditions must be met:
· that it is prescribed by law
· to be carried out for one of the legitimate purposes 
· that it is necessary in a democratic society  

„Necessity in a democratic society" according to the European Court of Human Rights assumes a weighing of competing interests in order to determine whether the restriction of guaranteed rights is justified and in accordance with the Convention. "Necessity" according to this position means - urgent social need and that the restriction of rights must be proportionate to the aim pursued, which obliges national authorities to apply the method that is least restrictive in relation to the right to privacy. "Proportionality" in the context of the analysis of necessity in a democratic society appears as a test in which it is examined whether the restrictive measure is proportionate to the legitimate aim pursued, whether there is a pressing social need for such a restriction and whether the reasons given are relevant and sufficient.

When asked whether it is possible to prevent the misuse of data on nationality for the purpose of employment in the civil service and participation in elections without the mandatory entry of the same data in civil registry books or identification documents, the answer comes from publicly available examples.

The above example shows that in the past period, the Central Election Commission, the Court of BiH and the Constitutional Court of BiH have determined that certain persons abused the right to declare their affiliation with a constituent people as prescribed by the Election Law, and usurped the right of the relevant people to elect candidates to the House of Peoples. In addition to this example, the reasoning of the decision of the Constitutional Court of BiH in question, and based on the statement of the Central Election Commission of BiH, shows that the Court of BiH “issued seven more decisions rejecting appeals by those applicants who also changed their declaration of affiliation with a constituent people or group of Others during the election cycle”.
Therefore, there are less invasive ways to determine the misuse of data on nationality than the method proposed in the Draft Law, which means that there is no reasonable and objective justification for prescribing the mandatory entry of data on nationality in civil registry books and ID cards and for this to be checked for the purpose of employment in the civil service and participation in elections.

Data revealing nationality belongs to a special category of data whose processing is permitted only in exceptional cases. Special categories of data are of an extremely sensitive nature and deserve special protection because their processing could lead to significant risks for basic rights and freedoms.

In addition to the above, we are of the opinion that the proposed solution in practical application would have multiple consequences for individuals, to which they would be exposed if they had to attach or make available for inspection these documents in other procedures and everyday life situations. 

Proposal of the Law on Amendments to the Electoral Law of BiH 
The draft law stipulates the presentation of the extract from the Central Voters' Register in the following manner:

"A voter exercises the right to access his/her personal data recorded in the extract from the Central Voters' Register by direct access to the website of the Central Election Commission of BiH by entering his/her JMB and/or in another adequate manner determined by the Central Election Commission of BiH in a by-law." 
 "The public exercises the right to access extracts from the Central Voters' Register by displaying temporary extracts from the Central Voters' Register on the website of the Central Election Commission of BiH or in another adequate manner determined by the Central Election Commission of BiH by a by-law, taking into account the principles of personal data protection."
The draft law stipulates: 
- that the Central Voters' Register records also contain "biometric fingerprint data". 
- that the Central Election Commission of BiH will determine by a by-law: the method of submitting a printed version of the application for persons voting outside Bosnia and Herzegovina, citizens of BiH who have refugee status and are registered in the Central Voters' Register, a refugee who is not on the Central Voters' Register, and the method and procedure for verifying the accuracy of the data provided in the application.
- electronic voter identification, with the fact that the manner in which it will be carried out is not prescribed
- that "the Central Election Commission shall determine the acquisition of technical conditions by a special legal act in consultation with the IDDEEA and Personal Data Protection Agency of BiH, and shall submit information about this to the Parliamentary Assembly of BiH." 
The following positions were expressed:
Gaining insight into the central voter register by entering the voter's JMB is an acceptable method of verification, but leaving the possibility to provide the public with insight into voter registers by means of a by-law and "...in another adequate manner..." is not acceptable. If there are other "adequate" ways, then they need to be prescribed in the law so that the verification is fully prescribed by law. From the aspect of personal data protection, it is illegal for one institute to be subject to both legal and by-law regulations at the same time.
Publishing citizens' personal data on websites is generally an invasive and risky way of processing personal data, which creates the risk that the published data will be misused for various purposes. Data published on websites can be downloaded by any user or search engine (google, yahoo, etc.), and in this way the controller who published the personal data loses control over it. 
Such a risk is further increased by the fact that temporary extracts with personal data of all voters in Bosnia and Herzegovina would become available to the entire public, not only in the country, but to anyone who accesses the website of the Central Election Commission of BiH.
It is understandable and acceptable that temporary extracts from the voter register are available at the Voter Register Center or displayed at polling stations, where a limited number of voters have the opportunity to view, verify data, correct data and the polling station, which is the purpose of displaying temporary extracts from the Central Voter Register for those voters who are unable to view and verify data in the manner prescribed in paragraph (4) of this Article. 

This is precisely how the "publicity" of the voter register would be achieved to the extent and scope necessary to fulfill the purpose.
Publishing the central voter list on the official website of the electoral body is not a practice that is applied in other countries.
Regarding biometric fingerprint processing, we recalled the Agency's opinion from 2018, issued at the request of the House of Representatives of the Parliamentary Assembly of BiH, which stated the following for this segment:

“Fingerprint data is biometric data and belongs to a special category of data, the processing of which is prohibited pursuant to Article 9, paragraph (1) of the Law, except in the case of exceptions from paragraph (2) of the same Article which are not applicable to the processing in question. Also, when automatic processing of special categories of data is carried out, the law must also provide for appropriate protection. (Articles 9 and 10 of the Law). Regardless of the proposed legal norm, which would formally be the legal basis, the question arises as to the necessity of processing this data and what legitimate goal should be achieved by infringing on the privacy of all voters to this extent. In analyzing the Draft Law, the Agency has not determined that there are relevant and sufficiently clear reasons that would be justified by a real social need and a legitimate goal that is sought to be achieved by processing this personal data.

According to the BiH Election Law, the identity of the voter is determined on the basis of a valid personal document (identity card, passport and driver's license), which is also in accordance with other laws that stipulate that identity must be proven with the aforementioned documents. Therefore, it is impossible to justify the request that citizens whose identity is determined at the polling station on the basis of a valid identification document must "give" a fingerprint in order to exercise the right to vote. 

It is undeniable that the CEC, as a controller, should ensure regular, honest and fair elections, but achieving this goal cannot be done by excessively infringing on citizens' privacy by making them subject to the processing of biometric data in order to exercise their democratic and civil rights. The processing of biometric data represents a particularly invasive and risky intrusion into an individual's privacy. 

The processing of biometric data is permitted only when necessary and essential (e.g., solving crimes, identifying perpetrators, etc.), and the introduction of biometric measures solely for the purpose of controlling the electoral process is excessive and disproportionate, and thus represents an unnecessary intrusion into the privacy of individuals.
The disproportionality is also reflected in the fact that citizens use an identification document to prove their identity before the court, authorized officials, so that they can cross the state border, dispose of real estate, take out loans, etc., and on the other hand, the same identification document would not be sufficient for identification before the polling station committee. 

Accordingly, the processing of fingerprints as biometric personal data for the purpose of exercising the right to vote, even if prescribed by law, would not be in accordance with the principle of fairness and legality, even though there would formally be a legal basis. 

As explained earlier, "prescribed by law" does not mean merely prescribing an action by law, but the quality of that law. Namely, the law must provide a certain measure of protection against arbitrary interference by public authorities in the rights protected by the Convention."
Regarding the provisions that the Central Election Commission will regulate important issues through a bylaw, and considering the essence and scope of the regulation that should be the subject of a bylaw, the position was expressed that the aforementioned segments should be prescribed in the Election Law, and not leave the possibility of prescribing them through a bylaw. 

Although we expressed serious objections to the taking of fingerprints, it was emphasized that it was necessary to specify in what way and at what stage of voting these personal data will be processed, and with which database, which contains fingerprints, will be compared. 

In relation to the provisions prescribing the obligation of the Agency to provide consultations to the Central Election Commission regarding the fulfillment of technical conditions, relating to the preparation of a feasibility study, the procurement of necessary equipment and the implementation of a pilot process, as well as all other additional activities aimed at ensuring the integrity and functionality of electoral technologies in the electoral process. The Agency is an independent supervisory body established to supervise the implementation of the Law and other laws relating to the processing of personal data and its duties and powers are prescribed by the Law, from which it follows that other laws cannot impose special obligations on it in relation to individual bodies or activities. 

The question of the proper functioning of the Agency arises if the practice of prescribing the Agency's participation in certain activities through other laws is established. In addition to the above, the Agency would not be able to subsequently act on possible complaints from citizens in these processes and act as a supervisory authority in accordance with the powers prescribed in the Law. 
Several provisions of the Draft Law contain inadequate and redundant references to the Law, given that the Law is a general regulation regulating the protection of personal data and is mandatory for all public authorities, natural persons and legal entities. The obligation to process personal data in accordance with the Law exists even without such norms in the Draft Law, and it is proposed that they be deleted. 

Proposal of the Law on Prevention of Conflict of Interest in BiH Institutions
The draft Law stipulates that: "The Commission shall, within 60 days from the date of entry into force of this Law, prescribe the forms and detailed content of the Report, and establish a Unified Register of Assets of Public Office Holders."
From the quoted paragraph, it follows that in addition to the exhaustively listed data, the Commission for Deciding on Conflicts of Interest will additionally "more closely" prescribe the content of the report, which points to the conclusion that the Draft Law does not prescribe all types of personal data that will be processed in the report. 

The same provision provides the legal basis for establishing a Single Register of Property of Public Office Holders, while the second article of the Draft Law stipulates that the rules for maintaining the register will be prescribed by the Regulation on the Method of Maintaining the Register, which is adopted by the Commission.
The draft law stipulates that the single register is available on the Commission's official website, and that the personal data of public office holders and their close relatives are protected in accordance with legal regulations with the aim of preventing abuse.
The draft Law stipulates that the Commission shall verify the accuracy and completeness of the data from the report, by collecting and comparing it with data from authorities and legal entities that have such data at all levels of government in Bosnia and Herzegovina. The same article stipulates that the procedure for collecting data and verifying it, as well as the authorities from which the data is obtained, shall be prescribed in detail by the Commission in a regulation.

Also, the right of the Commission to obtain and the obligation of public bodies and other persons to provide the Commission with the requested information in the administrative investigation procedure is prescribed.

The draft Law prescribes the conditions for the election of the president and members of the Commission, and the same provision also stipulates the following: "After being elected as president or member of the Commission, the candidate is obliged to submit, regularly update and publicly publish the Report referred to in Article 14 of this Law." 
The following positions were expressed:
Taking into account the requirements of the principles of fairness and legality, the Draft Law should prescribe the content of the Single Register and the manner of its maintenance, whether it will be kept in material, electronic or a combination of these two forms, the types of personal data that will be processed, which personal data will be omitted from publication on the website, the period of time for storing personal data, and protection measures.
Considering that access to and insight into bank records can only be carried out based on legal provisions relating to the institute of banking secrecy, prescribed by the applicable laws on banks in Bosnia and Herzegovina, the legal basis for this segment of verification should be specified in the Draft Law and not in a by-law.
In relation to the provision from which the candidate's obligation to publicly publish the report arises, it was pointed out that the second provision stipulates that the unique register will be available on the Commission's official website, so it is unclear the place and manner in which, after the election for president, that is, a member of the Commission, the candidate himself should publish the report publicly. 

In order to fully and more precisely regulate the processing of personal data, the Draft Law should determine all segments of personal data processing, types of data processed, purposes of processing, procedure and method of processing, procedure and types of personal data provided to third parties, protection measures, and periods for storing personal data. 

By prescribing all segments of personal data processing in the law, the possibility of arbitrary and arbitrary creation of rules for personal data processing is eliminated.
Proposal for a Law on Amendments to the Law on Preschool Education in the Sarajevo Canton 
The proposal of the Law stipulates the processing of data on the nationality of the child, for the following reasons: "The purpose of data processing is to provide indicators in education, for the purpose of monitoring the efficient and high-quality functioning of the education system, planning the educational policy of monitoring, studying and improving the educational level of the child, the professional status and training of educators, the work of educational institutions, efficient financing of the education system, increasing the coverage of children in preschool education and creating the basis for conducting research in the field of upbringing and education".
It follows from the aforementioned provision that data on a child's nationality does not have a justified purpose. Also, the explanatory memorandum to the submitted Draft Law does not provide a single reason that would justify the collection of data on a child's nationality.  

Accordingly, the position was expressed that it is necessary to delete data on the child's nationality from the Draft Law.
Draft Law on the Prevention and Suppression of Corruption in Sarajevo Canton 
The draft law prescribes the processing of personal data, but it does not prescribe the keeping of any records containing personal data. 
The draft law generally stipulates that the Commission has the authority to request from competent entities data that are relevant for conducting the procedure for determining the existence of a conflict of interest of a public office holder.

The following is also prescribed: "If the entities referred to in paragraph (2) of this article do not act within the time limit and in the manner referred to in paragraph (3) of this article, they are obliged to notify the Commission of the reasons for non-action within seven days from the date of receipt of the request."
The following positions were expressed:
It is necessary to prescribe records containing personal data, which includes the name, content and method of keeping records, i.e. whether they will be kept in physical, electronic or a combination of these two forms, as well as the types of personal data processed, the period for which personal data will be stored, and protection measures.
It follows from the cited provision that if the entity does not submit the requested documents and evidence to the Commission, it can only inform the Commission of the reasons for not acting, thereby fulfilling the prescribed obligation. 

Therefore, regardless of whether the reasons for not acting on the request are legal and justified, it is sufficient to submit a notification to the Commission, and in this way the subject fulfills the legal obligation and avoids liability for misdemeanors from the Draft Law.

Related to the above is the fact that, in accordance with positive legal regulations, access to certain data kept in official records requires an explicit, legally prescribed basis. This means that it is not enough to generally prescribe the obligation to submit the requested data, documents and evidence, but they should be specified in the legal regulation, in order to ensure an adequate legal basis for their collection.
An example of such a situation is access and insight into bank records, which can only be done on the basis of legal provisions relating to the institute of bank secrecy, prescribed by the current laws on banks in Bosnia and Herzegovina. 

Therefore, if banks are also considered as "subjects" prescribed in the Draft Law, then the legal basis for this segment of verification should be explicitly prescribed in the Draft Law. 
The draft law needs to more precisely regulate all segments of personal data processing, in order to avoid the arbitrariness of prescribing by secondary legislation.
1.1.1.2. By-laws submitted for opinion: 

1. Draft rulebook on the content and manner of keeping records of employees and other persons engaged in work in the Ministry of Communications and Transport of BiH - Ministry of Communications and Transport of BiH.

2. Draft Rulebook on the form, content and manner of keeping records, and the deadlines for storing data in records kept by the authorities responsible for issuing permits for the movement of weapons and military equipment - the Ministry of Security of BiH.
3. Draft Decision on approval of new employment - Agency for Education and Professional Development of Personnel.
4. Rulebook on the criteria and method of determining special medical capacity in the Judicial Police in FBiH - Judicial Police in FBiH.
Draft rulebook on the content and manner of keeping records of employees and other persons engaged in work in the Ministry of Communications and Transport of BiH  
In the preamble of the Draft Rulebook, Article 61, paragraph (2) of the Law on Administration is stated as the basis for its adoption, which stipulates that the head of the administrative body, among other things, enacts regulations and issues other acts for which he is authorized. 

On the basis of the Draft Rulebook, it is not possible to conclude which legal regulation and specific provision established the legal basis and authority for the adoption of the rulebook in question.
In accordance with the principle of fairness and legality, the rulebook as a by-law must be adopted on the basis of and in accordance with legal norms and the authorities arising from them. 
The reason for adopting the Draft Rulebook was that it was "prepared with the aim of regulating in more detail the content and method of keeping case records in electronic form."
Furthermore, in the preamble and in Article 2, paragraph (2) of the Draft Rulebook, reference is made to the Instruction on the content, manner of keeping and storing personal files of employees in the institutions of Bosnia and Herzegovina ("Official Gazette of BiH" No. 47/16), and that in addition to keeping a book of employee records in the manner prescribed by that Instruction, the same records should also be kept in electronic form.
The position was expressed that, in addition to the legal basis for the adoption of the Draft Rulebook, the purpose of its adoption is also questionable, bearing in mind that the Instruction stipulates: "In addition to keeping the Employee Records Book in the manner prescribed in paragraph (2) of this Article, the institution may also keep it in electronic form." 
Draft Ordinance on the form, content and manner of keeping records, and the deadlines for storing data in records kept by the authorities responsible for issuing permits for the movement of weapons and military equipment
The Draft Ordinance prescribes the keeping of the Register of Responsible Persons of Business Entities participating in the movement of weapons and military equipment.
The Law on the Control of the Movement of Weapons and Military Equipment does not contain a basis for the adoption of the Register of Names, so it cannot be the subject of the Draft Rulebook.
Rulebook on the criteria and method of determining special medical capacity in the Judicial Police in FBiH 
The judicial police in the FBiH addressed a request for an opinion on the compliance of the aforementioned rulebook with Article 9 of the Law, and with the provisions of the Law on the Rights, Obligations and Responsibilities of Patients, and in connection with the objections raised to the Rulebook by the Independent Trade Union of Civil Servants and Employees in Civil Service Bodies, Judicial Authorities and Public Institutions in the FBiH - Trade Union Organization of the Judicial Police in the FBiH.
The Law on the Judicial Police in the Federation of Bosnia and Herzegovina establishes the legal basis and authority for the President of the Supreme Court, upon the proposal of the director, to issue a regulation establishing the criteria and method of determining the special health capacity of Judicial Police officers and candidates, as well as other issues related to health and psychophysical examination.

Furthermore, an opinion was requested regarding the specific provision of the Rulebook which stipulates that special medical capacity is determined on the basis of findings, examinations and opinions of "g) a certificate and/or a certified extract from the personal health record, in particular with data on chronic and mental illnesses and conditions, issued by a selected primary health care physician, at the place of residence/stay;", while paragraph (2) stipulates that "The format of the certificate form of the selected physician referred to in paragraph (1) item g) of this Article is prescribed in Annex 3, which is an integral part of these Rulebook."
According to the Rulebook, the commission for determining special medical fitness, which is formed by an authorized health institution (hereinafter: the Commission), evaluates medical fitness based on medical documentation and processing performed in an authorized health institution, and if necessary, direct examination. At the same time, the members of the Commission are medical specialists from a specific field.
This concerns the processing of a special category of personal data on health status in relation to the absence/existence of chronic and mental illnesses and conditions, which are processed by a primary health care physician and the Commission for the purpose of determining the special health capacity of Judicial Police officers.

Therefore, it concerns the provision of medical services and medical diagnostics by professional medical personnel who, by law or the code of the competent authority, are subject to the obligation to maintain professional secrecy, pursuant to Article 9 of the Law.
It does not follow from the Regulations and the content of the associated form prescribed in Annex 3 that special categories of personal data of Judicial Police officers, at any stage of processing for the purpose of determining special medical capacity, would be accessible to unauthorized persons. 
The objections raised in the union's document referred to patients' rights to information about their health, confidentiality and secrecy of data as prescribed by the Law on Patients' Rights, Obligations and Responsibilities. 

The Law on the Rights, Obligations and Responsibilities of Patients, in Article 35, stipulates that "Data from a patient's medical documentation, or health records, may be submitted without the patient's consent, for inspection, in the form of records, or extracts from medical documentation, and at the request of a court or other authority when prescribed by law, when required by the protection of the lives of other people, and the physical safety and health of other people, as well as in other cases provided for by regulations on the protection of personal data that regulate exceptions to the processing of personal data, or special categories of personal data, without the patient's consent."
The data referred to in paragraph 1 of this Article shall be submitted as an official secret.
In connection with the above, patients' rights are not violated, nor is the patient's consent applicable when it comes to providing personal data about their health status to the Commission for Determining Special Medical Capacities. 
1.1.2. Comparative opinion data 2013 – 2022
	OPINIONS

	
	2013
	2014
	2015
	2016
	2017
	2018
	2019
	2020
	2021
	2022

	Total 
	230
	290
	267
	206
	180
	206
	169
	142
	186
	144

	Expert opinions
	215
	282
	259
	192
	139
	169
	155
	122
	158
	111

	Public authorities
	94
	80
	84
	64
	66
	46
	63
	45
	64
	49

	Legal entities
	23
	18
	28
	34
	36
	29
	29
	30
	18
	18

	Individuals
	98
	184
	147
	94
	78
	94
	63
	47
	76
	44

	Opinion on laws
	9
	6
	6
	8
	38
	31
	12
	18
	18
	30

	Opinion on bylaws
	5
	1
	0
	4
	2
	3
	1
	1
	4
	4

	Opinion on other legal acts
	1
	1
	2
	2
	1
	3
	1
	1
	6
	0
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3.11  Central Registry
The Central Registry is an electronic record of basic data on personal data files kept by controllers, and its purpose is to inform data subjects what personal data controllers may collect and otherwise process. The Agency consolidates and publishes this information, which is how the Central Registry created. The Central Registry provides the Agency with the opportunity to review and analyze what types of data are contained in the controllers' personal data files in a specific area.

Controller registration is the controller's obligation to submit to the Agency a notification about the intended establishment of a personal data collection with information on the personal data collection prescribed in Article 13 of the Personal Data Protection Law before establishing a collection of personal data. The manner of fulfilling this obligation is prescribed by the Ordinance on the manner of keeping and form of records on collections of personal data ("Official Gazette of Bosnia and Herzegovina" No. 52/09).
Controllers submit basic data on the personal data files they maintain on the form "Records on the personal data file". The Agency checks the content of the submitted forms and determines whether the submitted forms have been filled out correctly. i.e. whether the processing of personal data in the relevant records is, in principle, lawful or not.
If the forms are not filled in correctly, the Agency informs the controller about the errors, and orders that the errors be corrected, and the correctly filled forms be submitted to the Agency.
The Agency registers the controller in the Central Registry by assigning and delivering to him a user name and password, and instructs him to enter the data from the submitted forms into the Central Registry.
A review of the entered data for 416 personal data collection records was performed.

The following table shows the number of controllers and collections entered in the Central Registry and the period since 2016 is graphically presented.
	Controllers and collections registered in the Central Registry

	
	od 2010. do 2015.
	2016
	2017
	2018
	2019
	2020
	2021
	2022
	Total 

	Controllers
	277
	169
	145
	86
	160
	69
	88
	63
	1057

	Personal data collections  
	1944
	541
	663
	329
	961
	322
	531
	478
	5769
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3.12  Information system
Regular activities required for the smooth functioning of the Agency's Information System include a number of activities, including: installing, maintaining and upgrading software; creating backup copies for the internal database, the Central Registry and the File Server; identifying and eliminating irregularities; diagnosing faults and proposing servicing of computers and other devices; preparing specifications for the procurement of computers and computer equipment; assisting employees in using computers; processing and keeping records of hardware and software; technical maintenance of the website and adding new documents to the Agency's website, and other activities.
1.1.1.  Internal base
The internal database has been in operation since 2012. It contains the following modules: Inspections, Opinions, Responses, Complaints and Official Duty. The internal database was developed with the aim of providing employees working on these jobs with a faster and simpler way to access the necessary information. All employees are required to enter data on jobs related to the mentioned modules into the internal database. By entering this data into the database, it becomes available to other employees who have the right to access it.
By the end of 2022, a total of 5,643 documents (decisions, responses, conclusions, opinions, etc.) were entered into the Internal Database, by module: inspections 586, opinions 2,388, responses 786, objections 1,522 and official duties 361.
1.1.2. Information Security Management System (ISO 27001)  
ISO 27001 is an international standard published by the International Organization for Standardization (ISO) that specifies how to manage information security. This standard can be applied to any type of organization and represents a set of global best practices in information security management. The Information Security Management System (ISMS) project was launched in 2014 with the aim of establishing an information security system in the Agency. As a result of the activities carried out, a number of procedures and other documents were adopted, as well as the Information Security Management Rules and the General Information Security Policy in 2017.

No changes or improvements to the system were made in 2022.
3.13 Publicity of the work and cooperation with media  
Due to the constant need to promote the protection of personal data and privacy in Bosnia and Herzegovina, the Agency, through various activities, continuously strengthens the public's awareness of the importance of protecting personal data and privacy within its capabilities.
In order to raise public awareness of the right to protection of personal data and privacy, the Council of Europe, with the support of the European Commission, declared January 28 as the European Data Protection Day in 2006, which is also known worldwide as Privacy Day. This day is also marked as the anniversary of the Convention (ETS 108) for the protection of persons with regard to the automatic processing of personal data.
The Agency marked the European Data Protection Day for the thirteenth time. On this occasion, a press conference was held on January 28 at 11:00 AM in the building of the Foreign Trade Chamber of BiH, where the media were informed about the most important aspects of the Agency's work in the previous year and plans for the coming period.

According to established practice, a completed Form was submitted to the Data Protection Unit (DPU) of the Council of Europe on the Agency's activities on the occasion of the celebration of Data Protection Day 2022 in Bosnia and Herzegovina so that it could be included in the compilation of the Overview of Activities by Country of the Council of Europe - Data Protection Day (DPD) 2022 and be available on the DPU website on Data Protection Day 2022.

1.1.3. Activities related to media  
During 2022, in addition to marking European Data Protection Day, the Agency also informed the public about the activities undertaken, current cases and issues, by providing answers to inquiries from the media, institutions and citizens, through press releases and statements, and by appearing in various media.
The following activities were carried out:
Two press releases were issued, and five statements, two interviews, and 18 written responses were given to media inquiries, and two questionnaires were completed, as follows:
1. Press release on the occasion of International Data Protection and Privacy Day sent to the media and published on the website.

2. Press release on the visit to the Agency by a delegation from the Office of the United Nations Resident Coordinator in BiH (RCO), sent to the media and published on the website.
3. Camera statement for TV Aljazeera Balkans on the topic of diploma verification of employees in the public sector.

4. Camera statement for RTVFBiH regarding the fact that the Ministry of Internal Affairs of the RS collects data on members of the Armed Forces of BiH and other security institutions.
5. Camera statement for RTRS on the topic of a fake prize game on social networks.
6. Telephone statement to RTVFBiH on the topic of identity theft.
7. Telephone statement for TVN1 on the topic of informing citizens about their rights, social networks, and the Agency's protection measures and experiences.
8. Telephone interview with Radio Free Europe regarding the misuse of personal data, control possibilities, existing legislation and its compliance with European regulations.
9. Camera interview for the Center for Investigative Journalism (CIN) on the topic of misuse of personal data.
10. Response to Livno Online, on the topic of the legality of publishing the names and surnames of candidates who passed the competition procedure for the recruitment of police officers.
11. The answer to the Patria Agency on the question of whether the MUP of the RS registered to the Agency the keeping of records on the collection of personal data in the case of listing persons working in the police, former members of the MUP of the RS, and members of the Armed Forces of Bosnia and Herzegovina, which are collected according to the D-19 form of the MUP of the RS.
12.  Response of RTVFBiH regarding the fact that the RS Ministry of Interior collects data on members of the Armed Forces of BiH and other security institutions.
13. TV Manifest's response regarding the letter sent to all primary and secondary schools in the Sarajevo Canton ordering the destruction of all checklists for daily health monitoring, contact lists and epidemiological questionnaires for "third" persons who had to enter the premises of the aforementioned institutions.
14. Answer to the founder of the Internet portal Bisce.ba, on the topic of providing information about the owner of the domain to the competent authorities.
15. Response to the founder of the internet portal Bisce.ba, on the topic of public disclosure of data of the owner and journalists of the internet portal.

16. Response for J.S. on the topic of Facebook's identification of citizens, profile users.
17. Answer to the Banjaluka.net portal related to the Agency's possible comment on the proposal of the Law on registration of belonging to a constituent people, national minority and others, and to the question whether the adoption of such a law would also mean a violation of other legal solutions in the part that refers to the protection of personal data of citizens of BiH.
18. Response to the RTVFBiH portal regarding the Agency's possible comment on the proposal for the Law on Registration of Belonging to a Constituent People, National Minority and Others, and on the questions of how acceptable it is and whether it conflicts with the principles of data confidentiality.

19. Response to the Center for Investigative Journalism (CIN) with clarification of certain ambiguities in practice related to problems in free access to information under the control of judicial institutions.
20.  Response to the Center for Investigative Reporting (CIN) question on how CIN can report the company Prointer to the Agency for illegal/improper processing of personal data.
21. Response to Oslobođenje on the question whether citizens are obliged to submit their data to the local community through copies of ZK excerpts for the purpose of conducting a survey on parking charges or whether they can refer to the Law.
22. Response to the Gerila.info portal's question about whether a public institution such as the Center for Social Work can provide personal data or lists of users of the said institution to a political party.
23. Response to the Liquido portal regarding the problems of illegal processing of personal data, and questions about who has the right and under what conditions to contact a citizen and offer him goods and services, and whether users of social networks whose digital identity has been stolen contact the Agency.
24. Response to the BL portal regarding the security and protection of personal data stored on servers outside of Bosnia and Herzegovina.
25. Response for RTRS to the question of whether the possible fact that the Mayor of Banja Luka transferred documentation with citizens' decisions on isolation during the Covid-19 pandemic from the premises of the City Administration (Department for Inspection Affairs) to the party premises is interpreted as misuse of personal data.
26. The answer to the Radio Sarajevo portal to the questions about the amount of fines for setting up illegal video surveillance, and what permits are required for setting up video surveillance. 
27. Response to Radio Free Europe regarding information on whether the Office of the President of the Republic of Srpska may request from journalists (in addition to their first and last name) the following information when registering for accreditation: father's name, date of birth, residential address, unique identification number, ID card number and vehicle registration number.
28. Anonymous Questionnaire completed and submitted online to the General Secretariat of the Council of Ministers of BiH with answers to 20 questions on the use of social networks in BiH Institutions. 

29. The Information Service of the General Secretariat of the Council of Ministers of BiH conducted an anonymous online survey on the use of the Interinstitutional Network of Communicators platform, with the aim of collecting experiences, comments and suggestions regarding that platform, in order to improve it in the mutual interest. 
1.1.4.  Activities related to the Agency's website
A total of 64 documents were published on the Agency's website. The total number of published documents is significantly higher because most of the content is published in three languages ​​(BHS), while some documents are also published in English. The total number of documents published on the website is 204.
To monitor visits to the Agency's website and in accordance with the rules of the "e-government" system, the Google Analytics program is used.
Based on Google Analytics data, the total number of visitors to the Agency's website in the reporting period was 26,618. These are visitors who actively viewed the content during their visit (started at least one session).
The largest number of visitors is from Germany 11363, followed by Bosnia and Herzegovina 9663, France 2441, USA 487, Serbia 484, Croatia 237, Netherlands 167, China 125, Saudi Arabia 122, Great Britain 120, etc.

The total number of viewed pages is 125931. This number also includes repeated views of individual pages. Compared to 2021, when the number of viewed pages was 117,278, this is an increase of 8,653 views.
A desktop computer was used to access the Agency's website in 81.38% of cases, and a mobile device in 18.62% of cases.
3.14 Help desk 

The main purpose of establishing the HELP DESK is that individuals and interested legal entities can ask specific questions in the field of personal data protection via the contact phone. A total of 512 calls were received from individuals and legal entities, which is a significantly higher number compared to the previous period when 463 calls were received.
Although the main function of the HELP DESK is to provide support to citizens and legal entities in a quick and simple way, it is also used in large numbers by representatives of public bodies to solve individual cases they have to deal with. This was regularly pointed out to public bodies, and they were instructed to contact the Agency with a request for an opinion.
3.15 Participation in conferences, seminars and round tables 
In the reporting period, the Agency also cooperated with institutions and organizations, participating in conferences and workshops that focused on the promotion and protection of human rights and fundamental freedoms. 

Agency representatives participated in the following events: 
1. Workshop on the topic "Protection of personal data in the context of the implementation of the Freedom of Access to Information Law" organized by the Network of Progressive Initiatives, attended by information officers and their superiors from municipalities in the Sarajevo Canton. A representative of the Agency participated in the workshop with a presentation on the Agency's competences, inspection supervision and case law in Bosnia and Herzegovina. The workshop was held on July 22. 

2. Educational gathering as part of the Project on Child Protection on the Internet in the Systems of Licensees of the Communications Regulatory Agency of BiH as part of the Web Defense campaign aimed at protecting children on the Internet, which was held on December 15.
3.  Meetings within the project Strengthening Institutional Capacity in the Field of Freedom of Expression and Information in Bosnia and Herzegovina (EFEx), which were held on March 23 and December 1.
4. Presentation of the project Prevention of harassment based on gender and sexual harassment at the workplace, which was held on April 20.
5. Presentation of the project Promotion of diversity and equality in Bosnia and Herzegovina - mapping the causes, manifestations and consequences of hate speech, which was held on May 5-6.
6. Presentation of the study Regulation of Harmful Content on the Internet in Bosnia and Herzegovina, which was held on May 11, organized by the Media Center.
7. International scientific research conference: State of human rights in Bosnia and Herzegovina, which was held on May 20.
8. Meeting of spokespersons and public relations officers, organized by the Information Service of the General Secretariat of the Council of Ministers of BiH, held on December 8.
3.16 Meetings with representatives of international bodies and organizations, public bodies, legal entities and natural persons  
1. Meeting with representatives of the Ministry of Justice of BiH, the Directorate for European Integration of the Council of Ministers of BiH and the Ministry of Civil Affairs of BiH, with the participation of representatives of the Directorate General for Justice and Consumers of the European Commission, at the invitation of the EU Delegation to BiH. The topic of the meeting was the Draft Law on the Protection of Personal Data, its individual solutions on which the Ministry of Justice of BiH and the Ministry of Finance and Treasury of BiH had a negative opinion, and which concern the status of the Agency as an independent supervisory body. The meeting was held on November 23, online.
2. Meeting with representatives of the Red Cross Society of Bosnia and Herzegovina on the topic of informing users about violations of their rights and threats to personal data. The meeting was held on February 2.
3. Meeting with the representative of the political department of OHR. The topic of the meeting was the case that the Agency initiated against the Ministry of Internal Affairs of the RS due to the processing of personal data of former members of the security agencies. The meeting was held on March 22.
4. Meeting with a representative of GIZ. The topic of the meeting was to inform about the problems and circumstances due to which the domestic legislation is not harmonized with the General Data Protection Regulation and why the new Law on Personal Data Protection has not yet been submitted to the parliamentary procedure. The meeting was held on March 22.
5. Meeting with representatives of the Office of the United Nations Resident Coordinator in BiH (RCO) as the National Human Rights Officer. The topic of the meeting was the situation in the field of personal data protection in Bosnia and Herzegovina. The meeting was held on 30 March.
6. Meeting with representatives of the company NSoft, on the topic of biometric data processing through video surveillance. The aforementioned company is engaged in the development of software solutions for various needs and their sale on the market. The meeting was held on March 6.
7. Meeting with representatives of the company "Multiservice". The topic of the meeting was the possibility of exchanging data with police authorities for the purpose of identifying foreign perpetrators of violations recorded by stationary cameras. The meeting was held on July 26.
8. Meeting with the representative of the Institute for Accreditation of Bosnia and Herzegovina. The topic of the meeting was the introduction of a video surveillance system at the entrance to the premises of the Institute, the adoption of a Decision on the same, and the registration of the collection of personal data on video surveillance in the Central Registry of the Agency. The meeting was held on November 27.
9. Meeting with representatives of the Motorway Association of the Federation of Bosnia and Herzegovina. The topic of the meeting was the proper handling of the Agency's decision regarding the collection of documentation when exempting certain categories from paying tolls. The meeting was held on November 4.
10. Meeting at the Delegation of the European Union to BiH within the project "Expert assessment mission based on individual cases in the field of independent supervisory or regulatory authorities". The meeting provided information on the legal framework in the field of personal data protection, problems in the work and challenges faced by the Agency. The meeting was held on 30 November.

11. Final meeting at the premises of the Delegation of the European Union to BiH within the project "Case-based Expert Assessment Mission in the field of independent supervisory or regulatory authorities". The meeting presented the observations and assessments of the EU Delegation team regarding the work and functioning of independent regulators, but no expert assessment of the Agency was carried out within the framework of this project. The meeting was held on December 2. 
3.17 International cooperation  
Due to the nature of its work, the Agency is directed towards international cooperation and one of its obligations is to participate in various workshops, trainings, seminars, especially international conferences and working groups as an active member or observer. According to its capabilities, the Agency strives to participate regularly and actively at the international level and thus contribute to the continuous development of its work, finding better solutions, harmonizing domestic legislation in the field of personal data protection with European and global norms and standards, and fulfilling its international obligations. 
 Bosnia and Herzegovina is a full member of the following international bodies and organizations: 
1. Advisory Committee to the Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data (ETS 108) T-PD of the Council of Europe. (Bosnia and Herzegovina was a full member of the Ad hoc Committee on Data Protection (CAHDATA) in 2013, 2014 and 2016, which was entrusted with the task of finalizing proposals for the modernization of the Convention (ETS 108) under the authority of the EU Committee of Ministers),
2. Global Privacy Assembly (GPA). The GPA is a global annual forum where independent regulators on privacy, data protection and freedom of information adopt high-level resolutions and recommendations addressed to governments and international organizations, 
3. European Conference of Data Protection Authorities (ECDPA), also known as the Spring Conference, which is the permanent and largest conference of European data protection authorities of Central and Eastern European countries (CEEDPA). (Bosnia and Herzegovina hosted the 18th CEEDPA in Sarajevo in 2016, organized by the Agency (52 participants from 16 CEEDPA member states and the Council of Europe) 
4. European Case Handling Workshop - European Case Handling Workshop (ECHW) is held annually at the level of personnel working on practical activities in data protection authorities. The workshop is under the auspices of the Spring Conference (ECDPA), receives a mandate from it and reports directly to it. Only data protection authorities that are accredited ECDPA members are invited to the Workshop (and the coordinated Circa network). The focus of the Workshop is on the daily practices of data protection authorities and the dissemination of national experiences and best practices. (Bosnia and Herzegovina hosted the 25. Case Management Workshop in Sarajevo in 2013 (CHW)
5. Forum for cooperation of data protection authorities from the region of the former Yugoslavia "Initiative 20i7", established by the Declaration on Cooperation in 2017 at the initiative of the personal data protection authorities of the Republic of Slovenia.
 
6. The Regional Cooperation Council (RCC) is a comprehensive cooperation framework, co-financed by the European Union, which includes participants from South-Eastern Europe, members of the international community and donors to deal with topics of interest to South-Eastern Europe. The RCC was officially established in 2008 at the Meeting of Foreign Ministers of the South East European Cooperation Process (SEECP) in Sofia. The RCC cooperates very closely with all the governments of the countries in the region and the relevant mechanisms of regional cooperation, which is regulated by the Statute and three-year strategies and work programs (SWP), which deal with the needs of Southeast Europe in economic and social development, energy and infrastructure, justice and internal affairs, security cooperation and building institutional and human capital. 
The aforementioned full memberships require the active participation of the Agency and the fulfillment of various obligations. 
1.1.5. Participation in international conferences and events
 
The Agency followed all significant international events through the submitted documentation, and participated directly or online in the following conferences and sessions: 
1. Spring Conference of European Data Protection Authorities (ECEDPA 2022). The conference was held from 19-20 May in Cavtat, Republic of Croatia. Two representatives of the Agency participated in the conference.
2. Conference Regional Perspectives on Online Election Campaigns - Challenges and Opportunities for Electoral Integrity. The conference was held from 17-18 May in Podgorica, Montenegro. The event was organized by the Office for Democratic Institutions and Human Rights (ODIHR) and the OSCE Mission to Montenegro within the framework of the Western Balkans Election Support Project, funded by the EU and the Austrian Development Agency. One representative of the Agency participated in the conference.
3. Global Privacy Assembly (GPA). The 44th Global Privacy Assembly was held from 25-28 October in Istanbul, Turkey. On behalf of the Agency, one representative participated in the conference.
4. The European Case Handling Workshop (ECHW) 2022 was held from 17-19 November in Tbilisi, Georgia. Two representatives represented the Agency at the conference.

5. 43. plenary session of the Advisory Committee of the Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data of the Council of Europe. The session was held on November 16-18 in Strasbourg, Republic of France. One representative of the Agency participated in the session. 

6. Conference on Convention 108+ on the occasion of Data Protection Day 2022.

The conference was held on January 27 in an online format and was hosted by the Italian Presidency of the Committee of Ministers of the Council of Europe. This event took place in the context of promoting the ratification of Convention 108+. A representative of the Agency participated in the conference.
7. Online panel discussion series Data Protection Laws in the Western Balkans: Let's Talk Adequacy. Organized by the Research Center for Law and Digitalization of the University of Passau (FREDI), the discussions were held via the ZOOM platform in the form of webinars. The fifth panel discussion with Bosnia and Herzegovina was held on January 25th with the participation of a representative of the Agency and a representative of the citizens' association "Why Not". 
1.1.6. Cooperation with the Directorate for European Integration of the Council of Ministers of BiH (DEI of the Council of Ministers of BiH) 
Cooperation with the DEI of the CoM BiH in 2022 included the Agency's obligations related to specific issues:
· Subcommittee on Justice, Freedom and Security between the EU and BiH (obligations related to the 6th meeting of the Subcommittee). The meetings were held in online format on 8-9 and 29 November. 
· The Agency's obligations related to participation in two working groups for European integration: the Working Group on Political Criteria and the Working Group for Chapter 23 (Judiciary and Fundamental Rights) 
· The Agency's obligations related to the development of the BiH EU Integration Program, consultations were held on October 12, in an online format.
3.18 Normative part and administration
1.1.7.  Normative part
In the normative part, the following acts were adopted: 
· 172 decisions;

· 50 decisions, of which 40 relate to the area of ​​public procurement;
· 33 contracts, of which two are permanent employment contracts, 11 work contracts, 19 public procurement contracts and one framework agreement and 
· 6 certificates.
1.1.8.  Administrative part 
   The following activities were carried out in the administrative part:
· 1,124 new cases were received and formed; 

· 14,072 documents were recorded; 
· within the Agency, by sectors and departments, 4,255 acts are in charge; 

· 217 invoices were received and recorded; 

· 101 official gazettes were received and recorded;
· 3,023 documents were sent via courier, PTT and e-mail;
· 1,543 cases were archived, 402 cases were entered in the UP 1 register, while there were no cases entered in the UP 2 register. 

All of the above statistical indicators should be multiplied by two, since each action is carried out through a written and electronic protocol.
3.19 Other activities 
In the reporting period, activities related to the following were carried out:
· Annual report on personal data protection for 2021 in Bosnia and Herzegovina, which was submitted to the Parliamentary Assembly of BiH and published on the Agency's official website.
· Annual report on submitted requests for free access to information submitted to the institution of the Ombudsman for Human Rights of Bosnia and Herzegovina.
· Annual report on the resolution of administrative matters in administrative procedures, which was submitted to the Ministry of Justice of Bosnia and Herzegovina. 
· Annual report on the implementation of the Anti-Corruption Plan submitted to the Agency for Prevention of Corruption and Coordination of the Fight Against Corruption.
· Three requests for free access to information were received, which were responded to within the legally prescribed deadlines.
· Temporary Public Procurement Plan and amendments to the Public Procurement Plan for 2022 in accordance with the Decisions on Temporary Financing and the adopted Law on the Budget of the Institutions of BiH and BiH's international obligations.
· Continuous monitoring of the implementation of the contract/framework agreement through the implementation monitoring form for the year 2022 and their publication on the website. 

· Medium-term work program 2023-2025 and the Agency's Action Plan for the period 2023-2025.
· Annual Financial Management and Control Report (AFC) for 2021.
IV. CONCLUSIONS   
In this Conclusion, we also highlight the conditions in which the Agency works and operates, which concern the lack of a new Rulebook on internal organization, an official vehicle for inspection purposes, office space, and human resources. In addition to the fact that the Parliamentary Assembly of BiH adopted the conclusions presented in previous annual reports on the protection of personal data, based on which it was realistic to expect certain progress, this has not happened.   Therefore, the problems still exist, they are described in detail under points II. 2.2 and III. 3.3, so the Agency justifiably proposes in this report the adoption of conclusions that would solve the problems in its work and partially alleviate the lack of human resources. The only difference compared to the previous period is that the Council of Ministers of BiH adopted a decision that tasked the Ministry of Finance and Treasury of BiH to amend the Rulebook on the conditions of procurement and the manner of use of official vehicles in the institutions of BiH, which will also provide for an official vehicle for the purposes of inspection supervision in the Agency. This decision has not yet been adopted.
We also point out the lack of a new Law on Personal Data Protection, for the adoption of which there were also adopted conclusions of the Parliamentary Assembly of BiH and the Council of Ministers of BiH, but there were no results. We remind you that the adoption of a new Law on Personal Data Protection, harmonized with European regulations, is a prerequisite for European integration in other areas as well.
As a positive fact, we highlight the ratification of Convention 108 +, which also imposes the obligation to harmonize domestic legislation with European legislation.
As can be seen from the activities presented, the Agency carried out the jobs and tasks entrusted to it in accordance with its capacities. Statistical indicators are at the level of those from previous years, except for data on the number of complaints received, which is higher compared to previous periods. The largest number of complaints in this reporting period was also filed in connection with the processing of personal data via video surveillance cameras. 
Once again, we call on the Council of Ministers of BiH and the Parliamentary Assembly of BiH to accept the Agency's requests regarding its capacity, and to adopt a new Law on Personal Data Protection so that Bosnia and Herzegovina, like other countries in Europe, can reach the required level of personal data protection. 

                                                                                                                  DIRECTOR
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� Decision on Principles for Determining the Internal Organization of BiH Administrative Authorities


� Council of Europe publication: Excerpts from judicial practice - European Court of Human Rights; Gilles Dutertre


�  Council of Europe publication: Excerpts from judicial practice - European Court of Human Rights; Gilles Dutertre


� Decision of the Constitutional Court of AP No. 66/15 of February 10, 2015





� The aim of the forum is to bring together at regular annual meetings representatives of data protection authorities from similar geographical, historical and legal backgrounds, who are faced with similar data protection issues and challenges, which have arisen due to the reform of EU legislation, increased digitalisation and global transfers of personal data. This Cooperation Forum was established on the model of the "Nordic Action" initiative, which brought together data protection authorities from the Nordic countries (Sweden, Denmark, Norway, Iceland and Finland) and has proven to be an example of good practice.





� Note 


Fifth Regional Meeting of the “20i7 Initiative”


We would like to remind you that Bosnia and Herzegovina was supposed to host the fourth meeting in Mostar in 2020, which was postponed due to the Covid-19 pandemic to 2021. Our country's commitment was carried over to 2022, but due to lack of funds, the Agency was unable to host the “20i7 Initiative” meeting. We would like to remind you that the Agency, as well as other BiH institutions, were financed on a temporary basis and it was not possible to organize the meeting due to these circumstances. 


The Initiative 20i7 Secretariat attempted to organize a meeting in another member state, but it was also canceled.
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