PROTECTION OF THE RIGHT TO PRIVACY AND VIDEO SURVEILLANCE

In the context of protection of the right to privacy, video surveillance means acquisition and storage of audio, visual or other records from monitored sites where individuals move, through the installed video camera system and i.e. form of passive surveillance of space, obtaining the target images (recorded movements) or in a reportage way. Used camera systems provide several ways to store images of outdated forms in the form of video cassettes to modern forms of digitizing and storing data were processed by computer technology.

Anyone who plans to install video surveillance in order to record and store images of followed sites where individuals are moving, must determine the purpose and means for processing data. Firstly, the controller who has the video system must have a clear idea about whether the setting of this system is in accordance with the law. In doing so, we must consider whether is setting up of video surveillance really necessary and whether was there an other solution for the underlying goal on how these issues and the consequences from the point of application of legal regulations on protection of personal data and its procuring the relevant provisions of the Law on personal data protection in Bosnia and Herzegovina (hereinafter: the Law).

On the other hand, it is necessary to point out the possibility of collision using video surveillance with the principles of data protection, and in this context is necessary to discuss two questions: 


-    When the video surveillance is considered as processing of 

     personal data and when not?

· When, in terms of the Law a recording video surveillance is considered as a personal information?

Video surveillance means the processing of personal data when you are done recording the monitoring of physical persons, under the definition of personal data processing prescribed by Article 3 of the Law. In this case there is a systematic collection of facial images in a specified area, within a specified time period, expected to assume further usage of these images. 

So, if during the video surveillance a record isn't made, it is not about the processing of personal data and then the law does not apply, which does not exclude application of other legal regulations in order to implement Article 8. of the Convention on the Protection of Human Rights and Fundamental Freedoms, which guarantees the right to respect for family and private life.

The second question is a difficult question to answer because the government has discrepancy in the earlier published opinions about when the video surveillance in questions of processing of personal data and when it is not. We recall that personal information means any information relating to the identified person or on the basis that one can be identified. When information is contained in frames from a video surveillance is not related to the identified person or a person can not be identified it is considered that it is not processing of personal data.

There is no doubt that every frame that includes characters that allow differentiation between the physical person from another (especially face) made a minimum of potential recording of personal data. If the tape that has mentioned features it can be difficult, in the future, to exclude the possibility that there will be no identification of the person and the right identification is obviously the main reason why it comes to obtaining such images. If the video surveillance was connected to an existing database of personal data it would be evident on the processing of personal data.

If you continue to follow the logic of the Law it will be necessary to implement video surveillance according to the Article 4. point b) of the Law and to determine the purpose of collection of these recordings and the possibility of their use as evidence in a crime or caused damage. Also, the time period of keeping the records is essential when the video surveillance system is installed by private entities such as banks and shopping centers. Long-term storage of these images is a big risk for customers of banks or individuals because they get familiar with their habits and customs, creates a risk that their privacy can be very roughly violated.

Video surveillance can be conducted based on the consent of persons who are taped without the approval under a special law or, in failing this, when the circumstances of each individual case is possible to apply the Article 6. point e) of the Law which provides "if the necessary protection of the legitimate rights and interests obtained by the controller or the user and if the processing of personal data is not inconsistent with the right data provider to protect its own private and personal life." The quoted provision may be applied when the subject of protection can not be achieved by other legal means such as assets can be protected from theft by locking the premises in which case there is no possibility of applying this provision. It is necessary to emphasize the last part of the terms "right of the data holder to protect its own private and personal life," which means that it is forbidden to perform video surveillance in areas that have been determined for strictly private activities, private property, etc.

Controller is required to fulfill other obligations prescribed by law in terms of protection of recordings in accordance with Article 11., to fulfill duties to the data holder and of course the subject analysis report to the supervisory authority in Bosnia and Herzegovina – Personal Data Protection Agency.

At the end of the presentation we will describe one case of processing of personal data by video surveillance for a better understanding of the theoretical statements presented ahead.

Using of public swimming pools assume the disposal of clothing and other personal effects to designated cabins. It is the disposal of personal belongings unattended owners and as such are often subject to theft. This risk can not be completely eliminated even by physical protection of the employees at the public pool. This circumstance is apparently the reason for the introduction of video surveillance that includes the introduction of recording devices in order to identify the perpetrator of possible theft. In this context, we note that a pool does not have the legal authority for the introduction of video surveillance and the theoretical possibility that each of the visitor gives his/hers approval for recording is a difficult option for implementation.
In the specific case of video surveillance can be put into operation without the consent of the provider of data (visitors to the pool) on the basis of Article 6. point e) of the Law, where it is obvious that the video surveillance to protect the rights and interests of the controlor, owner of pool, and the pool visitors. It is important to point out a problem if the premises where the video surveillance was introduced where visitors of the pool change cloth, which would result in the violation of their rights to protect private and personal life as much as possible to avoid the separation of space for changing and disposal of clothing. Also, visitors need to be introduced to video surveillance emphasis on major labels, which would be filled with the duties prescribed by Article 22. of the Law. Recordings made in the video surveillance would be lawfuly used only in cases of theft and it is possible to assume that knowledge of the theft to come out on the second day after a visit to the pool where this assumption is defined and the time to keep records of this video surveillance.

