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I  INTRODUCTION 

Pursuant to Article 40, paragraph (1), item c) of the Law on Protection of Personal Data (“Official Gazette of BiH” No. 49/06, 76/11 and 89/11) (hereinafter: the Law), the Agency for Personal Data Protection in Bosnia and Herzegovina (hereinafter: the Agency) submits the Report on Personal Data Protection in Bosnia and Herzegovina for 2018 to the Parliamentary Assembly of Bosnia and Herzegovina. 
This is the eleventh Report on Personal Data Protection, submitted by the Personal Data Protection Agency (hereinafter the Agency) to the Parliamentary Assembly of Bosnia and Herzegovina. 

Protection of personal data, in terms of privacy protection, is one of the core values of any democratic society and human rights aspects where special attention is paid and aims at the protection of private life in the collection, processing and use of personal data. We are witnessing major changes that have caused globalization and technological advances, especially in the informatics and digital world. The questions of privacy protection are present in every aspect of life of the individual, especially because modern living conditions allow access to large numbers of data.

In the process of globalization, information does not know boundaries, so it is difficult to ensure the balance between privacy and security, supporting free access to information and protecting personal data.

The legislative framework which regulates personal data protection encompasses the Constitution of Bosnia and Herzegovina
, adopted international documents and domestic regulations. 

The Constitution of BiH guarantees the protection of all human rights and fundamental freedoms predicted by the European Convention for the Protection of Human Rights and Fundamental Freedoms and its protocols, therefore the right to private and family life, home, and correspondence:

„The rights and freedoms set forth in the European Convention for the Protection of Human Rights and Fundamental Freedoms and its Protocols shall apply directly in Bosnia and Herzegovina. These shall have priority over all other laws“. 

In addition, Bosnia and Herzegovina has ratified the Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data (ETS No. 108) of the Council of Europe (hereinafter Convention 108), which is important for guaranteeing the right to privacy. Convention 108 guarantees the right to privacy and therefore the right to personal data protection to every individual. 

Pursuant to the Constitution of BiH and above mentioned Convention 108, Bosnia and Herzegovina adopted a Law.
The domestic legislation reflects provisions of the Directive 95/46 EC of the European Parliament and the Council dated from 24 October 1995 on the protection of individuals with regard to personal data processing and free movement of such data. By incorporating the Directive into domestic legislation, which is obligatory only for EU member states and candidate states, we proved that our country has formally achieved harmonization with European standards until this reporting period.
During the year 2018 there have been reforms in the field of protection of personal data and on the level of the Council of Europe and at the level of the European Union. The Convention 108 was amended so that it is adopted Convention 108+, modernized Convention for the Protection of Individuals with regard to the processing of personal data, which is open for signature and that needs to be ratified. At EU level, two regulations have been adopted, which are described in detail in the next Chapter
In Bosnia and Herzegovina, there are four Criminal laws and each of these laws defines the crime of "unlawful processing of personal data". 

The court protection of personal data is also secured through legal proceedings for non-pecuniary damages under the Law on Obligations. 

One of the basic principles of the administrative proceeding, namely the „protection of citizens’ rights and protection of public interest“ guarantees the protection of rights of the parties in the administrative proceeding, including lawful processing of personal data.  

Signing the Stabilization and Association Agreement with European Community and its member states, Bosnia and Herzegovina has assumed the obligation to harmonize its legislation related to personal data protection with the Community Law and other European and international privacy legislation. This Agreement bounded Bosnia and Herzegovina to establish independent supervisory authority, supplied with sufficient financial and human resources in order to implement national legislation on personal data protection.

In the last report of the European Commission on the progress of BiH stated, among other things, the following:

"The Agency must have adequate resources to carry out its tasks effectively. It is necessary to undertake additional efforts to align legislation with the General Regulation on Data Protection Directive 2016/679 and 2016/680 ".
II   MOST CURRENT ACTIVITES RELATED TO PROTECTED PERSONAL DATA 
In this chapter, we will specifically discuss some of the topics from the protection of personal data, which were the most relevant and most significant in the reporting period.
2.1. Proposal of the Law on Protection of Personal Data
We recall that the European Parliament and the Council of the European Union have adopted Regulation 2016/679 on the protection of individuals with regard to the processing of personal data and the free movement of such data and on the exclusion of Directive 95/46/EZ (General Data Protection Regulation). The General Data Protection Regulation entered into force on 25 May 2016, with effect from 25 May 2018 in all Member States.

Likewise, the European Parliament and the Council of the European Union adopted Directive 2016/680 on the protection of individuals with regard to the processing of personal data by the competent authorities for the purpose of preventing, investigating, detecting or prosecuting criminal offenses or committing criminal offenses and free movement of such data, o repealing Council Framework Decision 2008/977 /PUP. This Directive entered into force on 6 May 2016, with the Member States required until 6 May 2018 to bring into force the laws, regulations and administrative provisions necessary to comply with the Directive. The Member States had two years to take over the provisions of the Directive into their national legislation.

In July 2017, the Agency sent to the Council of Ministers of BiH specific information on the urgency and necessity of harmonization of laws in Bosnia and Herzegovina with the General Regulation and the Directive, with the aim of initiating certain activities in this regard. The expected reaction did not follow, so the Agency took action to draft a new Law on Personal Data Protection. Training was provided to understand the standards of the Regulation and the Directive, through the TAIEX EU Instrument, with the arrival of experts from the supervisory authorities of the Province of Saxony - the Federal Republic of Germany and the Republic of Croatia to visit the Agency. Also, through the IPA Project 2017
, the translation of the proposal into English was ensured and analyzed by the UK expert regarding its compliance with the new European standard. In addition to the activities carried out by the Agency in drafting the Law, the Council of Ministers of BiH, on 30 January 2018 issued a Conclusion mandating the Ministry of Civil Affairs of BiH to propose within 30 days the decision on the establishment of an Interdepartmental Working Group to draft a new Law on Personal Data Protection. According to the same Conclusion, representatives of the higher ministry and a representative of the Agency should have been appointed to the working group. In this regard, the Ministry of Civil Affairs in February 2018 submitted a request to the Agency to propose a representative for membership in the working group. In its response to the request, it was stated that the law stipulates that the Agency is obliged to participate in the legislative activity by giving its opinion on the draft laws to be submitted to it by the competent authorities. In addition, it was pointed out that the Agency is an independent oversight body and cannot be delegated by the Council of Ministers of BiH, and that in this way any legislative body in Bosnia and Herzegovina can "employ" the Agency in drafting a specific law. Notwithstanding the foregoing, appreciating the need and urgency for the adoption of the new Law on Personal Data Protection, the Agency has appointed one representative for membership of the Working Group for drafting this Law. On that occasion, it was stated that a representative of the Agency would be mandated to submit to the Working Group the Proposal of the Law on Protection of Personal Data, which was prepared by the Agency.
The Council of Ministers of BiH has decided to establish an Inter-ministerial Working Group on the Drafting of the Law on Personal Data Protection (Official Gazette of BiH No. 49/18) (hereinafter: the Working Group) and appointed two representatives of Ministry of Civil Affairs of BiH, and one representative each from the Ministry of Justice, the Directorate for European Integration of the Council of Ministers of BiH and the Agency.
In the middle of 2018, The Agency completed work on its proposal Law, and the Working Group began its activities in August 2018. As noted above, the Agency submitted to the Chair of the Working Group the Draft Law drafted by the Agency. The Working Group held seven meetings from mid-August to mid-November, at which it discussed the Proposal of the law in detail by analyzing whether its provisions are compatible with the provisions of the new European regulations. During the analysis of the proposed law, all provisions have remained unchanged, except for a few who have suffered certain changes, mainly due to formal shortcomings. Following the completion of the drafting of the Draft Law, the Working Group submitted to the Ministry of Civil Affairs of BiH a Report on the work of the Interdepartmental Working Group on the drafting of the Law on Personal Data Protection. At the time of writing this report, the Ministry of Civil Affairs carried out activities on the adoption of the new Law on Personal Data Protection.
2.2. Problems in the work of the Agency
As before, in this Report, we list the biggest problems the Agency is facing in its work, reiterating everything that was stated in earlier reports, since none of the highlighted issues have been resolved.

In the past period, since the establishment, the Agency has had the support of the Parliamentary Assembly of BiH and the Council of Ministers of BiH. The Agency, according to its independence, is a resource of the Parliamentary Assembly of BiH. However, recently, certain decisions and procedures of the Council of Ministers of BiH hamper and call into question the legal work of the Agency. 
In the Reports for 2016 and 2017, we informed the Parliamentary Assembly of BiH and the public about certain cases that call into question the legality of the Agency's work. We recall, it was about:
1.   In 2013, the Agency initiated the procedure for the adoption of a new Rulebook on Internal Organization. The reasons for making the new Regulation are to comply with the Decision on principles for establishing an internal organization of administrative bodies of Bosnia and Herzegovina and the Decision on the classification of jobs and criteria for job descriptions of jobs in the institutions of BiH.
Keeping in mind the competencies and scope of work of the Agency, as well as the restrictive       financial means, the proposed by the Ordinance, the number of employees in the Agency remained the same, but the structure of employees changed in a manner that reduced the number of employees and increased the number of civil servants. Employment positions for administrative and technical matters with deputy and assistant directors were abolished (a total of four). From this, the number of civil servants was increased, namely, expert advisers for inspection supervision for three perpetrators. In addition, it is proposed to organize a secretariat as a special unit within the Department of Administration and Systematization of the Workplace of the Head of the Registrar - Specialist Referent, in accordance with the valid decisions. 
The reasons for the introduction of these solutions in the Draft Rulebook are current indicators and experience in the work of the Agency, given its competence and basic function arising from the law. Namely, the main activity of the Agency is on the inspectors of the Agency and therefore the number of the Agency is increased from seven to ten. The same can be achieved by abolishing jobs administrative and technical affairs at the deputy and in three Assistant Directors. It was quite logical that there was a need for organizational strengthening of the administration as the number of executors decreased. That is why it was proposed to set up a secretarial office and establish a job position as the head of the office - a referent specialist. This results in cost-effectiveness, rationality and efficiency as well as saving financial resources and space.
At this proposal of the Rulebook, with no suggestions as to the proposed alternative degree of professional qualification, and which was well-received, the Ministry of Justice did not have any objections.
The Agency could not accept the suggestion of the Legislative Office of the Council of Ministers of BiH requesting that seven years of work experience be prescribed for the position of director and deputy director, as prescribed by the Decision bearing in mind the fact that the law stipulates that the candidate for director and deputy director must have five years work experience in management affairs in the administration.
Also, the Agency could not accept the condition of the Ministry of Finance and Treasury of BiH to abolish the position of the referent - head of the office. The Agency could not accept arbitrary application and explanation of the Ministry that the Agency in previous period had no trouble in their work without this job. Namely, the Agency has had problems in the past period, but it problems have been largely solved successfully. Proposal of Rulebook with explanation The Agency is submitted to the Council of Ministers of BiH for consent during the month of May 2019. The agency has never received an answer.
2. The Council of Ministers of BiH has adopted the Rulebook on the conditions of procurement and the manner of using official vehicles in the institutions of Bosnia and Herzegovina where no inspection vehicles are provided for the Agency. The agency has three official vehicles, which does not meet the needs of the Agency. Namely, the Rulebook stipulates that the Agency can only dispose with the already existing number and category of vehicles, and that the right to use it has a director, a deputy director and for the purpose of a courier - administrative affairs.
This decision calls into question the performance of the basic activities of the Agency. It should be kept in mind that the first authorization of the Agency, stipulated in Article 40 paragraph (2) point a) of the Law, is to "monitor the fulfillment of the obligations prescribed by this Law through the inspection". Article 2, paragraph (2) of the Rulebook defines "official specialized vehicles" and vehicles for performing "... and inspection activities ...". Therefore, by default, Article 13 of the Rulebook should state the Agency and list the institutions of BiH, for the purposes of carrying out inspection tasks. Why it's not done is not known. The Agency tried to correct this but failed because the Ministry of Finance and the Treasury of BiH does not approve this. The current situation is unsustainable because the Agency is not in a position to execute one of its basic powers, which puts into question the justification of its existence. Furthermore, there are procedures before the courts for offenses, training, various meetings and conferences and the like where it is necessary for the participation of representatives of the Agency. The savings, referred to by the Ministry, can’t call into question the legal work of the institutions, and it is not clear to us the true reason for the negative opinion of the Ministry of Finance and Treasury of BiH. The Agency does not dispute that the implementation of the Rules has made savings, on the contrary, we support every form of public sector savings if it is realistic and reasonable.

3. At its 46th session, held on 3 March 2016, the Council of Ministers of BiH concluded that all the institutions of Bosnia and Herzegovina, within the competence of the Council of Ministers of BiH, prior to announcing advertisements to fill vacant or new jobs, are obliged to obtain the consent of the Council of Ministers of BiH.
On 1 February 2016, the Agency ceased working with a civil servant who worked on the position of a Senior Legal Adviser for Appeals Procedures, based on an external transfer. We made a decision on the need to recruit a new civil servant to that position, and the Civil Service Agency of BiH was asked to publicly announce an advertisement for vacant posts. Civil Service Agency of BiH submitted a notice that they can´t issue a public advertisement because of the Conclusion of the Council of Ministers. On 31 March, 2016 through the General Secretariat, the consent of the Council of Ministers of BiH was requested, and then, on 21 April, delivered and urgency, but until today we did not get an answer. Thereafter, in 2017, the Agency had one death. In October 2018, an officer assigned to the post of Head of the Legal and Personnel Department died. The Council of Ministers of BiH has also requested approval for this position. No response provided.
 Law on budget execution of BiH institutions and international obligations for 2016 and for 2017 determined that the Agency has 27 employees. On the contrary, the Agency is being barred from employment based on the conclusion of the Council of Ministers of BiH, which is a violation of the Law on Execution of the Budget of the Institutions of BiH and International Obligations of BiH. Therefore, the conclusion of the Council of Ministers of BiH is more valid than the Law on Execution of the Budget of BiH Institutions and International Obligations of BiH. By the unlawful conclusion of the Council of Ministers of BiH, the Agency was prevented from filling the posts in accordance with the law.             
One of the main tasks and permanent priority of the Agency is just acting in accordance with citizens' complaints. Regulations are systematized by two officers for actions on complaints and now both are vacant. We are aware of the current difficult financial situation, but we do not accept selective access to additional employment. Notwithstanding the importance of any institution, although many have put the same in question with their work, we appreciate that strengthening the capacity of the Agency is a priority.
In 2018, another death occurred at the Agency when an officer assigned to the post of Head of the Accounting Division died. Thus, the Agency ends 2018 with 24 employees. For the reasons stated above, we are forced to reduce inspections, suspend cooperation with the BiH Civil Service Agency, reduce the issuance of misdemeanor warrants, etc. About these problems, we met Chairman of the Council of Ministers and his deputies. The Agency has never received a response, and expected reaction didn't follow.
In addition to other absences from work, due to sick leave in 2016 there were 629 days of leave (on average, every working day two and a half employees), in 2017 851 days of absence (on average every working day three and a half employees), and in 2018 690 days of absence (on average, about two and a half employees every working day). It should be noted that the absence, without any doubt, was justified.
Furthermore, the Council of Ministers of BiH, at its 130th session held on 18. January 2018 adopted the Decision on the allocation of office space for the accommodation of BiH institutions in Dubrovačka Street 6. The present Decision allocated to the Agency 11 offices, on the fourth floor of the building "B", and one archive room, a total area of 308,69 m2. In accordance with this Decision, the Agency relocated on 1 March 2018 to new offices. However, due to inadequate and insufficient space, the Agency works in difficult conditions.
According to the Rulebook on Internal Organization, the Agency consists of four basic and six internal organizational units. The management positions filled the positions of Director, Deputy Director, three Assistant Directors and two Heads of Departments. By the nature of the job, management also involves verbal communication with associates and it would be optimal to have a separate office for senior executives, which is now impossible to achieve. Here is an example of a current solution where the Head of the Inspection and Complaints Division works in one office with five associates who perform the most complex and responsible tasks within the competence of the Agency. Citizens 'complaints are also received in the same room, which is inadmissible, since filing citizens' complaints involves discretion and a separate room, as well as a Help Desk telephone. Therefore, the Agency does not have the minimum requirements for lawful and professional work.
Bearing in mind the above facts, we expect that the Parliamentary Assembly of BiH will support the Agency in overcoming these problems.
III   WORK OF THE AGENCY  FOR  PERSONAL  DATA PROTECTION  IN BOSNIA  AND  HERZEGOVINA  

3.1. Competencies

The Personal Data Protection Agency in Bosnia and Herzegovina is an independent administrative organization established to ensure the personal data protection in Bosnia and Herzegovina. In this sense, Article 40 of the Law defines the responsibilities of the Agency, as follows:

· to supervise the implementation of this Law and other laws on personal data processing;

· to act on data subject’s complaints;

· to submit to the Parliamentary Assembly of Bosnia and Herzegovina annual reports on personal data protection, which should be available to the public;

· to follow the personal data protection requirements by giving proposals as to enacting or amending legislation governing the data processing, give opinions on the proposed laws and take care of fulfillment of the criteria relevant to data protection originating from international treaties that are binding for Bosnia and Herzegovina.

 3.2. Powers 

In order to perform tasks and duties, the legislator has given the following powers to the Agency:

· perform supervision, through inspection, over fulfillment of obligations stipulated by this law;

· keep the Central Registry;

· accept incentives and complaints of citizens concerning breaches of this Law;

· adopt implementing regulations, guidelines or other legal documents in line with the Law;

· order blocking, erasing or destroying of data, temporarily or permanent ban of processing, 
· issue warning or reprimand to the controller;

· impose penalties in misdemeanor proceedings, or submit a request for initiating proceedings in accordance with this Law,

· provide advice and opinions in the area of personal data protection;

· co-operate with similar authorities in other countries;

· exercises other duties as foreseen by law;

· monitor the transfer of the personal data out from Bosnia and Herzegovina.

These powers have made a real presumption for the Agency to adequately deal with personal data protection. In any particular case the Agency has to answer the four complex and subtle questions with regard to assessing the legality of personal data processing, namely: 

1. Is there any interference with this right? 

2. Is it in accordance with the Law? 

3. Whether processing is performed in order to achieve one of the legitimate aims?

4. Is it necessary and proportional in a democratic society?

3.3. Independence and capacities of the Agency  

The independence of the Agency is one of the key factors for implementation of international commitments and for efficient and proper functioning of the Agency. Its full independence gives the Agency the legitimacy to deal with assigned tasks. The importance of the independence of the Agency, as one of the key institutes of protection of personal data, necessitates that each Report on the protection of personal data must contain this segment. 
First of all, supervisory authority must have an independent organization. Article 35 of the Law in paragraphs (1) and (2) prescribes that: “The Agency is an independent administrative organization established for the purpose of ensuring the protection of personal data and is headed by its Director“ and „The Agency acts fully independently in performing the assigned duties. Director and Deputy Director of the Agency are appointed by the Bosnia and Herzegovina Parliamentary Assembly, which may suspend and dismiss them prior to their mandate expiry, in cases specified in Article 45 of the Law. These changes contribute to the independence of the Agency, by strengthening their legitimacy backed now by the Bosnia and Herzegovina Parliamentary Assembly. Namely, the Agency does not report to the Bosnia and Herzegovina Parliamentary Assembly about its work, but reports about the personal data protection, in an attempt to avoid any influence on the Agency. This in no case excludes accountability and professionalism in the work of the Agency, on the contrary – it strengthens them. Of course, independence means a ban for performing any profitable activities or any activity that may jeopardize the belief in its independence. We highlight the term „belief“, which is a subjective opinion of an individual about the independence of the Agency. Independence and responsibility are in direct proportion and function according to the system of connected vessels - the greater the independence, the greater the responsibility. 

Financial independence of the Agency, as a special budget beneficiary, is secured through Article 36 of the Law, which regulates that funds necessary for the work of the Agency shall be secured from the budgets of the Bosnia and Herzegovina institutions and international commitments of Bosnia and Herzegovina. However, the procedure for the adoption of the budget opens up the possibility of an impact on the Agency, and it would be necessary to ensure a greater impact of the Parliamentary Assembly of Bosnia and Herzegovina in that part.

The employees at the Agency enjoy the status of civil servants and employees. The problem is the present solution in the Law on Civil Service in the Institutions of BiH, where the Civil Service Agency is the main institution in the process of admission of civil servants. The participation of the Director is symbolic, which is certainly unacceptable and negatively influences the independence of the Agency. The Law on Civil Service in BiH institutions exempts the employees in Central Bank BiH and Office of the Ombudsman for Human Rights of BiH. However, a substantial question remains as why only these two institutions are exempt. State Agency officials deal with cases where the State Service Agency appears as the controller, which question their impartiality.

The Agency is not an ordinary administrative body, as its main task is to supervise the implementation of laws regulating processing and protection of personal data, including the assessment of lawfulness of personal data processing. These are only few basics parameters that significantly differentiate the Personal Data Protection Agency from other administrative organizations and The Agency should certainly be positioned as independent body in full capacity in all laws regulating this subject. 

The Agency must have the capacity for performing the assigned duties and responsibilities. At the moment, the Agency doesn’t have the necessary capacities (number of employees, budgets, accommodation, vehicles, etc.) in order to legally and efficiently perform the tasks entrusted to it. Activities such as inspection controls, complaints procedures, opinions, issuing misdemeanor orders, participation in court proceedings, maintenance of the Central Registry, etc. are very demanding and imply sufficient capacities. 
The Agency is authorized to issue authoritative orders. When the Agency detects the illegal processing of personal data, it shall order measures which the controller is obliged to take within a specified period, and inform the Agency thereof. The same article stipulates that the Agency may require the controller or processor to provide it with information or to allow access to any document and records in which it may be personal data. The Agency has the right to enter the premises where the processing of personal data is being conducted, state and official secrets are not an obstacle for the Agency, and public authorities are obliged to assist the Agency at its request in the exercise of its competence. Of course, this is adequately followed by penal provisions. The Agency's decisions are final and may be subject to evaluation only in the administrative dispute at the Court of BiH. 

One of the legal obligations of the Agency is to monitor the situation in the field of personal data protection, and in that regard to issue proposals, initiatives, and opinions. In the past, the Agency did so. However, the proponents of legislation regulating processing and protection of personal data, by rule, do not submit their proposals to the Agency for its opinion and this problem needs to be systematically resolved. 
Raising awareness on personal data protection in the framework of public communication is one of the basic instruments enabling efficient work of any supervisory body dealing with personal data protection. The Agency undertakes activities in promotion of the rights deriving from personal data protection, as well as promotion of the Agency’s activities.

 3.4. Inspections

In the reporting period, the Agency carried out a total of 42 inspections, out of which 14 were regular, 28 extraordinary. 

3.4.1. Regular inspections
Regular inspections were carried out on the basis of the Annual Inspection Work Plan, according to which Monthly work plans for March and April 2018 were adopted.
An annual inspection plan is put in place to control specific sectors. In 2018 regular inspections are planned in local self-government units, public and private educational institutions, foreign language schools, business entities that keep records of customers/users of services and legal entities providing insurance services.

The monthly inspection work plans for March and April 2018 set inspections in legal entities providing insurance services, public and private educational institutions and local self-government units in order to control compliance with the obligations prescribed by the Law.
Except for the two mentioned months, regular inspections were not planned during the reporting period, since the inspectors were handling complaints procedures and performing other tasks within the competence of the Agency. The posts of a senior expert associate for complaint procedures at the Agency were not filled during 2018, which is described in detail in Section 2.2 Problems in the Agency's Work.
In accordance with the monthly plans of inspections, 14 regular inspections were carried out in the following:

1. Insurance Supervision Agency of  FBiH ;

2. Elementary School “Silvije Strahimir Kranjcevic” in Sarajevo;

3. City Administration of the City of Banja Luka;

4. JU O.S. Ivo Andric Banja Luka;

5. Mercury Insurance d.d. Sarajevo;

6. Goethe - Institute of BiH Sarajevo;

7. International Primary School in Sarajevo;

8. Public Institution for Preschool Education "Mladost" Kakanj;

9. ASA Insurance d.d. Sarajevo;

10. Slobomir P, University of Bijeljina;

11. Kiseljak Primary School, Kiseljak;

12. JU "Sveti Sava" Primary School, Trnovo;

13. JU "Golub Kures" Secondary School Bileca;

14. Elementary School, “Olovo”, Olovo.
Inspections revealed that most of the above-mentioned entities did not fulfill the formal legal obligations prescribed by the Law, which means that they did not register personal data collections in the Agency's Central Registry, did not create a Security plan for protection of personal data, did not establish special records on personal data that were given to a third party, the parties and the purpose for which they are given, and the records of denied requests of personal data holders for access to their data. 
In accordance with the established facts, appropriate solutions have been made.
3.4.2. Audit inspection
During the year 2018 audit inspections were not carried out. The only reason for the non-execution of these controls is the lack of staff, which is a serious problem in the efficiency of the Agency's work.
3.4.3. Extraordinary inspections

Extraordinary inspections are not covered by monthly plans. These inspections were carried out in the complaints procedure, the holder of personal data or ex officio, when the circumstances of the case require the implementation of inspection, to establish the facts and circumstances relevant to resolution of those proceedings.

A total of 28 extraordinary inspections were carried out, of which 15 are in the complaint procedure, and 13 are in ex officio procedure.

1. Controllers in which extraordinary inspection supervision is carried out in the complaint procedure are:
1. Centar Sarajevo Municipality - General Administration Office in Sarajevo;

2. UniCredit Bank d.d. Mostar, Sarajevo Branch;

3. DINERS CLUB BH d.o.o. Sarajevo;

4. Euroexpress d.o.o. Banja Luka, Sarajevo Business Unit;

5. Registration Office of Ilidza Municipality;

6. Municipality of Stolac;

7. Fund for Professional Rehabilitation and Employment of Persons with Disabilities Sarajevo;

8.  Euroveza d.o.o. Sarajevo;

9.  Toplana a.d. Banja Luka;

10. ZEV Gunduliceva 74, Banja Luka;

11. "Camil Sijaric" Primary School Sarajevo;

12. Public institution "Our children" Tuzla;

13. Q8 & KSA, Company for Production, Trade and Services d.o.o. Sarajevo, Ilidza;

14. Joint Affairs Service of the Institutions of BiH.
2. Controls in which extraordinary inspection supervision is carried out in the ex officio procedure are:

1.  Raiffeisen Bank BiH d.d. Sarajevo;

2.  Ministry of Education, Science and Youth of Sarajevo Canton;

3.  Apolonis Education Center, Banja Luka;

4. International Service Experts d.o.o. Zenica;

5.  "ADV PAX Lutec" d.o.o. Maglaj;

6.  Eco Toplana Banja Luka “d.o.o. Banja Luka;

7.  Grand Hotel Bristol d.o.o. Sarajevo;

8.  Representative of condominium owners of the building in Sarajevo, Stupska 19C;

9.  BiH Football Federation;

10.  Financial Information Agency; companies in FBiH 

11.  Public school "Sveti Sava" East Novo Sarajevo;;

12. Novi Grad Sarajevo Municipality;

13.  Faculty of Architecture University Sarajevo
More details regarding the inspections carried out will be addressed in the part relating to complaints or ex officio proceedings, depending on the procedure in which the initiation of extraordinary inspection supervision is initiated.
3.4.4. Complaints of controllers
On the decision of the inspector made in the procedure of regular inspection supervision, the controller may submit a complaint with the Agency's Director as a second instance body. In the reporting period there were no complaints about the inspector's decision.
3.4.5. Solutions and Conclusions for 2017 Inspections
In the reporting period, seven decisions were made regarding regular inspections carried out in 2017. These solutions addressed the following controllers:

1. Space d.o.o. Sarajevo;

2. BH Passport d.o.o. Sarajevo;

3. Ponte d.o.o. Mostar;

4. FBiH Protective Fund;

5. Euroherc Insurance d.d. Sarajevo;

6. Triglav Insurance d.d. Sarajevo;

7. UNIQA Insurance d.d. Sarajevo
3.4.6. Comparative data for the period from 2010 – 2018
	INSPECTION SUPERVISIONS

	
	2010
	2011
	2012
	2013
	2014
	2015
	2016
	2017
	2018

	Total
	40
	17
	99
	111
	88
	90
	93
	83
	42

	Regular
	15
	12
	34
	53
	43
	53
	56
	53
	14

	Audit
	21
	1
	2
	1
	2
	1
	1
	0
	0

	Extraordinary
	4
	4
	63
	57
	43
	36
	36
	30
	28

	Complaints
	3
	2
	14
	8
	2
	1
	4
	0
	0
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 3.5. Objections

The right to submit an objection is provided in Article 30 of the Law. Each data subject, natural person to whom the data relate, has the right to submit an objection to the Agency when he/she finds out or suspects that the controller or data processor has violated his/her right or that there is a direct risk of violation of his/her right. 
3.5.1. Objections resolving 

148 complaints of personal data subjects were received. In the reporting period, 80 complaints were resolved. 29 objections were wholly accepted, 5 objections were partially adopted and 42 objections were rejected. 2 conclusions were finalized, which closed the proceedings on the complaint, due to the lack of jurisdiction or inadequacy of the submission, and 2 objections were submitted to the competent authority.         

From the previous year, 15 complaints were resolved. According to the order of the Court of BiH, one complaint from 2017 and four complaints from 2016 have been resolved in a retrial.  
In the reporting period, 68 complaints were not resolved (40 in the public and 28 in the private sector).
3.5.2. Objections against controllers from public sector

79 complaints were filed against public sector controllers. In total, 19 complaints were upheld.
• Controllers against whom the objections were adopted as grounded:

1. Public Institution Cantonal Center for Social Work Sarajevo - Social Welfare Service of the Municipality of Novi Grad - Submission of Warning about Failures in Care of a Minor Child in the Workplace;

2. KJKP "Gradski saobraćaj" d.o.o. Sarajevo - processing of inaccurate personal data, denying access to information or documentation contained in the personnel file;

3. Centar Sarajevo Municipality, registry office - correction of incorrectly entered data in the MKR;

4. Public Institution “Hrasno” Primary School Sarajevo - discovering and enabling NN persons to photograph personal data of a minor XX contained in the departmental book;

5. ZU Health Care Center Velika Kladusa - providing access to and use of personal data from the personal file to an unauthorized person;

6. Office of the Common Affairs of the Institutions of BiH - processing of personal data using video surveillance in restaurants and buffets in the BiH Parliamentary Assembly building;

7. Public Health Center Srbac - access electronic health records, ie information on health status;

8. JP Radio-Television d.o.o. Livno - requesting a certificate of impunity in the competition procedure;

9. Police Directorate of the Police of Sarajevo Canton and Independent Committee of the Assembly of Canton Sarajevo - processing of personal data on the work experience of police officers;

10. Independent Committee of the Assembly of the Canton of Sarajevo - processing of personal data related to the evaluation of the work of police officers in organizational units of the Police Directorate of the Police of the Sarajevo Canton;

11. Novo Sarajevo Municipality - processing of incorrect personal data on name and surname;

12. “Camil Sijaric” Primary School Sarajevo - processing of personal data on the health status     of the spouse in order to exercise the right to one-time financial assistance in case of serious illness of a close family member;

13. Municipality of Ilidža - giving the birth certificate to an unauthorized person;

14. Radio Television of FBiH - Announcement of the Decision on Termination of the Employment Contract with the Offer of the Modified Employment Contract on the Bulletin Board and the processing of the JMB in the Employment Contract;

15. Municipality of Stolac - processing of personal data using video surveillance;

16. KJKP  „Vodovod i kanalizacija“doo Sarajevo - processing of data on the number of household members,

17. RS Health Insurance Fund - announcement of the Fund's second-instance decision on the notice board;

18. Center for Social Work Banja Luka - giving and disclosing personal data related to the health of his ex-spouse;

19. J.P. Sarajevo Canton Television - processing of data on health status in disciplinary proceedings

3.5.3 Objections against controllers from the private sector

There were 69 objections submitted against controllers from the private sector. 15 of them were adopted as grounded, 
· Controllers against whom the objections were adopted as grounded:
1. Toplana a.d. Banja Luka, - processing of JMB in the Agreement on the supply and use of thermal energy and the provision of personal data of users of the utility service for the supply of thermal energy to the company "Eko Toplane Banja Luka" d.o.o. Banja Luka and against the company "Eko Toplane Banja Luka" d.o.o. Banja Luka, due to unauthorized processing of personal data of utility service users;

2. 'Al-Majid' d.o.o. Sarajevo and natural person XX - due to the processing of personal data from the personal file and copying of the identity card, without legal basis;

3. Condominium Owners' Association (ZEV), Gunduliceva 74. Banja Luka - establishing video surveillance at the entrance of the building;

4. Diners Club BH d.o.o. Sarajevo - making unsolicited calls to a private mobile phone;

5. Individual XX - processing of personal data through video surveillance;

6. Euroveza d.o.o. Sarajevo - processing of personal data for the purpose of providing representation services in the process of non-pecuniary damage compensation;

7. UniCredit Bank d.d. Mostar - requesting a copy of your ID card;

8. Addiko Bank d.d. Sarajevo - registration of the JMB in the Cashier's Order for payment or payment of funds from the account;

9. Individual person XX- publication of a notice with personal data of tenants on the bulletin board of a building in Banja Luka;

10. Individual XX - processing of personal data through video surveillance;

11. Top Cargo d.o.o. Sarajevo - tax card retention after termination of employment;

12. Condominium Owners Association (ZEV), Gunduliceva 74. Banja Luka - publication of a list of debtors/condominium owners at the front door of a building;

13. Objection of an individual against another individual - processing of personal data through video surveillance;

14. Euroexpress d.o.o. Banja Luka - scanning ID card and signature using PDAs;

15. Intesa Sanpaolo Bank of Bosnia and Herzegovina - requesting findings, assessments and opinions of the First Instance Medical Commission for the purpose of reimbursement of salary for temporary disability
3.5.4. Complaints of 2017 that ended in the reporting period
In the reporting period, 15 complaints from 2017 were resolved. Three complaints were adopted as established and two as partly established, while ten were rejected as unfounded.
• Controllers against whom complaints were adopted as established and partially established: 
1. Protective Fund of FBiH, OS. “Hashim Spahic” Ilijas and the Institute for Health Insurance of Sarajevo Canton - processing of personal data on the health status of a minor child for the purpose of controlling the justification of temporary disability for work of parents;

2. Association of condominium owners "Intergaj - Lamela 15" Bijeljina - publishing of personal data on the notice board and processing of personal data through video surveillance;

3. ARS Studio d.o.o. Banja Luka and "SAN" Societies d.o.o. Banja Luka - processing of JMB customers of heat supply service;

4. Two XX individuals from Sarajevo - processing personal data using audio and video surveillance, and posting video surveillance videos and photos on the Internet;

5. Police Directorate of FBiH and Public Institution Institute for Health Protection of Employees of the MUP of Sarajevo Canton FBiH - processing of personal data on the health status of employees.

3.5.5. Re-processes that have been implemented in the reporting period

According to the Court of BiH, five complaints in retrial were resolved in the reporting period. Four complaints were from 2016 (two were approved and two were rejected), and one from 2017 was rejected.
• Controllers against whom the objections were re-established in the re-trial as established:

1. Ministry of Internal Affairs SBK and Federal Institute for Pension and Disability Insurance, Cantonal Administrative Service Travnik - processing of special service (two complaints).

The Court of Appeal of BiH, upon a request for review of the court decision - the judgment of the Administrative Disputes Council of the Court of BiH, issued a judgment upholding the request and reversing the judgment in such a way that it ruled: "The ruling of the respondent of the Agency for protection of personal data and the case is remanded for retrial defendant".

For the proper understanding of this case, we must point to a chronological sequence of actions from filing a complaint to the filing of a claim and a filing of request for review of court decisions.
Deciding on the complaint holder of personal data, the Agency adopted a decision on the complaint and accepted it as established.
The SBK MUP has filed an administrative dispute to the Court of BiH because it is dissatisfied with the decision.
The court issued a judgment that refused the lawsuit and stressed that the MUP SBK did not have the written consent of the personal data processing special service, which was not in accordance with the position of the Agency, which felt that in this case written consent was not even required for that type personal data because that type of personal data is not a special category of personal data. So, even though it was confirmed by the decision of the Agency, the view of the Court was not in accordance with the position of the Agency.
MUP SBK has applied for a review of court decisions because they were dissatisfied with the judgment of the Court.
In deciding upon the request for review of the court decision, the Appellate Panel of the Court of BiH accepted the request, changed the court decision in terms of annulment of the disputed decision and remitted the case for reconsideration, since the consent of the data subject cannot be applied in the case of special pension superannuation records.
During the retrial, the Agency has adopted a complaint holder of personal data against MUP SBK and FZ PIO / MIO - Cantonal administrative service Travnik, due to the processing of personal data on a special stage, because the employer MUP SBK did not have an application for registration of a special service in a record book or no other evidence that the complainant knew or should have known that he was the same and added that he has agreed to it, using the benefits arising from it.
Therefore, the Court's views that it was a separate category of personal data weren´t taken into account, because under paragraph 3. of the Law, a special pension superannuation record does not fall into a separate category of personal data.
3.5.6. Examples from practice
• Keeping data on the number of household members for the purpose of calculating the consumed water through a common water meter
Objection holder of personal data against KJKP "Vodovod i kanalizacija" d.o.o. Sarajevo (hereinafter: the Company), for processing data on the number of members of his household, was adopted as an established and Company was ordered to process accurate and reliable data, and documentation on the number of household members is kept in the period of time that is necessary to fulfill the purposes for which these data are collected.
The complainant is the user of utility service in a building where the consumption of water is made through a common water meter. Until 2004, the Company calculated the amount of water and invoicing the complainant for four household members, and from 2004 until the complaint was filed for three household members. The company stated in its statement that it is not able to retrospectively check and document the change of the complainant's household members and as a reason stated the List of categories of registry material with retention periods, which stipulates that the orders for changes of the consumer's master data are kept for two years. It was pointed out that the list was adopted in accordance with the archives and the Regulation on organization and manner of archival work as well as the statute of Companies.
According to Article 4 of the Law, the relevant principles for the processing of personal data in the present case are that the controller is obliged to process only credible and accurate personal data and to update them when necessary (paragraph 1 item d) and the principle of personal data processing that applies for a period of time necessary to fulfill a specific purpose (paragraph 1, point f). The principle of credibility implies that the controller can determine at any time the origin of the personal data that the controller processes. Accordingly, the Company is obliged to process accurate data on the number of household members, so that it can, at any time, determine the manner in which the data was obtained, and to keep the documentation on the basis of which the number of household members is kept during the calculation and invoicing of consumed water.
The company is the controller, and the company shall determine the period of time in which to keep the documentation on the basis determined by the number of household members, and process correct and authentic personal information and, if necessary, update them.
• Processing of personal data of the child for the purpose of controlling the justification of the temporary disability for his  parent's work
Objection of the holder of personal data against the Protective Fund of  FBiH (hereinafter: the Fund), the Elementary School “Hasim Spahic” Ilijaš (hereinafter: the School) and the Institute of Health Insurance of the Canton of Sarajevo for the processing of personal data on the health status of the child for the purpose of controlling the justification of temporary prevention for his parent's work, was adopted as established. The Fund and the School are prohibited from processing the personal data of children and their parents for this purpose.

The Fund requested the Health Insurance Institute of the Canton of Sarajevo to control the temporary disability of its employee due to the care of the child and at the same time asked the School for information on whether the child was absent from teaching during that period. In a statement, at the request of the Agency, the Fund cited suspicion of abuse of sickness as a reason for this type of control over the justification of temporary disability for employees, while the School stated in its statement that it considered it necessary to respond to the request of the Fund and informed them of the absence students from classes for a certain period of time.
Article 9, paragraph (1) of the Law stipulates that the processing of special categories of personal data is prohibited, except for the exceptions prescribed in paragraph (2) of the same article. One of the exceptions is that the processing of special categories of personal data is allowed if it is necessary for the performance of obligations or specific rights of the controller in the field of employment law in so far as it is authorized by Law.
In accordance with the principle of fairness and legality, and in accordance with the relevant regulations
, the personal data of employees may not be collected, processed and transmitted to third parties and further processed unless required by law or when necessary to exercise their rights and obligations under employment, while the temporary disability check may be checked exclusively through the Health Insurance Institute. 
Accordingly, the Fund was entitled to perform a temporary work disability check with the Health Insurance Institute, but it was not entitled to request information on the absence of a child from the School for a fixed period of time in order to control the absence from work of the employee, thereby violating the principle of fairness and legality.
• Issuing birth certificates born to an unauthorized person
The objection of the data subject (hereinafter: the complainant) against the Municipality of Ilidža for issuing birth certificates to an unauthorized person was accepted as well founded and the Municipality was prohibited from issuing birth certificates to unauthorized persons.
The complainant found out, in the process of dividing the parcel of land that the notary has his birth certificate without being aware of the manner in which it was obtained. Speaking at the request of the Agency, the Registrar provided information that he was aware of his family circumstances and kinship and that the issuance of birth certificates was in the interest of the complainant because the inheritance procedure in which he participates is pending.
In accordance with the principle of fairness and legality of Article 4 (1), item a), according to relevant regulations
, it was found that birth certificates are issued at a verbal or written request of the person to whom the data relate, his representative or member of the immediate and extended family, adoptive parent or guardian. By-law defines what is meant by a wider or narrower family, who may request the issuance of birth certificates or certificates for data subjects and that identification documents, witnesses, personal acquaintance of the registrar and those persons are evidence of that other evidences.
The proceedings established that the statement of birth of the complainant's birth was issued to a person who does not belong to his immediate or extended family, and it was emphasized that the registrar could not say that the complainant's legal interest was the reason for issuing the statement to unauthorized persons.
• Giving personal data about the health of one spouse to the other spouse in the process of resolving personal contacts with the child

Objection holder of personal data (hereinafter referred to as the complainant) against the Center for Social Work Banja Luka (hereinafter: the Center) for giving its data on the health status of the other parent in the process of resolving personal contacts with the child, was adopted as established. The Center was ordered to return copies of the complainant's medical records provided to his ex-spouse.
The Center is on the oral request of the former spouse the complainant at the hearing to address personal contacts with the child, the former spouse gave a copy of the medical records of the complainant which he attached as proof that that day could not come to the hearing. Although the complainant's proxy clearly expressed his opposition to the submission of the complainant's medical records to the other party, the Center stated in his justification that the ex-spouse was a party to the proceedings and entitled to receive medical records.
In accordance with the principle of fairness and legality referred to in Article 4, paragraph (1), item a), according to the relevant regulations
, the procedure for exercising rights in the Center must be conducted in such a way as to ensure confidentiality of data, respect for the personal integrity and dignity of users.

In addition, the Center was obliged to apply the principle according to which the controller is obliged not to process personal data that he collects for special, explicit and lawful purposes in any way inconsistent with that purpose (Article 4, paragraph (1)). item b). The medical records of the complainant, submitted for the purpose of justifying the absence from the oral hearing, had nothing to do with the substance of the proceedings conducted at the Center and as such could not have been provided to the other party to the proceedings.

• Processing JMB in a contract for the supply and use of heat

Objection of the data subject (hereinafter: the Complainant), against Toplana a.d. Banja Luka (hereinafter: Toplane) was adopted as grounded for the treatment of the complainant's JMB, as a utility user, in the Agreement on the Supply and Use of Heat and in the Notice on the Installation of Calorimeter. It is forbidden to process the JMB and ordered blocking of the JMBs collected so far for this purpose for Toplana.
In the contract for the supply and use of heat concluded with the complainant as a service user and in the calorimeter installation notices, Toplana processed JMB for the purpose of collecting claims and for identifying the owner of the calorimeter.
In accordance with the principle of fairness and legality referred to in Article 4, paragraph (1), item a), and subject to the relevant regulations
, Toplana may process JMB if it is explicitly prescribed by a substantive regulation governing the subject area. 

JMB is not required to identify the objector in the contract since the identification of the utility user is done by collecting the first and last name, address of residence and area of the apartment required for billing. In the case of a calorimeter installation, identification is achieved by collecting the name of the calorimeter owner, address and other technical data without collecting the calorimeter owner's JMB.
The Toplana cannot conclude a contract for the supply of thermal energy, considering that one party, the utility user, will not fulfill its contractual obligations. In the case of initiation of enforcement proceedings, there is a possibility of obtaining a JMB subsequently if it is necessary for that procedure. 
3.5.7. Comparative data for 2010 – 2018
	OBJECTIONS

	
	2010
	2011
	2012
	2013
	2014
	2015
	2016
	2017
	2018

	Total numer of objections
	29
	35
	71
	107
	140
	121
	113
	96
	148

	Decesions
	17
	23
	55
	75
	87
	90
	70
	67
	76

	Opinions
	7
	1
	2
	1
	0
	0
	0
	0
	0

	Subjects assigned to the relevant institutions
	1
	0
	0
	0
	0
	0
	3
	1
	2

	Conclusions
	0
	6
	15
	16
	19
	18
	28
	11
	2

	Subjects in the work process
	1
	5
	2
	12
	34
	17
	12
	17
	68

	Subjects from the previous year
	0
	1
	5
	12
	13
	34
	34
	12
	15
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3.6.   Ex officio procedures
The ex officio procedure is initiated by the Agency on the basis of information about illegal processing or suspicion of illegal processing of personal data. The knowledge can be acquired by application of various entities, including the anonymous report, the observation on the electronic and print media, the Internet, from other items in the Agency's work, etc.

In the reporting period, a total of 69 proceedings were initiated ex officio, of which 40 were initiated against public authorities, while 29 proceedings were initiated against other entities. In order to correct and complete determination of the facts of the 12 ex officio procedures performed an extraordinary inspection. 
There were 39 decisions on ex officio cases.

There are 27 cases in the process of resolution.

3.6.1. Ex officio procedures against public sector controllers

According to public authorities, 40 procedures were conducted, 23 decisions were adopted, of which 19 solutions which are imposed administrative measures and 4 solutions which applications have been rejected as unfounded. In one case, a notification was issued to the District Public Prosecutor's Office of Banja Luka on suspicion of a criminal offense.

There are 16 cases unresolved.

· Controllers which are imposed administrative measures:

1. Indirect Taxation Authority of BiH - processing of personal data of customers of liquid petroleum gas not intended for the motor vehicle operation;

2. Indirect Taxation Authority of  BiH - processing of the JMB and the ID number of the fuel oil buyers in the Fuel Oil Transaction Register;

3. Agency for Agrarian Payments of RS - publication of JMB and bank account number for beneficiaries of measures to support the new cycle of agricultural production on the official website;

4. Ministry of Economy of the Central Bosnia Canton - processing of personal data through video surveillance in the offices of inspectors;

5. Financial and Information Agency FBiH - processing of personal data through video surveillance of employees and other persons;

6. Ministry of Education, Science and Youth of Sarajevo Canton - processing of personal data of students in the record "Matrix for early recognition of indicators of socially unacceptable behavior of students";

7. Centar Sarajevo Municipality - requesting a certificate of non-prosecution of candidates from the competition procedure;

8. Municipality of Foca - requesting a copy of the ID card from the returnees when applying for donations for the purpose of issuing a certificate of return;

9. Insurance Supervision Agency RS - processing of JMB and data on the marital status of insured persons in the database for compulsory traffic insurance;

10. Federal Ministry of Development, Entrepreneurship, and Crafts - processing of JMB business owners within the FBiH Register of Small and Medium Enterprises Information System;

11. Primary School Vranic, Posusje - processing of personal data through video surveillance and posting of students' photos on the school's Facebook page;

12. Pedagogical Institute RS - processing of personal data of students in the record "Matrix for early recognition of indicators of socially unacceptable behavior of students";

13. Banking Agency RS - processing of JMB clients of commercial banks through forms for submission of Business Report;

14. Municipal Election Commission Hadzici - publishing lists of voters' personal data that were registered to vote by mail, on the Hadzici Municipality Web site and Facebook page;

15. Municipal Election Commission Ilijas - publication of lists of voters' personal data, registered to vote by mail, on the Ilias Municipality web site;

16. City Election Commission Zenica - Publication of lists of voters' personal data registered to vote by mail, on the City of Zenica Website;

17. Independent Committee for Election of the Chief of Police and Deputy Chief of Police of the Assembly of the Brcko District of BiH - requesting a certificate of non-prosecution, a certificate of impunity, and a medical certificate from the candidates applying for the Public Competition for the election of the Chief of Police of the Brcko District of BiH;

18. Faculty of Architecture, University of Sarajevo - processing of workers' fingerprints for the purpose of controlling attendance at the workplace;

19. ZU Health Center Velika Kladusa - providing access to the employee's personal file to unauthorized persons and posting the diploma from the personal file on the Internet.

3.6.2. Procedures ex officio to the controllers from the private sector
According to private sector controllers, 29 procedures were carried out. 17 decisions were issued, of which 15 were decisions ordering administrative measures and two decisions declaring the application unfounded. One case was referred to the State Investigation and Protection Agency of BiH for due process.

There are 11 cases unresolved.
· Controllers which are ordered administrative measures:

1. Association of Insurance Companies in the Federation of BiH - processing of personal data of citizens in electronic records called " List of persons who have harmed someone";

2. “Apolonis” Education Center XX and XX s.p. Banja Luka - processing of JMB course participants;

3. International Service Experts d.o.o. Zenica - collecting copies of ID card from employees when concluding employment contracts;

4. Marcello Bakery XX s.p. Banja Luka - Establishment of video surveillance on the building at 16 Nikola Pasic Street in Banja Luka;

5. Sport fishing association "Kljuc" - use of video surveillance of river watercourses in the municipality of Ključ;
6. ADV PAX Lutec d.o.o. Maglaj - processing of personal data through audio and video surveillance in workers' offices, canteens, meeting rooms, production facility, workshop, corridor and exterior of the business premises;

7. ADV PAX Lutec d.o.o. Maglaj - processing of personal data through audio and video surveillance in workers' offices and other internal and external parts of the business premises;

8. "Krajina Klas" d.o.o. Banja Luka - processing of the JMB, ID card and / or passport number, marital status, maiden name, number of children, religious holiday (fame) and date of religious holiday from candidates applying for a job advertisement;

9. Football Association of Una-Sana Canton - processing of personal data of football club players in Comet information system;

10. "Eco Toplane Banja Luka" d.o.o. Banja Luka - collecting and processing JMB, copies of ID card and proof of ownership of real estate from utility users;
11. Grand Hotel Bristol d.o.o. Sarajevo - keeping personal documents of employees during working hours;

12. "Grand Hotel Bristol" d.o.o. Sarajevo - publication of judgments of the Cantonal Court in Sarajevo on the notice board;

13. Raiffeisen Bank d.d. BiH - collection and electronic processing of Bank's clients' signatures for authorization;

14. Representative of condominium owners of the building in Sarajevo, Stupska 19C - processing of personal data through video surveillance in the elevators of the building;

15. Public Library of Sarajevo - requiring a certificate of non-conduct of criminal proceedings and a certificate of impunity when applying for a competition.

3.6.3. Procedures ex officio from 2017, ended in the reporting period

During the reporting period, nine cases ex officio, which were initiated in 2017, were resolved.

· Controllers charged with administrative measures
1. Center for Social Work of Breza and Municipality of Breza regarding the publication of lists of social welfare from the Center for Social Work for 2013, 2014, 2015 and 2016 on the website of Municipality of Breza;

2. City of Tuzla - Department for General Administration and Common Affairs regarding the request from the newlyweds and witnesses a copy of the ID card and the certificate of residence 30 days before the wedding ceremony;

3. Border Police of BiH regarding requesting a copy of the driver's license with the application for public announcement for the cadet admission;

4. MUP ZDK with posting footage of arrests of suspects; 

5. The Konrad Adenauer Foundation to request a copy of an identity card or passport, photograph, disability information and political engagement with the application for a scholarship application;

6. NEX Studio d.o.o. Sarajevo regarding the collection of candidates' photographs, information on marital status, number of children, their gender and age.

3.6.4. Examples from practice

· Processing of personal data of customers of liquefied petroleum gas

Acting ex officio, the Agency conducted a procedure for assessing the legality of processing of personal data in the records for the sale of liquefied petroleum gas, which is guided by legal persons who import or sale of liquefied petroleum gas, which is not intended for motor vehicles, by order of the Indirect taxation Authority of BiH (hereinafter: the Authority).
It is prohibited to Authority to require legal entities to keep records of the sale of liquid petroleum gas, which is not intended for motor vehicles, within which the personal data of gas buyers are processed. The records processed include: buyer's first and last name, address and place of residence, customer ID / PIB, account number, and quantity of gas sold.
At the request of the Agency, to provide it with information related to these records, the Authority provided information that, according to the applicable laws and by-laws in the field of excise duties, the toll is paid on the import of liquid petroleum gas for the motor vehicle. It was added that petroleum gas for driving motor vehicles and LPG for households is classified under the same heading, and for this reason it is necessary to determine in each case of import or export of LPG for households the exact purpose of its use and thus no obligation toll payments because this is the only reliable and undoubted way of confirming to the inspection body that it is gas that is not used for the motor vehicle.
In accordance with the principle of fairness and legality, and according to the relevant legal regulations
, it follows that excise products are considered as petroleum products, including liquid petroleum gas for the motor vehicle, the taxpayer is obliged to keep separate records on the import, turnover, consumption and condition of excise products, and to have special and timely bookkeeping and non-bookkeeping documentation, and that the Board of Directors will prescribe in more detail the manner of keeping these records by the Book of Rules.

Therefore, the relevant law does not prescribe a basis for establishing and maintaining records of the sale of liquid petroleum gas which is not intended for the propulsion of motor vehicles. The abovementioned actions of the Authority violated the principles of fairness and legality.
· Publication of the JMB and the number of bank account users support agricultural production on the official Web site

Acting ex officio, the Agency conducted a process of evaluating the legality of the publication of the JMB, first name, municipality, bank and bank account number for beneficiaries of agricultural production by the RS Agrarian Payments Agency (hereinafter: the Agrarian Payments Agency ).
The Agrarian Payments Agency is forbidden to publish the JMB and the bank account number for agricultural support customers on the official website. After the Agency initiated the procedure, the list was removed from the official website.
At the request of the Agency to provide it with information regarding the publication of this information on the official web site of the Government of RS, the Agrarian Payments Agency submitted information that the disputed list was published in order to correct incorrectly submitted and reported current and bank accounts published in banks beneficiaries of the measure - support for a new cycle of agricultural production as banks returned money to 488 users due to faulty accounts. It was added that the list also issued a notice for these users to update information regarding inactive transaction bank accounts in the Farm Registry. It was noted that this action produced results, and that the data subjects gave their consent to the processing of their personal data by completing and signing the rights claims.
In accordance with the principle of fairness and legality, and in accordance with the relevant regulations
, it follows that the specification of all users with calculated amounts for payment is published on the official website of the Ministry of Agriculture, Forestry and Water Management and the Agency, which concludes that the only acceptable purpose of publishing personal data is transparency of budgetary funds, as prescribed by the publication of specifications and data on all users and amount of authorized funds. The publication of the information was not made for this purpose, nor did it contain any information on the amount of appropriations.

Instead of publishing the names of the beneficiaries and the specification of the approved funds, which is sufficient amount of personal data of the beneficiaries for the purpose of transparency of the use of the allocated funds, their JMBs and current account numbers are published, thus overcoming the necessity limit and creating an unjustified risk of misuse of personal data, which from the aspect of the Law is unacceptable.
· Processing of personal data of students within the "Matrix for early recognition of indicators of socially unacceptable behavior"

Acting ex officio, the Agency conducted the process of evaluating the lawfulness of the processing of students' personal data within the "Matrix for early recognition of indicators of socially unacceptable behavior" (hereinafter: the Matrix) by the Ministry of Education, Science and Youth of the Sarajevo Canton (hereinafter: the Ministry). The Ministry was instructed to order elementary and secondary schools in the Sarajevo Canton to destroy the personal data of students and parents processed within the framework of these records.
According to the documents, relating to: the matrix of ethical guidelines for the implementation of programs to recognize and protect children from the risk factors and description of indicators, it was observed that the Matrix through codes entered data about students learning disabilities and behavioral data, relating to assessment of relationships with peers, teachers and parents, as well as data on the relationship of parents to the school, information about students on the ability to cope with problems, data revealing state of health and of their socially unacceptable behavior.
In accordance with the principle of fairness and legality, and according to the relevant regulations
, it is the obligation of schools, together with social welfare institutions, to monitor students' social problems and to take measures to ensure that each student receives the help and advice needed to overcome such problems. Schools are required to prevent and keep records of unacceptable forms of student behavior, to monitor students' health status in school, and to inform primary care physicians and parents. Therefore, this legal provision cannot be a legal basis for establishing the Matrix and recording students' personal data, such as: frequent urination, difficulty in dealing with problems, shyness, the existence of certain tics, etc.
Except that there is no legal basis for establishing the Matrix, such processing of personal data should not be prescribed by law, since such encroachment on the right to privacy is not necessary and would be contrary to the rule of law in a democratic society.
· Processing of employees' fingerprints for the purpose of controlling workplace attendance
Acting ex officio, the Agency conducted a procedure for the assessment of the lawfulness of processing personal data by the Faculty of Architecture of the University of Sarajevo (hereinafter: the Faculty) for processing fingerprints of employees for the purpose of controlling attendance at the workplace. It is concluded that it is forbidden to process personal data of the Faculty in this way, and the measure was to delete the fingerprints of employees so far collected.
At the request of the Agency, the Faculty provided information that all employees provided written consent prior to the introduction of this attendance control system.
In accordance with the principle of fairness and legality, and according to the relevant legal regulations
, it follows that the personal data of employees cannot be collected, processed, used or disclosed to third parties, except as required by law or when necessary to exercise their rights and obligations in employment.
The processing of biometric data is a particularly invasive and risky invasion of an individual's privacy, and is only permitted if it is prescribed by law or when necessary (access to protected premises or zones, keeping secrets, etc.). In contrast, the introduction of biometric measures to record the presence of employees in the workplace within an educational institution is unnecessary, and invasion of the privacy of individuals.
Control of the presence of employees in the workplace may be exercised by other means and fully satisfy the purpose of such processing without unduly encroaching on the privacy of employees.
· Processing of personal data through video surveillance of river watercourses

Acting ex officio, the Agency conducted the process of assessing the lawfulness of the processing of personal data through video surveillance for the purpose of protecting the fishery fund and preventing poaching by the Sport Fishing Association "Kljuc" from Kljuc (hereinafter: the Society). The Society was forbidden to process personal data in this way and was ordered to remove video surveillance cameras installed on river watercourses in the municipality of Kljuc.

At the request of the Agency to provide information on the installation of video surveillance cameras, the Society stated that it received a donation of one video camera and four cameras, which they photographed, and pointed out that the cameras were not put into operation, but that there was a great need to set and put them in function in several places where scales and hatcheries are registered, which are also a tourist attraction.
In accordance with the principle of fairness and legality, and according to the relevant legal regulations
, it follows that the processing of personal data by video surveillance cameras in public places may be carried out by the Ministry of the Interior for the purpose of conducting police activities to prevent criminal offenses or to maintain order and security. Watercourses are public places that should be accessible to citizens without any restrictions, except as required by law, and it is unacceptable that they are monitored through video surveillance established by the Society during their stay in these areas. The use of video surveillance cameras in the described manner creates a concern for citizens about privacy threats, which are justified whether or not the cameras are operational.
3.6.5.  Comparative data for 2010 – 2018
	EX OFFICIO PROCEDURES



	
	2010
	2011
	2012
	2013
	2014
	2015
	2016
	2017
	2018

	Total of ex officio procedures
	6
	35
	26
	34
	29
	44
	55
	45
	69
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3.7. Penalties - misdemeanor warrants 

In the reporting period, 15 misdemeanor orders were issued, as follows:

1. Misdemeanor order in the amount of 500 BAM to the responsible person of the Shareholders Assembly a.d. Gradska cistoca Bratunac for demanding a certificate of impunity from the candidates submitted for the competition for the election and appointment of 2 (two) members of the Supervisory Board of AD "Gradska cistoca" Bratunac. The misdemeanor order was realized in the amount of 50% of the imposed fine.
2. The misdemeanor warrant in the amount of 500 BAM to the responsible person ZU Health center Velika Kladusa for failing to take technical and organizational measures to protect personal data, causing the unauthorized person access to and use of personal data of the employed. The misdemeanor order was realized in the amount of 50% of the imposed fine.

3. Misdemeanor warrant in the amount of 300 BAM to an employed person, as a personnel officer, ZU Health center Velika Kladusa for not taking measures against unauthorized or accidental access to personal data, which allowed an unauthorized person to access and use personal data of employees. The misdemeanor order was realized in the amount of 50% of the imposed fine.
4. Misdemeanor warrant in the amount of 10,000 BAM to Toplana a.d. Banja Luka, for failing to comply with the request of the Agency to supply the information and for failing to comply with the urgent request of the Agency to supply the information. The misdemeanor order was realized in the amount of 50% of the imposed fine.

5. Misdemeanor warrant in the amount of 500 BAM to the responsible person of Toplana a.d. Banja Luka, for failure to act at the request of the Agency to supply the information and for failing to act at the urgent request for information. The misdemeanor order was realized in the amount of 50% of the imposed fine.

6. Misdemeanor warrant in the amount of 10,000 BAM issued to Toplana a.d. Banja Luka, to the responsible person of Toplana a.d. Banja Luka, for failure to act at the request of the Agency to supply the information and for failing to act at the urgent request for information. The misdemeanor order was realized in the amount of 50% of the imposed fine.

7. Misdemeanor warrant in the amount of 500 BAM to the responsible person of Toplana a.d. Banja Luka, for failure to act at the request of the Agency to supply the information and for failing to act at the urgent request for information. The misdemeanor order was realized in the amount of 50% of the imposed fine.

8. Misdemeanor warrant in the amount of 300 BAM was issued to the registrar in Ilidža Municipality for issuing birth certificates to an unauthorized person. The misdemeanor order was realized in the amount of 50% of the imposed fine.

9. Misdemeanor warrant in the amount of BAM 1,000 issued to a responsible person at the Center for Social Work in Banja Luka for providing a copy of the medical records of the center users. Misdemeanor warrant not executed, court decision requested.

10. A misdemeanor warrant in the amount of 500 BAM was issued to an employee of the Center for Social Work in Banja Luka for providing a copy of the medical records of the center users. A fine of 500 KM was imposed. Misdemeanor warrant not executed, court decision requested.

11. A misdemeanor warrant in the amount of 500 BAM was issued to an employee of the Center for Social Work in Banja Luka for providing a copy of the medical records of the center users. A fine of 500 KM was imposed. Misdemeanor warrant not executed, court decision requested.

12. Misdemeanor warrant in the amount of 10,000 BAM issued to the company "Grand hotel Bristol" d.o.o. Sarajevo for the purpose of retaining an identity card or other identification document of employees during working hours at the hotel. The misdemeanor order was realized in the amount of 50% of the imposed fine.

13. Misdemeanor warrant in the amount of 500 BAM issued to the responsible person of the company "Grand hotel Bristol" d.o.o. Sarajevo for the purpose of retaining an identity card or other identification document of employees during working hours at the hotel. The misdemeanor order was realized in the amount of 50% of the imposed fine.

14. Misdemeanor warrant in the amount of 10.000 BAM issued to KJKP "Vodovod i kanalizacija" d.o.o. Sarajevo, due to the destruction of documents on the basis of which the number of members of the joint household was determined, which is the basis for the calculation and invoicing of the monthly amount of water consumed through the common water meter. Misdemeanor warrant not executed, court decision requested.

15. Misdemeanor warrant in the amount of 500 BAM issued to the responsible person of KJKP "Vodovod i kanalizacija" d.o.o. Sarajevo, due to the destruction of documents on the basis of which the number of members of the joint household was determined, which is the basis for the calculation and invoicing of the monthly amount of water consumed through the common water meter. Misdemeanor warrant not executed, court decision requested.

On the basis of issued and realized misdemeanor warrants, in the amount of 16,550 BAM was paid on the Treasury Single Account of Bosnia and Herzegovina in 2018.

• Misdemeanor court proceedings

1. Basic Court in Banja Luka issued a decision "GERMANIA" XX s.p. Banja Luka is held responsible for the offenses established in the Agency's misdemeanor order issued in 2017, and a suspended sentence has been imposed.

2. The Basic Court in Banja Luka issued a decision ordering "GERMANIA" XX s.p. Banja Luka is held responsible for the offenses established in the Agency's misdemeanor order issued in 2017, and a suspended sentence has been imposed.

Note: these were two different offenses.

3.7.1. Comparative data for the period 2010 – 2018
	MISDEMEANOR WARRANT

	
	2010
	2011
	2012
	2013
	2014
	2015
	2016
	2017
	2018

	The total of misdemeanor warrants 
	0
	1
	10
	7
	12
	22
	11
	15
	15

	To the controller
	0
	0
	0
	0
	1
	1
	4
	3
	4

	To the responsible person
	0
	1
	8
	6
	8
	6
	6
	7
	7

	To the employee in the controller
	0
	0
	2
	1
	3
	15
	1
	5
	4

	To the public authority
	0
	1
	6
	5
	5
	20
	4
	8
	6

	To the legal entity
	0
	0
	4
	2
	6
	2
	7
	7
	9

	To the Physical person
	0
	0
	0
	0
	0
	0
	0
	0
	0
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3.8. Administrative disputes
In the reporting period, a total of 13 administrative disputes initiated before the Court of BiH against the final decisions of the Agency were completed: four cases initiated in 2016 and eight in 2017 and one from 2018.

In nine disputes, the lawsuit was rejected and the final decisions of the Agency were confirmed. In three cases the complaint was respected and the case was returned to the Agency for redress. Two requests for review of the court decision were granted and the cases were returned for reconsideration. In one case, a decision was issued to suspend the proceedings because of withdrawal of the claim by the prosecutor.
In addition, the Court of Bosnia and Herzegovina rendered two judgments on the requests for review of the 2018 court decision, which upheld the claims and returned the case for retrial.

The Court of Bosnia and Herzegovina issued following verdicts:

1. Judgment which rejected the complaint of the Health Center of the Sarajevo Canton for the annulment of the final Decision of the Agency, which is prohibited by the Health that during temporary inability to work patients, their employers submit data containing a description of medical diagnosis, type, method and period of medical services performed;
2. Judgment which rejected the complaint MUP SBK and FZPIO / federal fund - Administrative Office Travnik, for annulment of the final Decision of the Agency, which has adopted the complaint of a natural person XX for processing a special service;

3. Judgment which rejected the complaint MUP SBK and the Institute PIO / MIO FBiH Mostar - Customer service, for annulment of the final Decision of the Agency which has been adopted complaint natural person XX for processing a special service;

4. The judgment rejecting the lawsuit of JP Elektroprivreda BiH - Elektrodistribucija Sarajevo against the final decision of the Agency, which upheld the objection of the natural person XX for collecting a copy of the purchase contract when reporting the change of consumers;

5. Judgment dismissing the lawsuit filed by the Agency for Identification Documents, Records and Data Exchange of BiH (IDDEEA) and Bosnia Bank International d.d. Sarajevo, against a final decision of the Agency, ex officio, which permanently prohibits IDDEEA from authorizing and providing legal persons with permanent access to personal data contained in electronic records;

6. Judgment which rejected the complaint of a natural person XX against the final Decision of the Agency, rejecting the complaint of a natural person XX filed against Attorney General RS for illegal collection of personal data;

7. The judgment dismissing the individual's claim against the Agency Conclusion dismissing the objection of the natural person XX against the natural person XX due to the lack of jurisdiction;

8. Judgment which rejected the complaint MUP SBK, for annulment of the final Decision of the Agency which has been adopted complaint natural person XX for processing a special service;

9. Judgment which rejected the complaint of the Municipality Živinice, for annulment of the final Decision of the Agency which has been adopted complaint natural person XX due to the processing of personal data in the establishment and termination of employment;

10. The judgment upholding the claim of the individual XX against the Conclusion of the Agency dismissing the complaint for lack of jurisdiction;

11. The judgment upholding the claim of the individual XX against the Decision of the Agency, dismissing the complaint against the Health Insurance Institute of the Sarajevo Canton on grounds of access to medical records for the purpose of sick leave control;

12. Judgment upholding the claim of a natural person XX against the Decision of the Agency, lodging an objection against the Ministry of the Interior of the Canton of Tuzla and FZ PIO / MIO Mostar - Administrative Service of Tuzla, dismissed as unfounded due to the processing of a special internship;

13. Judgment granting the request for review of the court decision of the Administrative Division of the Court of BiH, upholding the Agency's Decision. It was a lawsuit filed by the MUP SBK and FZ PIO / MIO Mostar - Travnik Administrative Service for processing data on special internship;

14. Judgment granting the request for review of the court decision of the Administrative Division of the Court of BiH, upholding the Agency's Decision. It was a lawsuit filed by the MUP SBK and FZ PIO / MIO Mostar - Travnik Administrative Service for processing data on special internship;

15. Decision suspending the proceedings instituted following a lawsuit filed by a natural person XX for annulment of the Agency's final decision due to the prosecutor's dismissal.

• Administrative disputes from 2018
During 2018, 12 administrative disputes were brought before the Court of BiH against the final decisions of the Agency. Seven administrative disputes were initiated by lawsuits by public authorities, two were initiated by legal entities and three disputes were initiated by the complainants. One administrative dispute initiated in 2018, was resolved in the reporting period by adopting a Decision to suspend the proceedings due to the dismissal of the prosecutor.

A complaint for annulment of the Agency's decisions/conclusions, the Court of BiH, submitted:

1. MUP SBK for annulment of the decision in which it upheld the complaint of a person for processing data on a special service;

2. MUP SBK for annulment of the decision in which it upheld the complaint of a person for processing data on a special service;

3. Ministry of Economy SBK for annulment of the Decision of the Agency, which was granted registration for setting up video surveillance in work areas;

4. MUP SBK for annulment of the decision in which it upheld the complaint of a person for processing data on a special service;

5. MUP SBK for annulment of the decision in which it upheld the complaint of a person for processing data on a special service;

6. The Institute for Missing Persons of Bosnia and Herzegovina for the annulment of the Decision of the Agency which have been imposed administrative measures at the Institute for Missing Persons of Bosnia and Herzegovina, in the framework of the review of legality relocation DNA laboratories in the Netherlands, by the ICMP;

7. MUP FBIH for annulling the Agency's final decision, which upheld the objection XX for the processing of health data;

8. Euroexpress d.d. Banja Luka for annulment of the Agency's final decision accepting the objection of a natural person XX for scanning personal documents and collecting electronic signatures (signing on a tablet);

9. "GERMANIA" XX s.p. Banja Luka for annulment of the Agency's final Decision respecting the application for the processing of personal data using video and audio surveillance;

10. Natural person XX for annulment of the final Decision of the Agency rejecting his complaint against the Ministry of the Interior of the Canton of Tuzla and the Office of the PIO / MIO FBiH - Administrative Service of Tuzla for processing special internship without consent;

11. Natural person XX for annulment of the Agency's final decision rejecting the complaint against the FBiH Tax Administration - tax office Tuzla for providing information about the employer for the purposes of enforcement proceedings;

12. Natural person XX for annulment of the Agency's Decision rejecting the complaint against the Municipality of Zavidovići for processing data on special internship.

3.8.1. Comparative data for the period 2010 – 2018
	ADMINISTRATIVE DISPUTES

	
	2010
	2011
	2012
	2013
	2014
	2015
	2016
	2017
	2018

	Total of admin. disputes 
	3
	2
	6
	13
	6
	11
	12
	12
	12

	Resolved 
	3
	2
	6
	13
	6
	11
	12
	9
	1

	Resolved in favor of Agency
	2
	2
	6
	11
	5
	10
	6
	7
	1

	Resolved against Agency
	1
	0
	0
	2
	1
	1
	6
	2
	0

	Pending
	0
	0
	0
	0
	0
	0
	0
	3
	11
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 3.9. Opinions

In the reporting period, 169 expert opinions were issued.

40 expert opinions were issued to public authorities, six bodies with granted public authority, 29 legal entities, and 100 expert opinions to individuals.
On the submitted requests for opinion, the Agency provided 204 responses instead of opinions and referred the applicants for opinions in 64 cases to the acts published on the Agency's website.

Total, on the basis of opinions, responses, and instructions on the Web site of the Agency, there were 437 acts.

3.9.1. Opinions on laws, by-laws, and other legal acts

· Drafts and draft laws submitted to the opinion:
1. Draft Law on Police Officers of BiH - Ministry of Security of BiH
We have commented that the Draft Law should be aligned with the applicable European legislation, with the General Data Protection Regulation and the Police Sector Directive. In particular, we have pointed out objections to the provisions regulating the adoption of by-laws regulating the content of records, the manner of keeping and processing personal data in those records. The directive to "police sector" provides that in the context of domestic law, which regulates the processing of personal data, prescribed by the "least goals processing, personal data processing and the purposes of the processing". The police sector is a specific sector for the area of personal data protection, and there is a need to strike a balance between the interests of the individual and his or her right to privacy and the interests of society in preventing and combating crime and maintaining public order. How to strike that balance if not by law, which will best balance the rights of individuals and the interests of society. Finally, it was argued that the adoption of this Law, without harmonization and compliance with the standards prescribed by the Directive, would be an inadequate legal solution.
2. Proposal of the Law on Amendments to the BiH Election Law - the House of Representatives of the Parliamentary Assembly of BiH

The proposal foresees the introduction of new technical solutions involving the processing of personal data in order to eliminate irregularities in the electoral process. New technical solutions include the introduction of optical scanning of ballots, video surveillance at polling stations and biometric data of voters' fingerprints.

We objected to the introduction of video surveillance and the processing of voters' fingerprints. 
Video surveillance is a measure of technical protection whose application is justified for the purpose of personal and property security, and provided that the said purpose cannot be achieved by less invasive measures. The application of video surveillance at polling stations would create a sense of unease for voters to be observed, to monitor whether they voted, when they came to the polls, etc. Also, one should know that it would be thousands of polling stations and millions of voters whose personal data would be processed by video only because they went to the polls. Video surveillance at polling stations would not be a measure commensurate with the aim pursued, nor is it necessary in a democratic society. Eliminating irregularities in elections, spotting and preventing violations of the voting process can be achieved through the implementation of less invasive measures that need to be adequately and consistently applied by polling boards and observers.
The processing of biometric data is allowed only when necessary, such as the detection of criminal offenses, the identification of perpetrators, etc., and the introduction of biometric measures because of control the election process is excessive and disproportionate, and thus constitutes an unnecessary invasion of the privacy of individuals. According to the relevant regulations, the identity of the voter is determined on the basis of valid personal documents, which is in accordance with other laws which establish that those documents prove their identity. Therefore, it is impossible to justify the requirement that citizens whose identity at a polling station is established on the basis of a valid identification document must "give" a fingerprint in order to exercise their right to vote.
3. Draft Law on Aviation of BiH - Ministry of Communications and Transport of BiH
We made a comment on the draft provisions, which refer to the processing of personal data of certain categories of holders of personal data. From these provisions it was not possible to conclude what records of personal data would be established, what personal data would be subject to processing, the source of that data and the way it was collected, and stored and protected. In addition, the draft does not stipulate authorization for the adoption of the regulation that could possibly regulate in detail certain issues of personal data protection.

In conclusion, it was argued that the Draft should be amended in such a way as to regulate as far as possible the processing of personal data, especially in the case of specific categories of personal data.
4. Draft Law on Amendments to the Law on Indirect Taxation Procedure - Indirect Taxation Authority of BiH
The draft law provides for the modification of Article 52 of the Law on the Indirect Taxation Procedure, which should prescribe the legal basis for providing information on taxpayers, legislative and executive bodies of all levels of government, for the purposes of carrying out activities within their scope. The explanation of the change in question states that it is prescribed for the purpose of "confidentiality of information on indirect taxes, and that confidentiality is ensured by the enumeration of bodies that can obtain such information for the purpose of carrying out tasks within their jurisdiction." Appreciating the purpose of the proposed amendment, it was argued that such an approach was not adequate in enacting the law, and that this provision would limit the competent authorities in the exercise of their legally determined powers. Furthermore, it is quite certain that regulatory bodies in certain areas, independent institutions and administrative organizations would be restricted in the exercise of their legal powers, since they are not listed in the provision.
Confidentiality of personal data processed by public authorities implies measures against unauthorized or accidental access to personal data, against alteration, destruction or loss of data or other forms of unlawful processing of personal data, rather than prescribing to which competent authority/s that information should be provided.

5. Proposal of the Law on Amendments to the Law on Demining in BiH - Ministry of Civil Affairs of BiH

The draft law in Article 17. stipulates, among other things, "the keeping of a single Register of completed trainings and certificates issued". From the mentioned provision it is not possible to conclude which personal data are subject to processing in the Register, how the Register is kept, and other issues regarding the processing of personal data are unknown.

It was argued that the proposed legal solution should be supplemented and, as far as possible, proscribe the processing of personal data in the Register, in which way the principle of fairness and legality of the processing of personal data would be ensured.
6. Law on Amendments to the Law on internal payment system - Ministry of Finance of RS
With the proposal of the Law, we prescribed the establishment of a "Register of Individuals Accounts" opened in an authorized organization. We have objected to the articles regulating the "Register of Natural Persons" and the essence is as follows: it is necessary to proscribe that the Register is kept in electronic form, that all personal data that will be processed in the Register be proscribed by law, and that the Registry specifies the identification designation of persons who are not citizens of the RS, as well as for persons who do not have personal identification number.

The legal standard is the best way to establish a balance and a balance between individual rights and the interests of society.
7. Proposal of the Law on Amendments to the Law on Labor in the Institutions of BiH - House of Peoples of the Parliamentary Assembly of BiH
A new Article 11a. is added to Article 6 of the Draft, which proscribes the obligation of the employer to keep the Book of Records on employees and personal files of employees, the contents and manner of keeping it being proscribed by the Instructions on the content, manner of keeping and keeping personal files of employees in the institutions of Bosnia and Herzegovina and the Instruction on the content and method of keeping the Book of Records on employees.

This provision does not prescribe the name of the record, although it is stated in the reasoning that ".. it prescribes the obligation to keep records of employees in administrative bodies and institutions with public authorities in order to establish in a quick and efficient way the personnel capacities of employees in the institution, as and the status of employees. "

The opinion was expressed that it is necessary to provide the relevant norm with an adequate legal framework, i.e. by law, prescribe the name of the record, the purpose, the manner of keeping records (electronic and / or material form), and prescribe the types of personal data and shelf-life.
8. Proposal of the Law on additional rights of veterans and their families in the HNK - the Ministry of Veterans Affairs HNK Mostar
The proposal in Articles 46. to 49. prescribes the "Register of exercised supplementary rights". It was noted that from the above provisions it is not possible to conclude reliably which competent institutions and bodies and how the data from the Registry are available, on what legal basis, and what is meant by informing the public in accordance with the regulations on protection of personal data. Namely, Article 48. paragraph (1) of the Proposal stipulates that for the purpose of transparency of work and spending of budget funds, and preservation of the dignity of the persons referred to in Article 1. of this Law, the Register with exactly specified data will be made available to the competent authorities and institutions. It is not clear from the above provision which authorities and institutions are, as well as the manner in which the prescribed information is made available. Furthermore, paragraph 2. of the same article stipulates that the Ministry, for the purpose of informing the public, may "publish a list of realized additional rights by categories of users and in another appropriate manner, exclusively in accordance with the regulations on protection of personal data". It is not possible to conclude from the cited provision whether the publication of the list of realized supplementary rights by categories of users implies the publication of personal data and how their publication is done. Also, the term “other convenient way” is indeterminate and unacceptable if it refers to the way personal data is processed. On the other hand, if the public information on realized additional rights does not involve the processing of personal data, then it should be clearly stated and it is needless to stipulate that the list where no personal data appears, "solely in accordance with the regulations on protection of personal data". The proposal does not specify the time limits for keeping personal data contained in the Register.
Finally, it was argued that the Proposal should be supplemented in such a way as to clearly and to the greatest extent possible regulate the processing and protection of personal data in the Registry, which would ensure the fairness and legality of the processing of personal data and prevent arbitrariness and violation of the right to privacy.
9. Draft Law on the Rights of Torture Victims in BiH - Ministry of Human Rights and Refugees of BiH;
10. Proposal of the Law on Amendments to the Criminal Code of BiH - Ministry of Justice of BiH;

11. Proposal of the Law on Amendments to the Law on Service in the Armed Forces of BiH - House of Representatives of the Parliamentary Assembly of BiH, Ministry of Defense of BiH;

12.  Proposal of the Law on the State Investigation and Protection Agency - Ministry of Security of BiH;

13. Draft Law on Amendments to the Law on Financing of Institutions of BiH - Ministry of Finance and Treasury of BiH;

14. Draft Law on Amendments to the Law on Criminal Procedure of BiH - Ministry of Justice of BiH;

15. Draft Law on Amendments to the Law on Misdemeanors - Ministry of Justice of BiH;

16. Proposal of the Law on Amendments to the Law on Salaries and Remuneration in the Institutions of BiH - House of Peoples of the Parliamentary Assembly of BiH;
17. Proposal of the Law on Amendments to the Law on Aviation of BiH - House of Representatives of the Parliamentary Assembly of BiH;
18. Proposal of the Law on Amendments to the Law on Protection of Persons Reporting Corruption in the Institutions of BiH - House of Peoples of the Parliamentary Assembly of BiH;

19. Proposal of the Law on Amendments to the Law on Salaries and Remuneration in the Institutions of BiH - House of Representatives of the Parliamentary Assembly of BiH;

20. Proposal of the Law on Amendments to the Law on Sport in BiH - Ministry of Civil Affairs of BiH;

21. Proposal of the Law on Amendments to the Law of BiH on Execution of Criminal Sanctions - Ministry of Justice of BiH;

22. Proposal of the Law on Amendments to the Law on Criminal Procedure of BiH - House of Peoples of the Parliamentary Assembly of BiH;

23. Draft Law on Amendments to the Law on International and Inter-Entity Road Transport - Ministry of Communications and Transport of BiH;

24. Proposal of the Law on Amendments to the Criminal Procedure Code of BiH - Parliamentary Assembly of BiH;

25. Draft Law on Amendments to the Law on Public Procurement - Public Procurement Agency of Bosnia and Herzegovina;
26. Proposal of the Law on Amendments to the Law on Criminal Procedure of BiH - House of Peoples of the Parliamentary Assembly of BiH;

27. Draft Law on Amendments to the Law on Excise Duties in BiH - Indirect Taxation Authority of BiH;

28. Proposal of the Law on Amendments to the Patent Law - Institute for Intellectual Property of BiH;

29. Draft Law on Amendments to the Law on Ministries and Other Bodies of Administration of BiH - Ministry of Justice of BiH;

30. Draft Law on the Budget of the Institutions of BiH and International Obligations of BiH for 2019 - Ministry of Finance and Treasury of BiH;

Note:

To draft and proposed laws from number 8  to 30, the Agency had no objections because those laws did not contain norms concerning the processing of personal data, while at the individual drafts and proposals of the Agency's objections were minimal. For these reasons, these opinions are not specifically explained in the Report.

• By-laws submitted for opinion:

1. Proposal of Rulebook on Establishment of a Unified Register of Veterans and Beneficiaries in the Field of Veterans - Disability Protection - Federal Ministry for the Issues of Veterans and Disabled Veterans of the Liberation War.
The Draft Rulebook, Articles 2, 5. and 9, stipulates that the Single Registry will be accessible to all levels of government in the FBiH. The same provision exists in the Law on the Rights of Veterans and their families. This way of prescribing the processing of personal data is unacceptable.

Regardless of the existence of legal norms which formally represents the legal basis for the processing of personal data, in this case there is no necessity as another essential requirement for the processing of personal data in this way.
There is no doubt that the data from a single register may be available to correct certain departments dealing with veteran - disability protection, or the availability of data to all levels of government in the Federation is unacceptable. Also, it was stated that the JMB is being processed in the Unified Register of Veterans, since this information can only be processed if it is prescribed by law, which is missing in this case.

2. Draft Decision on the Unified Register of natural persons in Bosnia and Herzegovina - Central Bank

Bearing in mind Article 70. of the Law on the Central Bank, formally legally, the Decision constitutes an adequate regulation for establishing the Registry and prescribing the processing of personal data. In order to regulate the processing of personal data in a more complete and precise manner, it was stated that the Decision should set deadlines for data protection and measures for the protection of personal data.

An objection was made regarding access and use of data from the Register by banks based on the consent of the requester of the personal data holder and with a photocopy of the ID card. Collecting a photocopy of an ID card from a data subject for access to his / her personal data is not necessary because there is a reasoned purpose to justify such prescribing. It is not enough for the lawful processing of personal data to be prescribed, but rather that there is a necessary social need and that this need is commensurate with the legitimate aim pursued. Assuming that the purpose of collecting a copy of the identity card would be to prove that the data subject gave his consent to the access to the bank, to prove this fact it is sufficient that the consent/request was signed by the data subject himself, and that the number be recorded on the request ID cards and issuing authority.

It was also argued that the present Decision should provide the data subject with the right to free access to his personal data.
3.  Rulebook on the manner and form of conducting educational support and professional treatment in primary schools of the Sarajevo Canton - Ministry of Education, Science and Youth of the Sarajevo Canton
According to the relevant Law, the legal basis for passing a by-law is prescribed, which will regulate more closely the issue of unacceptable forms of student behavior. However, the rules as a general by-law, which is supposed to regulate the issue of unacceptable behavior, and the question of keeping records of this, has not been passed, but another/different set of Rules and another/different Instruction have been passed.
It was submitted that the essential illegality of the processing of personal data is contained in the prescribing of the records provided in the annex to the Instructions.
In addition to unacceptable behaviors, risk factors in points I till VII include learning and behavioral difficulties, assessing peer relations at school, student-teacher relationships, student-parent relationships, parent-to-school relationships, ability to cope with problems, and internalized behavior. Each of these risk factors, through record lists, divided through the list and gives a detailed description of observed behavior that should be recorded. The points I to VII of registry sheet with risk factors not related to the unacceptable behavior of students, but also provides processing of personal data of students and their parents, who are related to the health status of students, mental capacity with regard to master the material or the ability to cope with problems, relationship peers, teachers and parents to them. It is envisaged to record data revealing their health status (uncontrolled motor reactions - ticks, changes in weight, separation anxiety, difficulty in controlling urination and bowel discharges, speech-language difficulties, etc.). Also, it is envisaged to record data on the relationship with peers, teachers and parents, the student is exposed to violence from peers, the student complains about the behavior of peers, the cold relationship between parents and students, the student complains about the behavior of parents, etc., and related data on the ability to cope with problems, the student avoids seeking adult help, is of the opinion that he cannot influence the future and that others determine his life, reacts badly when he makes a mistake.
It was argued that there is no legal basis for the processing of the above data in the Law on Primary Education.
• Other legal acts submitted for opinion:
1. Draft Agreement between the Council of Ministers of BiH and the Government of the Republic of Malta on the Mutual Recognition and Replacement of Driving License - Ministry of Communications and Transport of BiH;
2. Proposal of the Memorandum of Cooperation between the Ministry of Security of BiH and the Ministry of Internal Security US, Customs and Border Protection United States on cooperation regarding the use of passenger information - Ministry of Security of BiH.

3.9.2. Examples from practice for other expert opinions
• Use of photographs published on the social network Facebook in disciplinary procedure
An individual filed a request for an opinion stating that he had been attending a doctoral dissertation while using his vacation, about which he posted several photos of himself and his family members on the social network Facebook. A colleague copied and posted the published photos with a disciplinary application, claiming that he could not use that vacation day without the consent of the employer.

In accordance with the principle of fairness and legality, personal data may be processed on the basis of consent or if one of the conditions for processing personal data without consent is fulfilled. When it comes to personal information posted on the social network Facebook, it is important to emphasize that it is a type of Internet service, which serves for interconnection of persons, which with the terms of use and privacy policy, informs each user and from whose freely expressed will depends will he or she accept the terms offered and open a profile on that service. When you publish your photos on the Facebook Service, users have the ability to restrict the right of access to the photos only to their friends, a specific group of persons, or to the right to have all users of the service. 

So, it was a photo holding the data published on the social network in which way these images become available to his colleagues. Therefore, the processing of personal data made available to others by the data subject, even though it constitutes an intrusion on his or her privacy, is processed based on the will of the data subject. 

When asked whether the use of thus obtained photos allowed in the disciplinary proceedings, the agency responded that it was not within its jurisdiction.
• Publication of the Decision on approval for engagement of academic staff at another higher education institution
Natural person filed a request for an opinion stating that the Law on Higher Education of the Sarajevo Canton stipulates that on the website of higher education institutions, announces the decision to the member of the academic staff gives consent to engage in another higher education institution for the purposes of control and monitoring employees.
In accordance with the principle of fairness and legality, the Law on Higher Education is a relevant regulation that establishes the conditions and manner of granting engagement in another higher education institution. One of the conditions is the publication of the Decision on engagement on the official website of the higher education institution / organizational unit, at the latest three days from the day of its adoption.
The higher education institution is obliged to respect the principle that obliges controllers to process personal data in the extent and scope that is necessary to fulfill a specific purpose. Therefore, the higher education institution / organizational unit is obliged to ensure that only the name and surname of the academic staff member, as well as the name of the higher education institution, are published on the official website, as necessary to fulfill the legal obligation.

The publication of information on the names of academic staff members, in the context of their involvement in higher education institutions, contributes to the transparency of the work of these institutions, and should not be restricted by protecting their privacy.

• Control of the medical records of workers by employers

Natural person filed a request for an opinion stating that the employer intends to make its workers sent to control the medical records of all workers who were temporarily prevented to work in the past year. An employee who is a doctor of medicine by profession would be in control, with the intention of determining whether there was an abuse of temporary disability. Bearing in mind the contractual relationship that the employer has with the health care institution, he believed that he could easily access the health records of all employees.
According to the principle of fairness and legality there are relevant legal regulations in the field of health care that guarantees patients the right to confidentiality and privacy, the right to privacy and personal dignity.
In accordance with the above principle, no law in the field of labor law does not authorize the employer to look into the medical records of workers, regardless of the activity performed by or purpose for which it exercised insight. The issue of temporary inability to work is regulated by the Health Insurance Act and the Rules of Procedure and criteria for determining temporary disability of the insured, which excludes these or similar activities of the employer.
• Clinical trial of medicines and data protection of subjects/patients
An individual has submitted a request for an opinion stating that clinical trials of medicinal products have been conducted by the employing organization for which approval has been obtained from the local ethics committees/institutions where the research is being conducted as well as from the Agency for Medicinal Products and Medical Devices BiH, and the question is what are the obligations of the research organizers towards the respondents included in the research, and whether there is an obligation to report the clinical trial to the Agency.

Article 20. of the Law provides for the processing of personal data for scientific research purposes:

„After the expiry of the time period necessary to fulfill the purpose for which the data were collected, such data may only be processed for statistical, historical and scientific purposes. Data collected and stored for this purpose will not be used for other purposes. 
Personal data may be processed for the purposes of statistics, history and science without the consent of the data subject, and when the processing of the data for these purposes is completed, the data must be made anonymous. When using personal data for this purpose, it is necessary to respect the right to protection of privacy and personal life in the data. "
According to the cited article, personal data of participants in a clinical trial can be processed for scientific research purposes, but also collected data cannot be used for any other purpose, and after completion of treatment must be anonymized. Thus, the processing of personal data for scientific research purposes ceases with the completion of the research, and personal data processed for that purpose cannot be published in research-based publications.

3.9.3. Comparative data for 2010 – 2018
	OPINIONS

	
	2010
	2011
	2012
	2013
	2014
	2015
	2016
	2017
	2018

	Total
	89
	120
	185
	230
	290
	267
	206
	180
	206

	Expert opinions
	89
	117
	181
	215
	282
	259
	192
	139
	169

	To public authorities
	47
	44
	56
	94
	80
	84
	64
	66
	46

	To legal entities
	14
	19
	41
	23
	18
	28
	34
	36
	29

	To natural persons
	28
	51
	84
	98
	184
	147
	94
	78
	94

	Opinions on the laws
	0
	3
	3
	9
	6
	6
	8
	38
	31

	Opinion on the by-laws
	0
	0
	0
	5
	1
	0
	4
	2
	3

	Opinion on other legal acts
	0
	0
	1
	1
	1
	2
	2
	1
	3
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3.10. Central registry

Central Registry is an electronic record of basic data about the collections of personal data kept by the controllers and it aims to inform data subjects which personal data controllers may collect and process in some other way. The Agency consolidates and publishes these information and that is the way how Central Registry is created. Central Registry enables the Agency to evaluate and analyze what types of data are contained in personal data collections of controllers in a particular area.
Registration of the controller is the obligation of the controller to submit to the Agency a notification of the planned establishment of a personal data collection with information on the collection of personal data prescribed in Article 13 of the Law on Personal Data Protection before the establishment of a personal data collection. The manner of fulfilling this obligation is prescribed by the Rulebook on the Manner of Keeping and the Form of Records on Personal Data Collections ("Official Gazette of BiH" No. 52/09).

During 2018, the Central Registry has registered 86 controllers.
The number of registered controllers in the Central Registry is not satisfactory, especially when it comes to public authorities. The number of registration procedures initiated is significantly higher than the number of registered controllers. The Agency will in future suspend registration procedures for controller who fails to take the necessary actions.
	Controllers and collections registered in Central Registry

	
	2010
	2011
	2012
	2013
	2014
	2015
	2016
	2017
	2018
	Total

	 Controllers
	14
	19
	76
	66
	21
	81
	169
	145
	86
	677

	Personal data collections
	55
	205
	713
	270
	203
	498
	541
	663
	329
	3477
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3.11. IT system

The regular activities necessary for the smooth functioning of the Agency's Information System include a range of activities, namely: installing, maintaining and upgrading the software; create backup copies for internal database, the Central Registry and File server; identification and elimination of irregularities; propose service of computers and other devices; preparation of specifications for procurement of computers and computer equipment; help employees in using computers; processing and keeping records of hardware and software; technical maintenance of the website and addition of new documents to the Agency's website, and other activities.
During 2018, due to a hardware failure, there was a server malfunction (Switch Raid Controller failure). Based on the analysis, taking into account the severity of the failure, the age of the server system, the possibility of purchasing new parts, etc., four new hard drives were purchased and with the involvement of external associates, the entire server system was reinstalled.

In 2018, the Agency moved into new offices located at the Dubrovnik Street, 6 in Sarajevo. As there was no adequate computer and telephone installation in the new offices, an analysis was carried out, a specification was prepared for the procurement of equipment and works, and all the necessary works were carried out, which included: setting up a computer and telephone installation (approximately 5000 meters of cable was laid), installation of a strong electricity installation, building a server room, installing devices and equipment in a server room, installing two air conditioners, securing connections to the e-government system, IDDEEA, Ministry of Finance and Treasury, etc.

3.12. Transparency of work and cooperation with the media
Because of the constant need of promoting the protection of personal data and privacy in Bosnia and Herzegovina, the Agency through a variety of activities, continuously strengthen public awareness of the protection of personal data and privacy within their possibilities.

In order to raise public awareness about the right to protection of personal data and privacy of the Council of Europe in 2006, with the support of the European Commission, declared January 28 a European day of protection of data, which is the world's known as the Day of privacy. This day also marks the anniversary of the Convention (ETS 108) for the Protection of Individuals with regard to Automatic Processing of Personal Data.

For the ninth consecutive year, the Agency marked the 28th of January. A press conference was held at the BiH Parliamentary Assembly when the Agency's work in the past 2017 was presented. On the same day, an Open Day was organized in the offices of the Agency, targeting primary school students, parents and teachers

· Activities related to the media

The Agency was in constant contact with the media and the public during 2018 and continued to inform the public about the activities undertaken, current subjects and issues, providing answers to frequent inquiries of the media, institutions and the public, through press releases, guest appearances in various media, and a press conference. A total of 53 activities were carried out in relation to giving written answers to the media, statements for the media or participation in TV and radio shows. The Agency made eight press releases. A review of the mass media and the Internet, found an increasing number of articles related to the activities of the Agency and the protection of personal data.

· Activities related to the website

In 2018, the Agency's website was revised and menus and sub-menus were added for new European data protection regulations - General Data Protection Regulation GDPR and Directive 2016/680.
In 2018, 135 posts on the Website were made. The total number of published documents is much higher as most of the content is published in the three official languages of BiH (BHS) and English. The total number of documents added to the Web site is 404.
For follow-up visits the Web site, and in accordance with the rules of the system of "e-government", used Google Analytics. The number of visitors to the Website who actively viewed the content (initiated at least one session) during 2018 was 14,283 (there were 11,594 in 2017). The total number of pages viewed, including repeated page views, was 89,836 (in 2017 there were 73,930). Based on the above it can be seen that the number of visitors and total number of pages viewed increased compared to 2017 year.
· Help desk

The main purpose of establishing HELP DESK is that natural persons and legal entities interested can contact by phone to ask about specific issues in the field of personal data protection. Through contact phone received 547 inquiries from individuals and legal entities.

Although the basic function of HELP DESK is to provide support to citizens and legal entities in a quick and easy way, it is also used by a large number of representatives of public authorities to solve individual cases that they have in operation. This was regularly referred to public authorities, and were directed to address the Agency with a request for opinion.

· Education on the protection of personal data

In the field of protection of personal data, in the reporting period, held a total of 13 lectures and training, attended by 334 participants.

The Agency organized educational lectures on new European regulations in the field of personal data protection, business entities at the level of BiH and at the entity level, which is described separately in the Report on Cooperation with Controllers 3.14.

In cooperation with the competent entity bodies, four trainings for employees of local self-government units were held. The trainings were held in Sarajevo, Mostar, Bijeljina and Trebinje.

3.13. International cooperation
By the nature of its work, the Agency has been directed to international cooperation. One of the obligations of the Agency relates to participation in various workshops, trainings, seminars, especially international conferences and working groups as an active member or observer. In accordance with the possibilities, the Agency strives to participate regularly and actively on the international level, thus contributing to the continuous development of work, finding better solutions, harmonization of Bosnia and Herzegovina's legislation in the field of protection of personal data with European and world standards, and fulfill the undertaken international obligations.
Bosnia and Herzegovina is a full member of the Consulting Committee of the Convention on the Protection of Individuals with regard to the Automatic Processing of Personal Data by the Council of Europe, the International Conference of Data Protection and Privacy Commissioners, (the Spring Conference of European Data Protection Authorities) as well as the CEEDPA International Forum of Co-operation personal data of the countries of Central and Eastern Europe. The mentioned full membership, as well as membership in individual working groups, inter alia, imply active participation of the Agency and fulfillment of various obligations.

In the reporting period, representatives of the Agency participated in the following events at the international level:

1. The Spring Conference of European Data Protection Authorities, held in Tirana, organized by The Commissioner for Information and Data Protection of Albania called "Data protection - together is better ";

2. Conference body for data protection in Central and Eastern Europe held in Kiev (Ukraine), with the main theme "General regulation on data protection, the first challenge to the first experiences of practical application", organized by the Secretariat of the Commissioner for Human Rights of the Ukrainian Parliament;
3. International Conference commissioner for data protection and privacy under the title "The debate on ethics: Dignity and respect in life managed data" held in Brussels. Since the conference organized by the European Commissioner for Data Protection and the Bulgarian Commission for the protection of personal data, representative of the Agency participated in the parallel session held in Brussels;
4. 36th plenary session of the Consultative Committee on the Protection of Individuals with regard to Automatic Processing of Personal Data, held in Strasbourg;

5. International Conference "Data Protection" held in Moscow, organized by the Ministry of Telecommunications and Mass Communications of the Russian Federation;

6. International Conference on the subject of General Regulation on data protection of the EU, held in Belgrade, organized by the Commissioner for Information of Public Importance and Personal Data Protection of the Republic of Serbia;

7. The Second Meeting of „Initiative 20i7“ held in Ohrid, organized by the Directorate for Personal Data Protection of the Republic of Macedonia;

8. Workshop, case management, held in Budapest, organized by the Hungarian National Authority for Data Protection and Freedom of Information;

9. The International Conference on Data Protection entitled "Data Protection 2018 - Data and Democracy - Digital Challenges for Cities" held in Vienna, organized by the City of Vienna and Eurocomm - PR holding of the City of Vienna;

10. Conference "Sarajevo and Vienna - Innovative for the Future" held in Sarajevo as part of the Vienna Day organized by the City of Vienna and the Eurocomm - PR Sarajevo office. The theme of the "Vienna Days" was "Smart City". The two cities opened a dialogue on the topic of smart city planning strategy or guidelines for increasing the quality of life of citizens with the best technological solutions;

11. Seminar on "Children and Mobile Technology" and "Women and Mobile Services: Overcoming Gender Inequality", held in Sarajevo, organized by the Communications Regulatory Agency, UNICEF and the International Association of Mobile Operators.

For financial reasons, as well as due to lack of staff, the Agency was not able to participate in several important international events in the field of data protection and privacy, such as:
· Conference - Implementation of a single patent protection and a unified patent court: Current situation and future challenges, held in Brussels;

· Conference - The transition to digitized future: Integration of e-health systems in public health, held in Brussels;

· Conference - Improving consumer protection in the EU: Consumer protection in a digital society, held in Brussels;

· Conference - Updating the European strategy of high-performance Computing: Development of supercomputers and quantum computers in the EU, held in Brussels;

· Conference - Improving data protection in Europe: Towards a more secure digital future, held in Brussels;
· Conference - Overview of Public Policy Sharing - Launching UK Public Sector Efficiency, held in London;

· Conference - A New Era of Data Protection: Implementing the European Data Protection Reform, held in Brussels;

· The Conference of computers, privacy and data protection - Internet authorities, held in Brussels;

· International seminar on data protection: Challenges after the GDPR deadline, held in Vienna.

• Cooperation with TAIEX

The Agency, in cooperation with the TAIEX assistance program of the European Commission, organized an expert mission from 9th to 13th of October 2017. in the offices of the Agency in Sarajevo with the aim of harmonizing the Law on Personal Data Protection with the General Data Protection Regulation. The mission was led by experts from the EU, the Deputy Saxon Commissioner for Data Protection from the Federal Republic of Germany and the Head of the Service for International Cooperation, EU and Legal Affairs from for Personal Data Protection Agency in the Republic of Croatia. Due to the complexity of the legislative alignment process, the Agency planned to continue cooperation with EU experts after the Agency's Expert Mission in 2017, in the form of a study visit to one of the EU's independent supervisory authorities. However, the study visit could not be realized in 2018 due to the large commitments of the supervisory authorities due to the start of implementation of the new European legislation. It was agreed for March 2019 in Budapest, and that the study visit will be hosted by the Hungarian National Data Protection and Freedom of Information Authority. 

The Agency has initiated the process of preparing applications for TAIEX study visit to the  Personal Data Protection Agency in Republic of Croatia. The study visit was requested in order to convey the experiences and recommendations of the Croatian Personal Data Protection Agency regarding the implementation of the General Data Protection Regulation and the Police Directive, with particular emphasis on the following topics: personal data protection officer, consent for processing personal data, and assessment effect for personal data protection and prior consultation.
• European Commission Questionnaire

During the reporting period, the Directorate for European Integration of the Council of Ministers submitted to the Agency, as well as to other institutions in BiH, additional questions from the European Commission, which were submitted to Bosnia and Herzegovina, for the purpose of completing the European Commission's Opinion on the application for BiH membership in the European Union. Guidelines for the preparation of the answers, as well as guidelines for the work of the working groups on European integration, were provided with additional questions. A review of the submitted materials revealed that only one issue was within the competence of the Agency. The answer to the question was made and the answers were entered into the Information System for Support to the European Integration Process in BiH (ISEI). The Directorate for European Integration of the Council of Ministers provided translations of the answers to additional questions in English, entered into the ISEI system. The institutions were requested to edit the response and provide any comments and suggestions. The Agency had no additional comments and suggestions, and reviewed the text of the answers to additional questions and gave its approval for the accuracy of the translation.
• Cooperation with the Council of Europe
The Council of Europe Data Protection Unit has submitted to the Agency a letter on possible cooperation in Bosnia and Herzegovina, the assistance they offer, regarding the Council of Europe's notification on the preparation of the Action Plan 2018-2020 for the BiH Cooperation Project and the activities to be covered by the Action Plan containing data protection component. The Action Plan, in this sense, refers to the support of BiH and the Agency in the harmonization of the Law on Protection of Personal Data with modernized Convention 108 in activities to data controllers in fulfilling the requirements of the Convention 108+, as well as assistance in raising awareness of data protection and privacy. 

Unit for Data Protection of the Council of Europe submitted to the Agency compilation of inspection activities by Member States on the occasion of the European Data Protection Day in 2017, which are listed and posted implemented activities in BiH.

• Cooperation with Eurojust
In earlier reports on the protection of personal data, we have outlined the importance of personal data protection for cooperation with Eurojust, as well as all the problems that the Agency encountered when trying to improve the protection of personal data in the Prosecutor's Office of BiH. At the beginning of this reporting period, cooperation activities with Eurojust were again updated with the support and initiative of the IPA 2017 Project. The project manager's initiative focused on three institutions crucial for the start of the pre-negotiation phase with Eurojust, namely: Ministry of Justice of BiH, Prosecutor's Office of BiH and the Agency. The result of the first requested activity is the Decision of the Council of Ministers of BiH establishing the Expert Group for the preparation of work in the pre-negotiation phase of the Cooperation Agreement between Eurojust and BiH. Representatives of the Ministry of Justice of BiH, the Prosecutor's Office of BiH and the Agency were appointed to the Expert Group. In addition to the tasks that are within the competence of the Expert Group, it is very important to point out that in the context of these activities should achieve an appropriate level of cooperation of key institutions in BiH, which would result in progress in the field of personal data protection in general, and especially in the Prosecutor's Office. Specifically, an assessment of the situation in the field of personal data protection is a key prerequisite for Eurojust to decide on the opening of negotiations with Bosnia and Herzegovina for the conclusion of an operational agreement. Thus, the state of protection of personal data, especially in terms of compliance of national legislation with European, the capacities of the Agency and its efficiency, as well as a degree of protection of personal data in the Prosecutor's Office of BiH. In this regard, the Prosecutor's Office of BiH appointed one representative to co-operate with the Agency. There was one meeting between representatives of the Prosecutor's Office of BiH and representatives of the Agency, and a meeting with the Chief Prosecutor of the Prosecutor's Office of BiH. This is an important step in protecting the personal data of the BiH Prosecutor's Office, but better cooperation is expected in the future of the BiH Prosecutor's Office with the Agency.
Following the signing of the Operational Agreement with Eurojust, the Prosecutor's Office of BiH will have direct communication with Eurojust regarding the exchange of personal data, so it is of particular importance to achieve a higher level of protection of personal data in order to have the Agreement in question at all.
3.14. Cooperation with controllers

During the reporting period, the Agency also conducted cooperation with controllers, inter alia, by participating in conferences that had the objective of improving and protecting human rights and fundamental freedoms and raising public awareness of the importance of protecting personal data. 
Representatives of the Agency took part in six conferences, seminars, workshops and other events organized by controllers.

Another form of cooperation with the controllers realized through joint meetings, in order to clarify certain issues of personal data protection. In the reporting period, there were 8 meetings.
Also, the employees of the Agency participated in 47 trainings, of which 30 trainings were organized by the BiH Civil Service Agency and 17 trainings were organized by other entities.
• Training for judicial office holders

Within the IPA 2017 project, representatives of the Agency, together with European experts, participated in seminars on protection of personal data and gave presentations that covered domestic and international legislation with examples from practice in Bosnia and Herzegovina.

Seminars were held in Tarcin, Ilidza, Teslic and Jahorina. The target group was officials and holders of judicial functions from prosecutors' offices and courts at all levels in Bosnia and Herzegovina. The aim of these Seminars was to raise the level of knowledge about standards for the protection of personal data, as well as the new Law on Personal Data Protection in judicial institutions, primarily the prosecutor's offices. The result of these activities should be taken into account when assessing compliance with the standards on the protection of personal data required to enter into negotiations for a Cooperation Agreement with Eurojust. Although the heads of judicial institutions were aware of the importance of these seminars, through the Entity Judicial and Prosecutorial Training Centers, the number of participants, structures and interest of attendees was not satisfactory. Namely, the number of participants was low, a total of 53 participants participated, of which only 17 prosecutors. The rest were the officers and secretaries of the prosecution.
· Business training 

As already pointed out, the General Data Protection Regulation (GDPR) has been implemented in the EU Member States since 25th of May 2018. According to Article 3, the GDPR implies that it will apply to the processing of personal data within the activities of EU-based business entities, whether or not the processing of personal data is carried out in the EU. So, if a company based in the EU has business branches in Bosnia and Herzegovina or in any way provides services to citizens in BiH, then these regulations will apply to its citizens.
On the other hand, according to the same article GDPR's (paragraph 2), BiH companies that operate on the territory of the EU or offer goods or services to EU citizens, are obliged to apply GDPR.
Thus, in conditions when domestic legislation is not in line with European regulations in the protection of personal data, under certain conditions, apply to the citizens of Bosnia and Herzegovina who have EU citizenship, as well as to local companies if they do business with the EU.

Appreciating the importance of the Regulation, the Agency held a training titled "Influence GDPR to the domestic businesses" for businesses, through and with the support of the Chamber of Commerce of BiH and entity chambers of commerce. There were three training, two in Sarajevo and one in Banja Luka. Businessmen showed considerable interest in these trainings and the response was satisfactory.
In addition, on the same topic, two more trainings were held with the support of the American Chamber of Commerce (AMCham) and the Business Security Center Banja Luka, in Sarajevo and Banja Luka.
In cooperation with the Banking Association of BiH, we held a Training for Interested Legal Entities and the Banking Sector on the Protection of Personal Data with a Focus on GDPR in Sarajevo.
• Implementation of the project "Don't leave your traces on the Internet"
The implementation of the Project for the Education of Children in Primary Schools in Bosnia and Herzegovina "Don't Leave Your Traces on the Internet" was in line with the planned continuation of the Agency's activities to raise awareness about the protection of personal data and privacy. Children are the most sensitive and risky category of the population, which is why the Agency has recognized the need to engage in educating children on methods of protecting personal information and privacy on the Internet. The project explains in a simple way how to protect children on the Internet when using modern technologies.
Unlike other European countries, much less attention is paid to this issue in BiH, which is why raising awareness among young people and children about the importance of protecting personal information and privacy in the digital world, with particular reference to the responsibility of social network users, has been extremely important. The aim of the Project was to introduce children to the way of exercising and protecting their rights and interests on the Internet, to raising the level of awareness of the importance of personal data and privacy protection in the digital world, and to contributing to the greater safety of children on the Internet.
An analysis of the Curriculum in nine-year elementary schools in Bosnia and Herzegovina revealed that for the first time, the subject of Informatics is attended by students in the sixth grade of elementary school. For this reason, the project presents lectures (PPT presentation) and discussion with students about the protection of personal data on the Internet for classes VI of certain primary schools, within one or two hours of Informatics. We have established contacts with relevant institutions in charge of coordination, the Ministry of Education and Science of FBiH and the Ministry of Education and Culture of RS, in order to obtain approval for the implementation of the Project in primary schools.
At the beginning of 2018, the implementation of the Project in RS began and continued in the FBiH. In 2018, the Project was implemented in nine cities and we visited 15 primary schools. The lectures were attended by 532 students. A statistical analysis of the results of the Survey was conducted, including the results from the previous year.

Below are the statistical results of 1.451 valid Student Surveys:
· Over 90% of students have some form of digital devices and the Internet on them;

· Over 80% of students violating the rules of age to create a profile on Facebook and Instagram (of 2017 lower limit is 13 years);

· More than one-fifth of the surveyed students carried out more than two hours a day on the Internet;

· The students have no idea that their data is collected and that they are exposed to abuse through various quizzes that play, surveys, tests, etc.; 

· The survey shows that to every seventh child would found with an unknown face without adult or friend;

· A small percentage of 15,8% of students represent a critical proportion of respondents who do not speak or would never tell their parents what Web sites they visit;

· A very small percentage of students (4,6%) use the Internet for school teaching, while 76,7% of students use the Internet little or no for school teaching. According to the answers from the Surveys, the use of the Internet for school purposes is mainly about sharing information, writing proofreading, searching for necessary information, interesting things, and searching according to the instructions of teachers.

According to the results of the Survey, which was distributed to the students after the lecture due to the organization, it is evident that the majority of students immediately apply the acquired knowledge in the Survey. It is important to note that the results of the Survey would be different if the Survey were distributed before the lecture.
According to the Agency's Work Program for 2019, the continuation of this Project is foreseen. The presentation will be modified or updated with new information, tools and examples of technical assistance as digital technology advances and evolves on a daily basis. We need to contact relevant institutions to obtain approval for implementation in the remaining four Cantons in the FBiH that were not covered by the Project.

3.15. The normative part and the administration
In the normative part, in 2018, the Agency made 2 regulation, 34 decisions and 73 solutions.
In reporting period, regarding the administrative activities, demonstrated statistically that the following was done:

· 1.397  new cases were received and formed,

· 21.350 acts were  received through protocol 

· 4.246 acts were charged within the Agency, by sections and divisions,

· 236 accounts were received through protocol,

· 104 official gazettes and 27 professional journals were received through  protocol,

· 2.249 acts were sent by courier, post office and by mail 
· 1.622 cases were archived, 27.350 cases were entered into the UP 1 register, while there were no cases enrolled in the UP 2 register.

Also, the following regular activities were performed:

· The Agenda for the Personal Data Protection Agency in Bosnia and Herzegovina for 2019 was made.

· Annual Report on the submitted requests for free access to information to the institution of Ombudsman for Human Rights in Bosnia and Herzegovina,
· Annual Report to the Ministry of Justice of Bosnia and Herzegovina on dealing with administrative matters in administrative proceedings.

· Report on the Implementation Plan for the fight against corruption to the Agency for prevention of corruption and coordination of the fight against corruption;

· A report on the implementation of the Anti-Corruption Plan was submitted to the Agency for the Prevention of Corruption and Coordination of the Fight against Corruption;
· Public Procurement Plan for 2018, Amendments;
· Acts with accompanying documentation for the Audit Office of Bosnia and Herzegovina institutions;

· Data for the Central Harmonization Unit, which relate to the control of financial management;

· Evaluation of civil servants in the Agency for 2017;

· Information on the implementation of activities from the Action Plan for the Implementation of the Anti-Corruption Strategy 2015-2019.

In the reporting period, the Agency received two requests for free access to information, according to which, within legally prescribed deadlines, it issued decisions and granted access to the requested information.

3.16. Budget - Public Procurement

Pursuant to the Law on the Budget of the Institutions of BiH and the International Obligations of BiH for 2018, funds from the Budget of the Institutions of BiH were approved for the needs of the Agency for 2018 in the amount of 1,365,000 BAM. Total appropriations were related to current expenditures in the amount of 1.308.000 BAM and capital expenditures in the amount of 57.000 BAM, of which the budget of 48.000 BAM, and from income derived from the sale of fixed assets in the amount of 9.000 BAM. The sale of the official motor vehicle of the Agency through a public auction, generated revenues in the amount of 11.121.31 BAM, which is higher than planned, which resulted in the increase of the Agency's budget by 2.000 BAM.
On three occasions, there was a need to restructure the budget expenditures and to modify the earmarked capital expenditure structure approved by the BiH Ministry of Finance and Treasury.

Within capital expenditures alignment refers to the purchase of four hard disks, installation and commissioning function of the server, and the purchase of equipment final outfitting space in which the Agency moved.

Within current expenditures, the adjustment relates to the insurance of a new Agency vehicle, because the sale of the existing motor vehicle of the Agency resulted in a lower amount than planned due to the repayment of part of the paid funds due to the termination of the all-risk insurance.

The total budget of the Agency in 2018, after adjustment, is 1,367.000 BAM. The funds are allocated to current expenditures of 1,303.000 BAM and to capital expenditures in the amount of 64.000 BAM, of which 53.000 BAM from the budget and from the proceeds from the sale of fixed assets in the amount of 11.000 BAM.
According to the data, on the day of making the report, the state of execution of the Budget from 01.01.2018 - 31.12.2018. was 1.194.530 BAM and it is illustrated in the following table:

	No.
	Type of expenditure
	Economic code
	Granted
for

period

January –

December
	Spent for
reporting period

January –

December
	Remainder-

Funds available
	Percentage

of execution
%

	1
	2
	3
	4
	5
	4-5
	5/4

	
	CURRENT EXPENDITURES
	
	1.303.000


	1.131.847
	171.154
	86,90

	1
	Gross salaries and fees
	6111
	952,000
	896.284
	55.716
	94,10

	2
	Allowances for employees
	6112
	95.500
	85.018
	10.482
	89,00

	3
	Travel expenses
	6131
	28.000
	20.659
	7.341
	73,80

	4
	Expenses of telephone and postal services
	6132
	24.000
	18.501
	5.499
	77,10

	5
	Expenditures for energy and utilities
	6133
	0
	0
	0
	0

	6
	Procurement of materials
	6134
	28.000
	15.967
	12.033
	57,00

	7
	Expenditure on transport services and fuels
	6135
	16.000
	13.697
	2.303
	85,60

	8
	Rental of property and equipment
	6136
	81.900
	19.284
	62.616
	23,50

	9
	Expenses for ongoing maintenance
	6137
	45.600
	39.901
	5.699
	87,50

	10
	Insurance and banking services expenses
	6138
	5.500
	5.102
	398
	92,80

	11
	Contracted services
	6139


	26.500
	17.434
	9.066
	65,80

	
	II CAPITAL EXPENDITURES
	8213
	64.000
	62.000
	1.317
	97,90

	1.
	Procurement of equipment
	821300
	64.000
	62.683
	1.317
	97,90

	
	TOTAL
	
	1.367.000
	1.194.530
	172.471
	87,40


The percentage of budget execution for the period 1st January 2018 – 31st December 2018 was 87,00%.
· Activities related to the budget:

· In accordance with the Instruction of the Ministry of Finance and Treasury of BiH, we submitted the Operational Plan for the implementation of the Agency's budget for 2018, based on the Decision on temporary financing of the institutions of BiH for the period January-March 2018;

· In accordance with the Notice - Instruction, we have submitted to the Ministry of Finance and Treasury of BiH the Annual Operational Plan of Expenditure Dynamics for 2018 with Explanation, as well as the earmarked capital expenditures structure for the acquisition of fixed assets for 2018, for which we received the approval of the Ministry of Finance and Treasury Bosnia and Herzegovina;

· In accordance with the Instruction, we submitted to the Ministry of Finance and Treasury of BiH the Report on Budget Execution of Budget Users for the period 1.1.-31.12.2017;

· In accordance with the Instruction, we submitted to the Agency for Statistics of BiH the Annual Report on Budget Execution for 2017;
· Based on the Instruction for preparation of the request for allocation of funds from the Budget for 2019, we submitted to the Ministry of Finance and Treasury of BiH the request for allocation of funds from the Budget for 2019 in written and electronic form;

· In accordance with the Instruction for the preparation of the quarterly Report on Budget Execution of Budget Beneficiaries for the period 1.1.-31.03.2018, we submitted to the Ministry of Finance and Treasury of BiH the Report on Budget Execution of the Agency;

· In accordance with the Notification to the Ministry of Finance and Treasury of BiH, we submitted the Report on the number of employees and the dynamics of the number of employees in the Agency for the period 1.1.-31.03.2018. in written and electronic form;

· In accordance with the Instruction for Budget Beneficiaries No. 1, we submitted to the Ministry of Finance and Treasury of BiH the Framework Budget Document (DOB) of the Agency for the period 2019 - 2021 according to programs, in writing and through the BPMIS - Budget Planning and Management Information System;

· Pursuant to the Instruction, in order to establish a database for the Budget Planning and Management Information System (BPMIS), the Ministry of Finance and Treasury was prepared and submitted the Budget Execution by Programs for 2017 and Approved Budget by Programs for 2018, and the number of employees and performance measure.


Public procurement activities:

In accordance with the Law on Public Procurement and the State of Budget, the Public Procurement Plan for 2018 has been prepared. A Public Procurement Commission was formed to conduct public procurement procedures at the Agency.

During 2018 the following procedures of public procurements were launched and implemented:

	1. Competitive procedures
	
	

	a) Procurement of goods through the competitive procedures was                          
	
	58.208,50 BAM

	b) Procurement of services through the competitive procedures was
	
	20.000,00 BAM

	The total of procurements through the competitive procedures was                  
	
	 78.208,50 BAM

	
	
	

	2. Direct procedures
	
	

	a) Procurement of goods through direct procedure was
	
	27.585,97 BAM

	b) Procurement of services through direct procedures was                                      
	
	67.225,98 BAM   

	The total of procurements through direct procedures was
	
	94.811,95  BAM

	
	
	

	
	
	

	THE TOTAL PROCUREMENTS                                                                        
	
	173.020,45  BAM


The Decision on procurement was issued for all procurements and the reports were submitted (in the program e-procurement) to the Public Procurement Agency of Bosnia and Herzegovina.

• Assets and liabilities inventory activities

Pursuant to the Rulebook on Accounting with Accounting Policies and Procedures for the Beneficiaries of the Budget of the Institutions of BiH, activities were carried out on a regular inventory of the Agency's assets and liabilities. After the physical inventory of fixed assets, their comparison with the bookkeeping balance was made, as well as the calculation of depreciation in accordance with the Decision on modification and amendment of the decision on the amount of annual write-off rates of fixed assets of budget users. We recorded the write-off of fixed assets. The Report on the list of liabilities and receivables of the Agency as of 31 December, 2017 was prepared.
In accordance with the Instruction for the preparation of the Annual Report on the Execution of the Budget of Budget Beneficiaries for the period from January 1 to December 31, 2017, a Report on inventory of funds in the Treasury of the Agency as of 31 December, 2017 was prepared and submitted to the Ministry of Finance and Treasury.
We have adjusted the bookkeeping balance to the actual balance of the fixed assets by completing the tables and importing them into the General Ledger of the Agency.
The Decision on approval of the Report on inventory of assets and liabilities as of 31 December 2017 was made, as well as the Decision on write-off (disbursement) of fixed assets, and finally, we made the Minutes on the relocation of the spent funds of the Agency.
· Audit Review 
In accordance with the Law on Audit of BiH institutions The Audit Office of the BiH Institutions has performed regular control of financial operations for 2017 and compliance of operations with the relevant laws and regulations relevant to the financial report.
In the opinion of the Auditor, the financial statements of the Agency, in all material respects, show the fair and true condition of assets, liabilities and sources of funds as at 31 December 2017, as well as the execution of the budget in accordance with the financial reporting frameworks.

The Agency's activities, financial transactions and information for 2017 are in compliance with all material aspects, laws and regulations governing such activities.

 The recommendations :
1. The first recommendation of the audit is to refer the urgency to the Council of Ministers of BiH to undertake activities to consider and submit approvals to the Rulebook on Internal Organization and Systematization of Jobs in the Agency, in accordance with the Decision on Job Classification and Criteria for Description of Jobs in the Institutions of BiH. as prerequisites for the professional and efficient performance of tasks within the scope of the institution's core business.

      The BiH Council of Ministers has not yet given its approval.

2. Another recommendation of the audit is to be in accordance with the regulations, document and implement a process of financial management and control which should contribute to reducing the business risk of the entire institution, and refers to the mapping of business processes, risk identification and assessment and development of the Register of risk. The Agency adopted the Rulebook on Financial Management and Control.

• Internal audit

The implementation of internal control in the Agency takes place through the adoption and observance of regulations, internal acts, instructions and rules, with the aim of dedicated spending of budget funds, as well as by keeping supporting records for individual areas of consumption. Internal control takes place simultaneously with the ongoing process of work, through the monitoring of employees through regular reporting, and through the legality in the implementation of written internal acts.

According to the Law on Internal Audit, the Agency does not meet the criteria for setting up its own internal audit unit. By the Decision on the criteria for establishing internal audit units in the institutions of BiH (Official Gazette of BiH No. 49/12), the internal audit in the Agency is carried out by the Internal Audit Unit of the Parliamentary Assembly of BiH.
We have compiled information on the signing of two copies of the Agreement on Performing the Function of Internal Audit and the Charter of Internal Audit, and submitted it to the Parliamentary Assembly of BiH.

Pursuant to the Request for Documentation, a review and documentation was prepared and submitted to the Internal Audit Unit of the BiH Parliamentary Assembly, with a view to developing a Strategic and Annual Internal Audit Work Plan.

In accordance with the Announcement of the audit of contracted and other special services on the basis of the Annual Work Plan of the Internal Audit Unit of the BiH Parliamentary Assembly, we have prepared Minutes of the initial meeting as part of the audit. Based on her request, the said Unit was provided with documentation for the purpose of conducting an internal audit in the Agency - the System of contracted and other special services.

One copy of the signed minutes of the final working meeting was delivered regarding the reconciliation of the positions on the given recommendations in the Draft Audit Report of the system of contracted and other special services in the Agency.

Action Plan for dealing with the recommendations and ratings of satisfaction conducted audit was submitted to the BiH Parliamentary Assembly, the Internal Audit Unit.
An internal procedure was prepared on the process of budgeting at the Agency based on the recommendations of the Internal Audit Report of the System of contracted and other special services.

IV  CONCLUSIONS
The Agency is not satisfied with the current state or progress in the protection of personal data in Bosnia and Herzegovina during this reporting period. By 2017, there was evident and steady progress in this area, however, in 2017 there was a deadlock. Instead of stepping up work to improve the protection of personal data, as is the case in EU Member States and countries on the road to joining the European Union, the trend of stagnation continues. Of course, this primarily means download European regulations, or the adoption of the new Law on Protection of Personal Data, as well as amendments to a number of sectorial laws.

We reiterate that it is unacceptable failure of the Council of Ministers by the requirements of the Agency which may impede the lawful and efficient operation of the Agency. Priority is that, by supporting the proposals and requirements of the Agency help preserve the affirmation of personal data protection in Bosnia and Herzegovina. It is especially harmful to bring the Agency into a situation of reducing its activities in the area of inspection supervision, cooperation with civil service agencies, issuing misdemeanor orders, etc. Without adequate human and financial resources, the Agency will not be able to respond to its responsibilities, which will also negatively affect the protection of human rights and, therefore, the public interest in this area.
Based on the presented indicators, it follows that the Agency, within the limits of its reduced capacities, has devotedly exercised its statutory responsibilities.

As we have noted in previous reports, we reiterate the same conclusion with respect to compliance with the Law on Personal Data Protection. The public and private sector controllers did not respect the relevant legal regulations, which they were obliged to apply in their work, which resulted in violation of the right to private life in the processing of personal data. Although non-compliance with legal regulations has the same importance, in a formal legal sense, regardless of whether it concerns public authorities, private companies, banks, etc., there is a need to emphasize the greater burden of non-compliance with legal regulations, and therefore the right to private life in regarding the processing of personal data, by public authorities. Public authorities, bodies established by the state and through which they represent, if they do not respect their own legal regulations, communicate to the citizens, in a mild manner, messages about the non-existence of the rule of law.
In the context of the above, it is important to point out that, in spite of the fact that the controlled entities generally carry out the imposed administrative measures, and that the same activities continue to be published by the Agency, this is not expected to be reflected in other entities. This is particularly true when it comes to processing JMB and processing of the ID, the processing of personal data in the competition procedure, the publication of personal data on the official website and so on.

For most of the controlled entities in the public sector, the obligations from the Law are only a mere formality, without the tendency to apply them in practice in a true and effective manner. The adoption of the Safety Plan, as one of the most important documents that must be drafted by all controllers or the institute of "giving personal data to a third party", is still unknown to most entities, as it was at the beginning of the application of the Law. 

Protection of personal data is a living matter, especially in the light of the new European legislation. The harmonization of domestic legislation with European standards in this reporting period proved to be a very demanding task. The Agency tried to present this task on its own, and the real results of these activities will be seen in the next reporting period when the activities on the drafting of the new Law on Personal Data Protection are completed.

                                                                                                              D I R E C T O R

                                                                                                              Petar Kovačević
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� To avoid burdening of the text and provide for it to be more easily followed, hereinafter the abbrevation BiH shall be used with legal acts or institutions that contain words Bosnia and Herzegovina in their titles


� "Fighting Organized Crime in the Western Balkans", co-financed by the EU and the Government of the Federal Republic of Germany, implemented through the GIZ, with the Center for International Legal Cooperation of the Netherlands and the Italian Ministry of the Interior.


� Labor Law (“FBiH Official Gazette” No. 26/16) and Rulebook on Procedure and Criteria for Determining Temporary Disability for Work due to Illness, Injury, or Other Circumstances (“FBiH Official Gazette” No. 66/12)


� Law on Registers ( "Official Gazette of FBiH" No. 37/12, 80/14, 96/16, 40/17, 58/17, 64/17, 93/17, 94/17 and 98/17) and Instructions on keeping registers ( "Official Gazette of FBiH" number: 51/134, 55/13, 82/13, 06/15)


� Law on Social Protection (Official Gazette of RS, Nos. 37/12 and 90/16)


� Law on Unique Identification Number (“Official Gazette of BiH” No: 32/01, 63/08, 103/11, 87/13 and 84/15); Law on Utilities (RS Official Gazette 124/11) and Law on Obligations (RS Official Gazette 17/93, 3/96, 39/03 and 74/04)


� Law on Excise Duties in BiH (Official Gazette of BiH nos. 49/09, 49/14, 60/14 and 91/17)


� Law on Unique Identification Number (“Official Gazette of BiH” No. 32/01, 63/08, 103/11, 87/13, 85/15) and Rulebook on channeling funds to support the new agricultural production cycle (“Official Gazette of BiH” No. 118/98, 11/09, 74/10, 86/10, 24/12, 121/12, 15/16 and 57/16) and the Decision of the government of RS ( "Official Gazette" No. 87/17)


� The Framework Law on Primary and Secondary Education in BiH ( "Official Gazette" No. 18/03 and 88/17), Law on Primary Education ( "Official Gazette of KS 'number: 23 / 17i 33/17), Act Secondary Education (Official Gazette of the KS No: 23/17)


� Labor Law FBiH ( "FBiH Official Gazette" No. 26/16)


� Law on Freshwater Fisheries (FBiH Official Gazette 64/04) and USK Police Officers Act (Official Gazette of the KJA No. 14/06, 05/08 and 03/14)
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